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Introduction.

Description.
Switch Ethernet Layer2. 24 ports x GB Ethernet + 4 x SFP. 1Gbps

Main characteristics.
24 Port 10/100/1000Mbps + 4 SFP port .

Layer 2+ funtion for an efficient routing .
Standard IEEE802.3, 802.3u, 802.3ab, 802.3x.

VLAN management, IGMP snooping, MACs admin, port mirroring.

1U / Rack 19"

l

l

l

1 Web management interface, SSH, TELNET, SNMP.

)l

1 Multi-cast facilities (compnies, hotels, hospitals, SoHo) .
)l

Suitable product to include in GPON by EK , EK CAST, EK HOTEL oWi-Fi by EK installations.

Package contents .
1 Rack Moun ting Kit.
1 Power cord.
9 Four adhesive rubber feet.
1 Documentation.
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WEB MANAGEMENT LANDING PAGE.

Log in to the switch management page WEB.

Configuration computer's IP address and the switch must be set to the same subnet (switch default IP
address is 192.168.2.10, the d&ault subnet mask of 255.255.255.0).Run WEB browser, in the address bar
enter http://192.168.2.10. Enter, enter the user name and password (default user name:admin;
password:admin), click "Login" button or directly enter into the WEB management.

...... .

& user Login

Figure 1-1: The login page WEB.

After landing successfully, the switch management page WEB page:

System Home
Quick Configuration

+ Port Management
+ VLAN Management
+ Fault/ Safety

+ System Management

+ QoS
- S S
P— fep— PR— P— - R—
aon as K Eraoi Comacia 1 "o
a0n o x Eraois 1 "o
» ® e * '
siou " o Eraoiod * o 1 N
sios " w Ersoiee % ha 1 !
sion " e Erson % ha 1 [l
E " e Ersoiee % bt Comnecten 1 e
a0 o * Eracies % ot comnectea 1 "o
aon w ® Ensoiea % ot comnecten 1 e
oo 1|< [ Ensoiea % wotcomnectsa 1 e
Figure 1-2: switch WEB management page Home.
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System home.

Device panel.
Through the HTTP page, a quick understanding of the operation of the device, panel information, port

information, such as the general network of common management information.

System Home Model name: SWG 2412 cru Avalsbie Memory STMB  Ausiable Fiash oM Hardware Version: v1 0 Serial number
Deteime: 2013925002027 & — — Software Version: v1.0.0.1 Mac adaress; 2021.0511.000

Quick Configuration

+ Port Management

+ VLAN Management

+ Fault/ Safety

+ System Management

+Qos
o @ [ ]
1WI0M  1000M  Discom

+ EEE
Port Information Flow Trend Device Configuration Port Statistics

Figure 2-1: Device Panel.

Click on the specific port, you can see the following information.

cPU: 0 Avaiatie MemorySTMB  Available Flash SMB Hardware Vorsion: 1.0 Serial nurmlser:

System Home
— — Saftware Version: 1.0, Wac address: 2021.0611.0008

Quick Configurabion
Portumber 1 Traf
Part Description:
on Status: ® Up
Outpus Traffic: 11,11
gt Traffic: .96

+ Port Management
+ VLAN Management
+ Fault/ Safety

+ System Management

+ QoS o a a
10M/100M  1000M  Discomnect  Disabied

+ EEE

Port information Flow Trena Device Configuration Port staustics

Figure 2-2: View the port status.
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Port information.
The configuration of the SWG 24L2 -10P is as follows:p %z t uf n

System Home

Guick Configuration
+ Part Management
+ VLAN Management
+ Fault | Safety

+ System Management

+ Qos
+ EEE
Port Information Flow Trena Device Conniguration Pont statistics
Keyward: Refresh
Part Input Flaw(Bps)
G oaK
Gio2 oK
G0 o
GioM o
15 o
ol w®
GioT w®
Gios ®
Ging w®
Giorg ®

Outpu

Hardware Varsion: v1.0
Software Version: v1.0

ut Flow(Bps)

nik

0.4

Serial number:

Mac sddress: 2021 06410008

Status

Enablod

Enabled

Enabled

Enabled

Enabled

Enatisa

Enatiea

Enatiea

Enatiea

Enatiea

Connection Status

Connacted
% Not Connected
% Not Connected
% Not Connected
% Not Connected
% Not connectsg
% Not connectsg
% ot connectea
% not connectea

% Not Connectea

Figure 2-3: Port Information.

USER MANUAL SWG 24 L2

Jpnf p. PRpsu

1OMUIDOM  1000M  Disconnect  Disabied

1 N Check the Flow Trend

Furst Previous [1) 12

On the panel you seen the device port, description, input flow, output flow, sta te of the port,
connection state, the VLAN, whether trunk.
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Flow trend.
Use the mouse to click the device port on the panel port, can view the port Flow trends.

System Home Wod name: WG 2412 cFU; o 5 Availablo Flssh IMB araware version: v1. Senal number:
DaeTime: 2013425 002227 & — — Softwars Version: 10,01 Mac address; 2071,0611.000¢

Quick Configuration
+ Port Management
+ VLAN Management
+ Fault/ Safety

+ System Management

+ QoS 2] [ ]
— 1OMI100M  1000M  Disc
Fortinformation  Flow Trend Device Configuratien  Port Statistics
Wote: Clck on a port 1o view he fow iend
output aput
15k

- Ci0/1 Cutput FlowiBps) = Ci0/1 Input Flow(Bps)

Figure 2-4 View the Flow Trend.
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Device configuration.
With the HTTP page, click HUFf wj df Epogj hvsbujpop up wjfx boe dibohf

System Home

Quick Configuration

+ Port Management

+ VLAN Management
+ Fault / Safety

+ System Management
+ QoS

+ EEE

Figure 2-5: Device Configuration.

HFf wj df dp canjgdicklyscbnfigune thegfollowing modules:
Total number of VLAN.
Port Aggregation Number.
Port Mirroring.

1

2

3

4  ARP Spoofing.
5  Port Security.
6

DHCP Snooping.
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Port statistics.
Through the HTTP page, the user can quickly understand the number of bytes received, the number of
bytes sent, the number of incomplete packets, the number of large packets, CRC error packets, the
number of conflicts.

System Home Mcdel Rame: SWG 2417 CPU: ©
DoterTime: 2013125 00:23:2

Quick Gonfiguration

+ Port Management

+ VLAN Management

+ Fault/ Safety

+ System Management

+ QoS

+ EEE

Avallable Memory 5TMB  Available Flash OME Hardware Version: v1.0 Seriai pumber
— — Sofware Version: v1.0.0.1 Mac address: 2021.0611.0008

Port information Flow Trend Device Configuration Port statistics

Port Bytes Received
@ion 1035150

6oz 0

Bytes Sent Incomplete Packets Large Packets

10837982 0

] 0

0 0
0 0
] 0
] ]
] 0
0 0
0 0

Figure 2-6: View the port Statistics.
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Quick configuration.

The quick configuration contains five chapters. Click on "Quick Configuration”, can quickly to
Configuration of the device commonly used functions, such as a VLAN, Trunk port and others.
According to the steps, the configurations of step by step, also can choose configuration.

VLAN setting.
Click on "Quick Configuration" HUWN Gettings" into the Quick Configuration of VLAN Configuration page.
Can view the current equipment VLAN information, according to the demand of new VLAN, modify

VLAN, delete VLAN, etc.

Basic Setting VLAN Settings

Quick Configuration

+ Port Management VLANID VLAN Name Tag Fort Untag Port Edit

+ VLAN Management
4 Fault/ Safety O Now VLAN @ Delote VLAN
+ System Management

+ QoS

+ EEE

Figure 3-1 VLAN Setting.
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PORT MODE.
Click on "Quick Configuration" "Port Mode" into the p ort mode configuration settings page. You can

change the port mode and allowed some vlans on trunk or hybrid mode,
changed to trunk mode,it will be removed from the previous untag vlan

notice:When the port is

Port Mode

Basie Setting

System Home VLAN Settings

Quick Configuration

+ Port Management

+ VLAN Management

ortis changed to Trun)

+ Fault/ Safaty Sebect a port 1o confgure

90N 1315 7 19N B sy

wlalalnlalalslaialalals ]

+ System Management

+ QoS I3 LiL AL3
EE i iz 14 i 8
+EEE §77 Optionat port R Selected port 179 Aggragation port {27 Trunk Port Select all Select all others Cancel
Port Mode: | Hyting . Native VLAN: 14084
port Port Mode: Wative VLAN Eait
7
oss ;
coes: ’
Access ’
s
s cess ,

Figure 3-2: Trunk Port Setting.

BASIC SETTING.
Click "Quick Configuration" "Basic Setting" into the quick Configuration of equipment information system

Settings page. Can the current equipment basic information system and manage password configured.

System Home

Cunrent Useradmin

Port Moge

Basic seming VLAN semings

(S EHEET T Basic System Sattings

+ Port Management Management VLAN 10 (D

+ VLAN Management Management VLAN: |1 WAC: [T
DHCP: | Static Alocatian Contact Information

+ Fault ! Safety IP: 182 168.2.10

+ System Management Subnst Mask: 255,255, 255.0

+ Gos Defoult Gateway: [152 163,21
Login Timeaut(s}: (14400

+ EEE

| ertace v T

VLAN

| Mocity the super user password and telnst password

New Password:

Confirm Now Passwori

Contact Name:
Davice Location:

Device Name: |5y

Mask Default Gateway

255255.255.0 18218821

[~ ]

Figure 3-3: other settings.
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Port Management.
Basic Settings.

Check the port configuration
Click on the navigation bar "Port Management" "Basic Settings" to view the current configuration of the
switch ports:

Cusrent Usor:admin

VLAN Management

Port List

Fault | Safety
System Management

Port Description Status Rate Dupiex Mode (] Eait
QoS

2

................

Figure 4-1: Port list information.
In the port list attribute, which shows the current switch port configuration information:
1  Port: The number of the port.
Port Description: Displays the contents of the switch port description.
Port Status: switch port status information, on / off.

2

3

4  Port Rate: Displays the switch port speed configuration, auto -negotiation / 10/100/1000.

5  Working Mode: Displays the switch port configuration duplex, auto  -negotiation / full / half duplex.
6

MTU: Indicates the port is the maximum length of the packet.

ITS Partner O.B.SS.L - Av.Cerdanyola 79 -81 Local C
08172 Sant Cugat del Vallés -Barcelona (Spain) 16
Phone: +34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

=) "@ EKSELANS BY ITS USER MANUAL SWG 24 L2

Configuring PorProperties
2 After the icon, you can configure the selected port attributes:

System Home

Quick Configuration

Basic Settings

o Selectall Select al others Cance

Description: status: | Enacied

Rate: | Aulo v Duglex Mode: | Auta

 VLAN Management @

+ Fault | Safety
| port st
+ System Management
Port Description Staius Raie Duplex Mode U Edit

+ QoS

+ EEE

Figure 4-2: Port Properties configuration of FIG.
To configure port properties as follows:

Stepl:Click the "Edit" icon 2 ,step2: In the Port Properties configuration page Fill / select the value to be
configured , step3: Click the "Apply " button to complete the configuration.
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Storm Control .

Check the port settings Storm
Click on the navigation bar "Port Management" "Storm Control" to view th e current switch port storm
control information:

EXSELANS BV T
Current User:admin

Storm Control

fthe pa

iactod

Select a port o configure

Unit kbps, Value: mulipies of 18 between 16-1000000

+ VLAN Management PortList

+ Fault | Safety Port Unkacwn-unicast Broacost Unknwnmuicast Edit

+ System Management
+ QoS

+ EEE

Disabieg Oratisg

Diabies Oisatisg

Disabie Oisatisg

Deacien Diszbieg Oisaisa

Dissbieg Disatiea
Disaziet Dissbieg Disatiea

Disaciet Dissbieg Disatiea

Figure 4-3: Storm Control List information .
In the list of ports which shows the property values of the current storm control switch:
1. Port: The number of the port .
2. Unicast: unknown unicast packets control .
3. Broadcast: Broadcast packet control .
4. Multicast: multicast packets control prompt
5

When set the control value is not a multiple of 16, the system automatically matches similar
multiples of 16.

6. Control value unicast, broadcast, multicast, while only a single value for the control.
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By clicking on the port panel " " corresponding port" , select the port to be controlled.
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ent User:amin

USER MANUAL SWG 24 L2

System Home

Quick Configuration

| - portmar
Basic Seftings
Starm Cantrel
Flow Control
Port Aggregation

Port Minoring

Port ksolation

Part Spaed Limit

sFP
 VLAN Management
+ Fault | Safety

+ System Management
+ QoS

+ EEE

After You can also select multiple ports, and batch editing.

Elmm

Storm Control

45 conigurs. Click on

tis)
11 e parametrs sEkcled are Nt SORNED. N8 CNENGES W

Selecta port o configure:

cick an drag e mewss to select muspie ports

9 1 1315 17 18 N 2 s ;

jwiul - Jelelaiwiwieininlwim]=)
Einteiaintatsiutntotete i)
2 4 6 8 10 12 14 6 18 20 2 )

573 Optonai port 7 Feved pont g Selected port (T4

Stomm Contol o B .
[ 2o |
| pons
o e
-
: s
: -
. -
-
. s
-
) -
’ s
0 -

Figure 4-3: Configuring Storm Control information .

Current User:admin

galicn porl Selectall Seloct all athers. Cancel

Storm Control Value: 32

Unit kips, Valua: muliples of 16 batwaen 161000000

Broatcost

Dabieg

Disatied

Disabied

Disablod

2

Disabled

Disabled

Dsabieg

Disatied

Disabied

Unknown.multicast

Oisatisg

Disaiea

Disatied

Disabled

Disabled

Disatied

Disatied

Oisatisd

Disatiea

Disatied

Edit

Page

System Home

Quick Gonfiguration

‘Storm Control

Flow Contrel
Port Aggregation
Port Miraring
Part Isolation
Port Speed Limit
sFp
+ VLAN Management
+ Fault/ Safety
+ System Management
+ QoS
+ EEE

Storm Control

tion: Select the port
Nole: If s parametars sele

UDPOMIEQ. e ChANGES will it Lake emect

Select a port 10 configure:

to configurs. Chck on individusi ports ar cick and drag ihe mouss o select muBDle ports

SRR
1 1 Falafalalabelalatmle
R EEEE

6 18 20 22 24 26 28

8

Storm Control Type: | Breadcast v
oot
| ottt
port pr——
! Dsatid
Dravea
Dustiea
. Dsatid
s Dsstied
. Dsatid
Dsstied
. Dsatid
. -
o osatiea

Figure 4-4: Bulk edit configuration information .

2 Optional port @ Fved port {9 Selocted port §T] Aggregation oot Selectal Select il thers Cancel

Storm Control Value: [32]
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Oisatiea

Disatiea
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2

2

Disabied

Oisatieg

Disatiea
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Disatied

Disabies

Disaties

Disabied

Disabled
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Disabled
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After the selected ports in the Storm Control category, set the unicast, multicast, broadcast value, such
as setting the port number 1 unicast storm controlis 1009. Click Apply Settings.

System Home Storm Control

Quick Configuration
. Select the ps
Wote: I he par

Basic Setting SeleCt 8 PO 10 configune:

Starm Control I EEEEEEEEEEE
el ulwlatwietalslaiwlmlm

Flow Contl 2 alnlsislalsls)

PoPPEEEREEEERT

Port Aggregation 274 i 1 b 2 B

o Ty ——

Storm Control Type: | Eroadcast

+ VLAN Management | ponList

+ Fault | Safety Pon Unknown-unicast

+ System Management Disabled

- Disabled

Priorty Schaduls Disatied

. Disatied

EEE 5 Disatlnd

E Distied

Disatind

[ Disatied

Disatied

Disatisd

192.168.2.10 says
The system w

you want to configure. Cack on IndIvdusi parts or Cick and drQ fhe Mouss 10 select MuBpls ports

ion port Select all Seloct all others Cancel

Storm Control Value: 1008

(Unit: kbps, Vel

Oisatied

: mulipies of 16 between 16-1000000)
Unknawn multicast Edit

Disabled
Disabied 7

Disabied

Disabled

Disabled

Oisatieg

Figure 4-5: Configuring Storm Contro | information .

After the configuration, as shown below:

Port Unknown-unicast
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled

& N e o s oW N

Disabled

Broadcast

Disabled

Disabled

Disabled

Disabled

1008

Disabled

Disabled

Disabled

Unknown-multicast Edit

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

K

VR EVRNEKR

Figure 4-6: Configuration successfully Storm Control information flow control
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FLOW CONTROL.

Click "Port Management" "Flow Control" view of the switch:

USER MANUAL SWG 24 L2

System Home

Quick Ganfiguration

Flow Control
Fort Aggregation

Port Mimaring

Flow Control

00 Salect e Doris) you WNt 10 Configur

k 01 INGWIOUSI Dorts of ChK nd Araf e MOUSE 10 SEECt MUt Dors.

73 Optionsl pant g Fxed port i Selecied part {7 Aggregason port Select all Seloct sl athers Cancel

Flow Control Type: Of

+ VLAN Management | portuist

+ Fault | Safety

Port Flow Control

+ System Management 1 an

+ QoS

+ EEE

anges Wil N0l ake £t Changng Me oW contral of e port will causs M por 1 be down &nd Men up

Operation Status.
or
or
or
or
or
or
or
or
or

or

L L LS L

Figure 4-7: Flow Control Information .

Configuring Flow Control
Open port flow control function: select to open port traffic control, click the "Flow control type" Select
"On", Apply ":

System Home

Quiek Configuration

Basic Settings
Storm Cantros
Flow Control

Port Aggragation

PortIsolation
Port Spaed Limit
SFP

+ VLAN Management
+ Fault/ Safety

+ System Management
+ QoS

+ EEE

Flow Control

s wanl 1o configure. CIick on indiv 5 o Click and drag ihe mouse 1o sebect mullple pors

ports
cted are not suppariad. the changes will not taka efiect Changing the flow cotrol of the post il cause fhe port ta ba dawn and than up

Flow Control Type: | On

| porvot
ot Prm——

: o

2 or

[l ot

o

or

.

’ or

Gperation Siaus Ean
or
o
" 2
ot
or
o
! Z
o

on

Figure 4-8: Open port flow control function
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Open port traffic control, follow these steps:
Stepl:Select Open port traffic control; step2: Select Open in "Flow control type" on; step3: Click "Apply".

View Configuration list to display configuration is successful:

Flow Control

3 5 7§ N @ s An s
OEEREOOODDDOOOO0
CNURNUR TR R IR NN R LR AT A ]
R I -

cced oo §T fhoaveqatca e Selectall Seiect ll thers Conce

+ System Management

+ QoS

+ EEE

Figure 4-9: Port flow control status .

Modify the port flow control function: Click on port traffic control list corresponding to the rear port of
the " “ " button in the Port Settings page "Flow control type" select "Off", " Apply Settings":

+ VLAN Management pariLst

+ Fault | Safety port Fow Gonrl Oparation Status Ear
+ System Management

+Qos

+ EEE : o oF I:I

2z 2 o

Figure 4-10: Close the port flow control .

Close port traffic control, follow these steps:

Stepl:Select the button to the right of the port or directly selected port; step2: In the "Flow control type"
select Off; step3: Click "Apply "
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Port Aggregation .

Viewing Port Aggregation Configuration
Click "Port Management" "Port Aggregation" to view the current switch configured port aggregation
information :

Current User:aamin

Port Aggregation

Port agqragation aliers Mullpss Dofls 10 be comibined 12 Torm & SingIe logical irk. E<h 0roud can Contain up 10 & partz. MemDr ports BESUME RetWark 1Tl by SUNtng rukes

Load Balancing

Aggregation Typs Number of Ports Membar Port Eait

Figure 4-12: Aggregation port configuration information

In the port aggregation list which shows the current switch port configuration informa  tion for the
polymerization properties:

1  Aggregation number: display link aggregation group number value

2  Load Balancing: Displays the current link aggregation group load balancing judgment condition
3 Aggregate types: Displays whether to use a polymerizatio n port LACP protocol .
4

Member ports quantity: Displays the number of ports in the link aggregation group contains a total
of member port: Displays the current port link aggregation group member prompt

5 Each aggregate port can bind up to eight member ports, p  ort to transfer data among members of
the network traffic through the shunt rules.

6  Port aggregation group must ensure that the port speed, duplex, port state agreement, or can not
ATTACH after configuration.
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Add port aggregatian
Enter aggregation port number, select the desired aggregation port, select aggregation type, click
"Apply "

Current User:agmin

Port Aggregation

POt Bggregation alkows MUSie pans 10 b Combingd 1 1o @ singse logical ink. ESCh g10up €3N Cortain up 10 § ports. Member pars 355U nefwork FAM by shuning fusss

Load Balancing

Apply

Fort Aggregation

Load Balancing: | mac

VLAN Management

+ Fault/ Safety

Aggregation Type: [ Stabc

‘Aggregation List

+ System Management
+ QoS

+ EEE
Aggregation 1D Aggregation Type Numbsr of Ports Member Port Edit

Figure 4-13: Port Aggregation Configuration area.
Increase port aggregation, follow these steps:

Stepl Select the option to load the shunt in the load balancing list. Step2' Enter the number in the
"Aggregation number"in. Step3' Selectthe aggregated ports in the panel .Step4: Select the aggregation
type. Step5: Click the "Apply " button to complete the configuration.

Modifying port aggregation
Click on "Aggregatio n List" in the need to modify the port aggregation right icon in this area to the port
aggregation port aggregation group corresponding  modification :

System Home Port Aggregatien

Quick Configuratior
“ Forl aggragation alkaws mulliple ports 10 bar comibined 1o form a single logical ik, Each group can contain up ta 8 porls. Momber parts assume network Irafic by shurting fules.

Port Agaregation

Aggregation 10 {1.8); |
Select a port 10 configure.

s 1 13 15 17 1

+ VLAN Management

+ Fault/ Safety
+ System Management

+ QoS

Aguregation List

+ EEE
Agoregation 1D Aggregation Tye. Numiber of Ports. Member art e

1 st 2 o X

Figure 4-14: To maodify the port aggregation .
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Modify Link Aggregation Procedure:

Stepl: In the "Aggregation List Click to modify the right of the port aggregation , step2: In the port
aggregation configuration page to modify the load balancing type and click Next to HIC q q stepd
Select the port to be added to the aggregation port.  step4: Click the "Apply " button to complete the
configuration.

Port Mirroring .

Port Mirroring Configuratian
Click "Port Management" "configuration of port mirroring "Port Mirroring" view of the switch:

System Home Port Mirroring

Settings

+ VLAN Management

+ Fauit ] Safety

+ System Management
+ QoS

Figure 4-15: Port mirroring configuration information .
In the Port Mirroring is a property list which shows the configuration of the current mirror switch:
Mirroring group: mirroring group 1D, can be configured up to seven mirroring group
Source Port: The port forwarding on the source data is mirrored to the destination  port.
Destination port: mirror data sent to the destination port.
1 Port aggregation port can not be used as the destination port and source port
2  Destination port and source port can not be the same

3 Same group mirroring group can have only one destination port.
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Add port mirroring group
On the panel, select "Source Port" and "Destination Port" add port mirroring group.

Current User:admin

System Home Port Mirroring

Quick Canfiguration

Basic Setlings

etk i

0.2 dastination part Network analyzers can ba connacted t the dessnation port

Des Fod merar

Note: A port aggregasion group cannol be sat a on or source port. The desination and source porls cannot be the same. B a saurce and destination por

Chaose he source port. can affect e device parfomance.

Storm Contral 35 7 9 1 1315 71 EED
SEOooOnooog
g s} 3
5

Flow Cantro

DI
B 0 12 14 16 16 2 2

~C] 0~

0]
Part Aggregation 4 % B

Purt Minaring

§73 Optional port i Fed port G Sesected pert [T Agaregation port (S Mirering Group  Select sl Select al others. Cancel

Choose the destination part:{choo:

s 1 131517

+ VLAN Management

+ Fault| Safety port. [T] Agaregation pot

. =
+ System Management m m Misroring Group | Nl Saieciad

+ QoS
| Mo Pt it

Figure 4-16: Add port mirroring group .

Cusrent User:admin

System Home Port Mirtoring

Quick Configuration
Quick Configuratio P

inaton port mzst be seiecas for i fe

Basic Settings Choose the source port:(Selectng mullp

Starm Contiol

T3 5 7 9 01w
jrdwrdsiiu e w i ml iy

Flow
. [siuysraiatstntniaiaraain

Fodt Aggragation 7 7 6 % 10 11 145 & W B 3 WA

(o oy "7 0ptonal pont R Fuxed port R Selectsd port {77 Agoregaton port [STEMITOrng Group  Selectall Sebect al others Cancel

Port salation

Port Spaed Limit

SFP

+ VLAN Management

+ Fault/ Safety

Seiecisd pert [T Agaregation por

+ System Management m m Misroring Group | ot Seiected

+ QoS
| wronrg ot

+ EEE
Mirroring Group Source Port Destinatian Port Et

2 X

First Provious [1] Next Lastl 1Fage

Figure 04-17: Add port mirroring group results .

Port mirroring configuration steps are as follows:

USER MANUAL SWG 24 L2

Stepl: Select "Source Port", Step2: Select "Destination Port", Step3: select mirroring group, Step4,

Click"Apply .

ITS Partner O.B.SS.L - Av.Cerdanyola 79 -81 Local C
08172 Sant Cugat del Vallés -Barcelona (Spain)
Phone: +34935839543 - info@ek.plus - www.ek.plus

26


mailto:info@ek.plus
http://www.ek.plus/

=) "@ EKSELANS BY ITS USER MANUAL SWG 24 L2

Configuration instructions:

1  On the switch can be configured 7 mirroring group.

2 Aggregated port mirroring can not be configured are shown in gray in the panel.
3 Has been selected port mirroring port, displayed in the faceplate is gray.

4  Aggregated port mirroring can not be configured are shown in gray in the panel.

5 Has been selected port mirroring port, displayed in the faceplate is gray.

To modify the port mirroring group
Select the group to modify, click on the action bar " 2" button. Modify the corresponding mirroring
group.

Current useraamin

System Home Portmiroring

90 10 8 destingtion port. Nelwark SnalyZers CaN e CONnecled 1o Ihe GEStnation part 10 NSH2S NELOrK TaMic

\ port aggregation group car 164 b the same. Bath a source and destinalion port must be selaced for this faaturs 1o work corractly

Choose the source port

Pt Aggregation

3 0ptork pof. G2 Fied port 58 Selectsd port [T Agpregaton port (§T{Miroeing Group  Selectall Select all others. Cancel

Chobse tne destination port

VLAN Management

Fault/ Satety £3 0ptonsi port G Feced part 8 Selected port

System Management

Qo3 Marroring Port List

- EEE
Mirroring Group Sourca Port Destination Port Eait

Figure 4-18: To modify the port mirroring group

Modify the port mirroring configuration steps are as follows:

Stepl:Kko ui f jnbhf zpv xbou up npejgz uif “mstepdadipro pg ui
remove the corresponding port in the panel; step3: Click "Apply ".
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Delete a port mirroringroup.

192.168.2.10 says

u sure you want to delete the mirror

System Home Port Mirroring

Quick

ion: Porl miroring s used 1o send netwerk e ¥om muliple source perts to a destnalion porl. Netwark analyzers can be connected o ie destnation port o anahyze netw

Wote: Apodt aggregation group cary ports cannot be the same. Boih 4 source and Sestinabon port must be select

Basic Settings Chaose the source port:(Selectng mut

Starm Contro

Flow Control

Port Aggregation

Port Misroring Group Selectall Solect all others. Cancel

Port lsctation

Pon Spaed Limit
SFP

+ VLAN Management =]

+ Fault/ Safety §1 Opionsi ot 3 Fved port i Seiected purt [T} Apgregation post

+ System Management m m Mirraring Group | Hal Selected

- | erringpor s
Py Schedle

< . 60

Figure 4-19: Delete port mirroring group .

EKSELANS
Current User:admin

System Home Port Mirraring

Quick Canfiguration

rigtion: Part mimoring is used 1o sand notwork rafic fro

Flow Canirol

Pert

Port Mimoring

Port Isalation

Chooss the destination porticnooss ey ons pert]

Part Speed Limit
13015 17 18 2 2 2% a7

135 7 8 om
sk W W W W W S W | |
U agn]
T 4 6 8 10 12 i 16 16 2 2 24 % 3

+ VLAN Managemant

+ Fault/ Safety €2 Opsonal port g Fised port §ip Selected port [T} Aggregation port
+ System Management | FPRRY [CEEY Mirroring Group | Nol Seicied
Qes | wrcring portis
+ EEE
Merorng Grous Sowse Pt Dostination Port dn
First Previous [1] Next Lasti 1Fage

Figure 4-20: Deleted successfully port mirroring

Remove port mirroring configuration steps are as follows:

Stepl:Ko uif jnbhf zpv xbou up npejgz uif “p etepHbruthep o
panel, click Cancel the source port, destination port and then click Cancel; step3: In the panel, click
Cancel the source port, destination port and then click Cancel; step4:Click "Apply "
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Port ISOLATION.

PortISOLATIO®onfiguration
Click "Port Managem ent" "configuration of port mirroring "Port Isolation" view of the switch:

Cutrent User:aamin

System Home Port Isclation

Quick Configuration N

0late f19m 1 1504 baiow. T DOr IMag Wil gray. Next, 56%Sct 18 POrt) ¥oU Want ) 0i@1a fom tha Port ssiected. Tha 150iated port IMage(s) will 08 s, FInaty, CIck ‘ADpiy’. The ISciated pon(s) wil now SpBsar i s tais.

Port Mirroring

§Otonst pot i Fived oort 58 Selcted port £17A00reganon port Salect il Sabect al othars Cancsi
Port Isolation

Port Speed Lt Port Isolation Type: [ OF

+ VLAN Management | portList

+ Faulti Safety Port Isolatea State Eai
+ System Management 1 Disatied 2
+ Qos 2 Disatied o
+EEE : — 4
‘ 2
’ 2
Dicatiod ot
S— .

8 cabied

sbied

0 abied

First Previous [1][2][3] Mest Lastt Page

Figure 4-21 Port Isolation configuration information .

Configuring port isolation

Open Port Isolation function: select the port on which you want to open port isolation, click the "port
isolation type" Select "On", 'Apple "

System Home FEHI

Quick Canfiguraticn .
J isolate from th tak balow. Tha port image will urn gray, Mext, select tha park(s) you want fo isciate froe the port selected The isciated port image(s) wil ba bius. Finaky, chck ‘Appiy. Tha isslated pori(s) will iow agpear i the abie

Flow C

Port Aggregation

ort Miraring "7 0stionai port i Foved port [ Selectsd port [ 17 Agoregaton port Sedectail Selectall others Cancel
Part Isolation

+ VLAN Management | PortList

+ Fault/ Safety Port Isolated State Eat
+ System Management 1 Dasbisa o
+ QoS 2 Disabled 7
+ EEE 3 Disabled
‘ Disabled &
Disavied 2
Daavisd
Dissbisa -
Dasbiea =3
Dsabied
10 Disabled

Figure 4-22: enable port isolation function .
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System Home Portisclation

Quick Configuration

USER MANUAL SWG 24 L2

Log Out

r fon: Fist, click e EG ican for e porl you wand i isciate o fne table belaw: The porlimage wil urm pray. Nexi. select ihe pons) you want t solae from Ehe pori selecied. The isaialed por mageis) wilbe tlue. Finay, lick ‘Apgly’ The islaled pors) il now sppear in fhe tase
|- Notia: You sl cck e E com st o conligurs pt olelen
Ea o Select a port io configure:
Stom C 103 5 7 8 #1315 17 19 21 B 25 3
Flow Control COEEOOOOOONOoe
N s tetuintsistEyatnyafe]min
Port Aggragation R
Part Mimoring . - — -
] Cotional port R Fuxea port i Seiected pon [T]AQ0regston 00l Select sl Select il others Cancel
Part Isalation
Port Speed Lint Port Isolation Type: | On .
/R
+ VLAN Management || PorList
+ Fault/ Safaty part Isolated State Edit
+ System Management 1 Oisasiee &
+ @08 2 [ "3
Enavioc
+ EEE 1
4 Ensnine by
Enaviag /
5 Daavies 2
Dsavis 2
s Dsavi ,
9 Dsadiea ,
Disaies

Figure 04-23: enable port isolation results.

Modify the portisolation

Select the port to modify, click on the action bar" = " button. Modify the corresponding port isolation .

Port Isolation

I lcom for e port you want to isolate from the tabik belorw. The port image wil um gray. Next,

I icon firs 1o configure portisoiasion

Ssbect a port to configura:

Stoam Conko : T TS ErEIDew
R elwlwlnlwiwislulalnln

. Sfaininiainintutntninie]m=]=
Part Aggregation 2 4 6 8 10 12 14 % 18 20 2 4 W 28

Pont Mimoring §73 Oplionsl port i Fixed par! i Selecied part 7] Aggregation pori Select all Select il oihers. Cancel

Port lsolstion
3

+ VLAN Management | Port List

+ Fault/ Safety Port

+ System Management

+ QoS 2

+ EEE N
1
s
8
s
o

select ihe poris) you want to Isaiate from the prt elected. The isolated port imageis) wi

Isolated State

Disatisd

Oisatieg

Oisaisd

Oisatied

Oisatieg

Disatieg

b biue. Finaly, cick ‘Appy". The isialed porlis) willnow appear in the tabie.

Fust Previous [1]12]13) Neat Lashy

Figure 4-24: To modify the port isolation.
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Port speed limit .

View port rate linti
Click "Port Management" "Port Speed Limit" switch to view the current port

information:

Basic Satings

on indhvicual ports or chck and drag the mouse fo

Stom Contral 1

Flow Cantrol

o131 11N B o ox
Oannnnorog

Part Speed Limit

Input Speed Limit:

SFP

Output Speed Limit:

+ VLAN Management

+ Fault / Safety [ Aooi |

+ System Management | Portsoeea it st

+ QoS
+ EEE

In the port speed list which shows the current speed limit switch attribute configuration information:

Port

2

s

Figure 4-25: View Rate Configuration information .

Port: The number of the port .

Input limit: uplink port speed .

§Cstonst port G Fied port G Selcted part £7] Aaorsoaton port Selectal Sabect allothers Cancs!

mput Speed Limit

MAX

MAX

MAX

MAX

MAX

MAX

MAX

MAX

MAX

Output s peed: port downstream rate .
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Configure port access rate
Select the panel to set the speed limit of the port, set the rate limit value by dragging the speed bar.

Port Speed Limit

+ VLAN Management

+ Fault/ Safety

+ System Management
+ QoS

+ EEE

Port Speed Limit List

Port

Port Speed Limit

| ort sosea ima it

Port

nput Speed Limit

Output Speed Limit

MAX

USER MANUAL SWG 24 L2

Figure 4-26 Configure port rate limiting entrance

Input Speed Limit

MAX

MAX

Output Speed Limit

MAX

MAX

o

K

714.304Mbivs

616.752Mbitis

Entrance port rate limiting configuration steps are as follows:

MAX

MAX

MAX

MAX

MAX

MAX

MAX

MAX

MAX

MAX

MAX

MAX

MAX

MAX

NN N KNKNKNNVE

Figure 4-27: Port entrance speed limit results .

Stepl Emj d | po ui
port value; step3: Click the lower right corner " Apply" button to complete the configuration.

f sj hED t depfo ppgs uti ff mfoxdeE Wetkabedimignodtripj d p ot

ITS Partner O.B.SS.L - Av.Cerdanyola 79 -81 Local C
08172 Sant Cugat del Vallés -Barcelona (Spain)
Phone: +34935839543 - info@ek.plus -

www.ek.plus

32


mailto:info@ek.plus
http://www.ek.plus/

=1"@ EKSELANS BY ITS

Remove the port speed limit
Click the need to remove the limit on the right port icon " in the configuration area of the port rate value

pull bar to the far right, " Apply " to complete the operation.

USER MANUAL SWG 24 L2

cick 8nd drag the meuse to select multipls pors

Post Isolation
Pont Spaed Limit

Input Speed Limit
sFP

+ VLAN Management Output Speed Limit:

b Paun oty oo |

System Management | PO SBesa Limit List

+ Qo Port

+ EEE

Remove uplink port rate limiting steps are as follows

Stepl:Click on the right side of the port

Sebect all others. Cancel

Qutput Speed Limit

Z icon

Max

Figure 4-28: Remove the port speed limit .

In the area of the port rate configuration value

rate strip pulled to the far right; step3' Click the "Apply " button to complete the configuration.
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Vlan management
VLAN management .

Check VLAN configuration information

Click on the navigation bar "VLAN Management" "VLAN n b o b h f n"VLAN Bettings" to view the
switch configured:

VLAN Settings Port Mode

+ Port Management Notice: VLANS need 1o be added one at & Bme

VLAN Managamant

Voice VLAN
O NewVLAN D Delote VLAN First Previous [1] Next Lasts
Sunveillance YLAN

o
+ Fault / Safety

+ System Management
+ QoS

+ EEE

Figure 5-1 VLAN configuration information .

In the VLAN list which shows the properties of the configuration information of the current switch
VLAND:

1 VLAN ID: VLAN ID value is displayed .

2 VLAN Name: The name of the VLAN, the default VLAN ID to name .
3 VLAN IP address: Displays the switch's management IP .

4  Port: Displays the port VLAN that exist.

5 By default, all ports belong to VLAN 1.
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Adding a VLAN
Click "NEW VLAN" button, you can increase the VLAN configurations:

nfiguration

=
S T
o e
VLAN Management VLAN name(1-31):

i

o o

+ Fault/ Safety

{3 Ostensi pot 8 Fixed pont @ Sele

Select a untag Port 10 204 10 the VLAN:

+ System Management

+ QoS

+ EEE

Figure 5-2: Adding a VLAN.

Adding a VLAN, follow these steps:

Stepl:Click "NEW vlan" connection; step2: Value added VLAN VLAN ID of the page tofill in; step3: Select
the ports; step4: Click the lower right corner "Apply" button to complete the configuration.
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Remove VLAN
1 SINGLEVLAN delete :

To delete the selected VLAN, click the " X" button to delete the selected VLAN ,if the VLAN do not have
ports ,You can directly delete the VLAN;if the VLAN have some ports,you must be remove the ports in
the VLAN firstly and then you can delete the selected VLAN.

-
2%
%
r X
2 X
» X
r X

Figure 5-3: Delete a single VLAN.
1 DELETE MULTIPLE VLAN:

First select the VLAN you want to be deleted before the " " checkbox, then click "Delete  VLAN" button
to delete the selected VLAN,if the VLANs have some ports the VLAN can not be removed because of
there are member ports.The others will be removed.

U

Exoxoxoxx -

Figure 5-4: Delete multiple VLAN
Delete multiple VLAN, followt hese steps:
1  Stepl:l want to delete VLAN check box;
2 Setp2:Click on the bottom left "Delete VLAN" connection;

3  Step3:Confirm delete.

ITS Partner O.B.SS.L - Av.Cerdanyola 79 -81 Local C
08172 Sant Cugat del Vallés -Barcelona (Spain) 36
Phone: +34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

=) "@ EKSELANS BY ITS USER MANUAL SWG 24 L2

VLANPORT TO A VLAN
Click on the icon can be added to the selected port in the  VLAN:

System Home VLAN Settings Port Mode

Quick Configuration

+ Port Managemant

e 0000000000000l

VLAN ID{1-4094): 054
VLAN Management VUAN name(1.31): VLASS034

Voica VLAN Selectatag port o add fothe VLAN:
e VLAN T 3 5 7 9 N0 B0 BB s I:l
- o o .

EEFESEEEEEEEEE

+ Fault | Safety 2 4 6 B 10 12 14 16 18 20 22 24 26 2

+ Systam Management J{"7 Ostional port g Fved part i@ Selacted port 177 Aggregason port =] Trunk Port Seloct all  Select all others Cancel
Seloct a untag port 1o 04

+ QoS
13 5 7 om0 B0 02D x

vz mfatatal |~ slalatelalaluln
LSRR 2 A A A 1 e
R R I I

k1 stonsl port §R8Feced pan B Seiected port §T7 Aoaregaton port [Tk Port Selectall Select all othirs Cancel

Figure 5-5: Add the port to the VLAN
Add the port to the VLAN, follow these steps:
1. Stepl:Cmj “.pHudp o
2. step2: Selected to join the ports in the port panel.

3. step3: Click the lower right corner " Apply " button to complete the configuration.
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TO REMOVE TRERT FROM A VLAN
Click on the icon, you can remove the port from this VLAN:

USER MANUAL SWG 24 L2

System Home VLAN Settings. Port Mode

Quick Configuration
+ Port Management
VLAN Management
Voica VLAN

Surveillance VLAN

ONVIF
+ Fault/ Safety
+ System Management
+ QoS

+ EEE

P
oi—
e
TR E R
EEERRE RS RREE
EEZIZZZZZEEEAE

b2 0stoni port R Fived oot R Selected port §T7 Agarenaton pat £27 Tk Port Selectal Select all aters

Soloct a untag port to add 1o the VLAN,

Cancel

Figure 5-6: To remove the port from the VLAN.

Procedure to remove the port from VLAN as follows

Stepl:Cmj dI po

on the lower right corner of the " Apply " button to complete the configuration
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View portMODE

USER MANUAL SWG 24 L2

Click on the "Vlan Management” "Port Mode " view switches has been configured port mode information:

‘QBMETaRy USE N CONINGHON WA OMer SWTICNE I he netwark.

ONVIF

+ Fault/ Safety
+ System Management
+ QoS

+ EEE pert Port Mode Native VLAN Eait

Figure 5-7:View port mode configuration information .

Displayed in the port mode list is the property value of the port configuration of the current switch:

The port name: display port number used

The Native VLAN : display native VLAN.

1
2
3 the allowed VLAN: The VLAN allows the display message can be through VLAN.
4  The default portis 1 VLAN native VLAN.

5

The default port mode is access.
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CHANGE THE PORT MODE IS TRUNK

Select the port you want to change the mode and ¢ lick the "port mode "list, you can set the port mode
is trunk:

+ Fault/ Safety

Py ctall Selectallothers Cancel
+ System Management Fort o Tk v [ Wi VLAN TIT =D

+ QoS [ Ao |

+ EEE Port Port Mode Native VLAN Edit

Figure 5-8: Change the port mode is trunk .
The steps to set port mode is trunk are as follows

Stepl:Chose one or more ports ; step2:Click the port mode list chose the mode is :trunk; step3:Set Native
VLAN, the VLAN must be is exist; step4:Set by allowing the VLAN number , the default allowed VLAN
is empty if you want to allowed the native VLAN ,you must be configure allowed the native vlan;
step5:Click on the lower right corner of the " Apply " button to complete the configuration
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Changehe port mode is hybrid
Select the port you want to change the mode and ¢ lick the "port mode "list, you can set the port mode
is hybrid.

192.168.2.10 says

System Home
Quick Configuratior

+ Port Management

ONVIF

+ Fault / Safety

+ System Management

Fort Port Mode. Native VLAN

EEE

Figure 5-9: Change the port mode is hybrid .

The steps to set port mode is hybrid are as follows

USER MANUAL SWG 24 L2

Stepl:Chose one or more ports ; step2:Click the port mode list chose the mode is :hybrid; step3: Set

Native VLAN ,the VLAN must be is exis t; step4:Set by allowing the VLAN number

,the default allowed

VLAN 1,if you want to allowed the native VLAN ,you must be configure allowed the native vlan; step5:

Click on the lower right corner of the " Apply " button to complete the configuration
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Voice VLAN.

View voiceVLAN information
Click on the navigation bar "VLAN Management""V p j d f  WMd® YLAN Global" to view the switch

configured:

Volce VLAN Global Voice VLAN Port Veice VLAN OUI Voice device address
Quick Configuration [ Voo VAN i
+ Port Management Nots: Surveilanca VLAN ID and Voice VLAN ID can not be the same
voice vLa state: (D

VLAN Management
Voice VLAN ID{24094): (5o

Voica VLAN
Voics VLAN Cos:[ 5

Aging Tima{1.65535): 70

+ System Management

+ Fault ] safety

+ Qos
+ EEE

Figure 5-10: view voice VLAN information .

Configure voice/LANylobal
Click on the navigation bar "VLAN Management" "Vpj d f WNd@cE FLAN Global" to configure the

voice VLAN;

System Home. Voice VLAN Global Voice VLAN Port Voice VLAN 0UI Veice device address

Quick Cor i
Quick Configuration T

+ Port Management Note: Sueillance VLAN 1D and Voice VLAN ID can not ba the same

Voice VLAN state: (LI
Voice VLAN ID{Z 40845111
Vaice VLAN Cos:[

Aging Time(1.65535): 1co0

+ Fault | Safety
+ System Management
+ Qos

+ EEE

Figure 5-11 view voice VLAN information .
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To configure the voice VLAN global steps as follows:

Stepl:in the voice VLAN state TEXT BOX, click ON the "OFF" to "ON", Step2:in the voice VLAN ID text
box, enter the ID, such as 111step3: in the voice VLAN COS text box, choose 6; step 4:in the aging time
text box, enter aging time, such as 1000; step5: click on Apply .

Configure voice/LANport.
Click on the navigation bar "VLAN Management""V p j d f  WWo&® WLAN port" to configure the voice
VLAN port;

Voice VLAN Port Voice VLAN OUf Vaice device address

Fault | Safety

System Management

QoS

EEE

sutaTag

Figure 5-12 configure voice VLAN port .

To configure the voice VLAN port steps as follows:

Stepl:select ports to configure, step2:in the state text box, choose enable step 3:in the mode text box,
choose manual. step 3:click on Apply .

ITS Partner O.B.SS.L - Av.Cerdanyola 79 -81 Local C
08172 Sant Cugat del Vallés -Barcelona (Spain)
Phone: +34935839543 - info@ek.plus - www.ek.plus

43


mailto:info@ek.plus
http://www.ek.plus/

=) "@ EKSELANS BY ITS USER MANUAL SWG 24 L2

Configure voice/LANOUI
Click on the navigation bar "VLAN Management""V p j d f  WWMo® YLAN OUI" to configurethe voice
VLAN OUl;

Voice VLAN Global Voice VLAN Port Voice VLAN OUl Voice device agdress

e

‘Voice VLAN GUI List

Ol Address Mask
00€4 8850 0000
£003.6200.0000 FFFEFFI0.0000
+ Fault/ Safety D0E0.7500.0000 FFFEFFI0.0000

} Syatem Managemsent 008 0 FFFFFFO0.0000 Fingial
0001 E300.0000 FFFFFFO0.0000
+ Qos
0060.8900.0000 FFFFFFO0.0000 NECIPNilgs
+ EEE
000 E200 0000 FFFFFFO0.0000 Huswe-3C0M
0008 6600 0000 FFFFFFO0 0000
FFFFFFO0 0000

cxfe e e 8 e 8 R e E

Figure 5-13 configure voice VLAN OUI .
To configure the voice VLAN OUI steps as follows:
Stepl:In the OUI address text box, enter OUI address, such as 0009.6E11.1111

Step2: In the mask text box ,enter the mask ,such as FFFF.FF00.0000;step 3:in the descri ption text
box ,enter the description ,such as testOUI;step4:click Apply;

Voice device address
Click on the navigation bar "VLAN Management""V p j d f WWo&device address " to view the voice
device:

Current User:aamin

Quick Configuration Votce device address List

+ Port Management Port Voica Davico Address Start Time.
- 1 0008 811 111
VLAN Management Fst Frovous [1] Naxt Lasft
Vioice VLAN
Survellance VLAN
ONVIF

+ Fault/ Safety
+ System Management
+ Qos

+ EEE

Figure 5-14 VOICE VLAN address.
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Surveillance VLAN .

View surveillanc&LAN information
Click on the navigation bar "VLAN Management" "t v s wf j mmb 6 girfveillalide &BAN " to view the
switch configured:

survelilance VLAN Port Survelllance VLAN
Surveillance VAN
+ Port Management . ——
VLAN Mansgement Surveiliance VLAN ID: 4084
Viics VLAN Surveilance VLAN Co$: 5
Survelancs VLAN Aing Time: 720

+ Fault/ Safety
MAC Sottings and Surveifance Device

+ System Management

+ Qos 2 Masin

+ EEE User-defined MAC Setting
Component Type:  Videa Manage Deseript oo
MAC Adaress: ag.F
Component Type Description MAC Address Mask

Figure 5-15 surveillance VLAN information .

Gonfigure surveillanc¥LAN
Click on the navigation bar "VLAN Management""t v s wf j mmb bsdrfeillavdé &IPAN " to configure
the switch surveillance VLAN.

Current User:aamin
System Home Surveillance VLAN Port Surveillance VLAN
Quick Canfiguration

+ Port Management

Aging Time: [50

“+ Fault | Safety

MAC Settings and Survei
+ System Management

+ QoS
+ EEE User-defined MAG Setting  Auto S AN ¥
Component Type: Vidso Mansgemant Ser Ouscripton 5 chars
MAC Adress: 55 0001 0203 0006 Mo —
Componsat Type Descrption MAC Adaress Mask

Previous [1] Nt Lastt 1Page.

Figure 5-16: configure surveillance VLAN .
To configure the surveillance VLAN steps as follows:

Stepl:in the surveillance VLAN TEXT BOX, click ON the "OFF" to "ON",Step2:in the surveillance VLAN ID
text box, enter the ID, such as 222;step3: in the surveillance VLAN COS text box, choose 3; step 4:in the
aging tim e text box, enter aging time, such as 500; step5: click on Apply .

ITS Partner O.B.SS.L - Av.Cerdanyola 79 -81 Local C
08172 Sant Cugat del Vallés -Barcelona (Spain)
Phone: +34935839543 - info@ek.plus - www.ek.plus

45


mailto:info@ek.plus
http://www.ek.plus/

=1"@ EKSELANS BY ITS

MAC Settings and Surveillance Device
Click on the navigation bar "VLAN Management""t v s wf j mmb ‘tsdrfeilladd CLAR "HUIO C E
%v s wf j mmb aafidure RHfe wgerddiefphed mac settings.

boe

USER MANUAL SWG 24 L2

Curment User:aamin

System Home Surveillance VLAN Port Surveillance VLAN

Quick Configuration

+ Port Management
VLAN Managament
Valca VLAN
Sunelliznce VLAN
ONVIF

+ Fault/ Safety

+ System Management

Qos
+ EEE User<efined MAC Setting Aut VLAN
Component Type: [Vigso Mansgement Sever v Descripton 10 cnare
MAC Address: .. 00010203 0000) Mask e FFFFFF00.0000)
[ Ao |
Componemt Typs Description MAC Address wask
| Vitso Mansgement Server 5001.0203.0000 FF00 000 x

Figure 5-17 configure the user-defined mac settings .

To configure the surveillance VLAN steps as follows:

Stepl:in the component type EXT BOX, choose video management server; Step2:in the description text
box, enter testOUI; step 3: in the mac address text box, enter mac address such as 0001.0203.0000.
step4: in the mask text box ,enter the mask ,such as FFFF.F000.0000,step 5:click on Apply;

MAC Settings and Surveillance Device

Click on the navigation bar "VLAN Management""t v s wf j mmb bsdrieillamie @IFAN " HY

OCE boe

%f uuj oht

%v swf j mmbodf

Ffwjdfp up

wj fx wui

System Home Surveiliance VLAN Port Surveillance VLAN
Quick Configuration

+ Port Management

ce ViAW (I

Surv

Surveilance VLAN 10: E22 -
Surveillance VLAN Co: [
Survellance VLAN Aging Time: 720 165535 min
ONVIF oo |
+ Fault/ Safety

MAC Settings and Survaitance Devics

+ System Management
1.To 850 more OeNCE(S) 1 AID SUVEIIENCE VLAN Dy LSSI-06ME CoNMWE0n 25 Dalo

+ QoS 2 Maximium Uger-0stined OUI S 16 entres.
+ EEE USercenned MAC SETInG  AUID SUNVEIIIIncs VLAN Summary
Port Component Type
1 Video Management Server

Description

MAC Address Start Time

0001 0203 0000 203

Figure 5-18 configure the user-defined mac settings .
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ONVIF.
View ONVIF
Click on the navigation bar "VLAN Management" "ONVIF P"ONVIF Global" to view the switch configured:

=1"@ EKSELANS BY ITS

USER MANUAL SWG 24 L2

System Home

Quick Gonfiguration

+ Port Management

~ VLAN Manageme
VLAN Management
Velce VLAN
Sunsilance VLAN

onviF
+ Fault/ Safety

+ System Management
+ QoS

+ EEE

Current User:admin

ONVIF Global IP-Camera Information NVR Information
Note: 1. Manage vian to enabis DNVIF fo use.
2. Unabis to enabl ONVIF when IGMP SP or MLD SNF is enabled

| i o s

Gionat st on
VANID 24054 z

VLN Cos s

Discore Port (85, |
rap e o

| o ot s

Number of NVR Discovered @

Number of IF-Camera Discovered

Figure 5-19: ONVIF information .

To configure the ONVIF steps as follows:

Stepl:Turn off IGMP and MLD functions

System Home

Quick Cenfiguration
+ Port Management

+ VLAN Management
Aitack Preventian
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
sTR
Accesa Conirol
1GMP
)
IEEE 802 1X
s
+ System Management
+ QoS

+ EEE

Property Querier

Throtiing

Router Port Group Address Filtering statistics

| it snooping

9 5 @ festure fhat allows & switch i forward muicast iralic ntelligenty on the switch

2.1GMP Snox

e or disable the mullicast lstener, when enabled, e siatic rauling port can be sel.

| 16MP mmetiote Loave

WEGED Enatie or disable the glabal immedite leave

Figure 5-20:igmp .
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USER MANUAL SWG 24 L2

Statistics

Filtering

System Home Property Throtling Router Port Group Address
Quick Configuration

Quick Configurati | me0 sncopna

+ Port Management Mote: 1. Mulicast D) snoeping is a festure that allows & forwand multicast iaffic infellpensy on he suiich

2.1GMP Snooping can n ONVIF is enabled

+ VLAN Management

o1, when enabied, e stalic rouling port can be set

@@ Eravie or disable e multicast

Attack Prevention

+ System Management
+ QoS

+ EEE

Figure 5-21:mid.

Step2: Enable Management VLAN .

Ek Gt

Curront User:admin

System Home: Intertaces VLAN System Restart User Managsment System Log Log Export ARP Table MAC Management

onfiguration .

+ Port Management

N parameters: IF, MAC, gateway and the users contac delails. ~ denales required Sk

18 DHCF server s anblod
jemant vian s anabled
2 VLANS cannot ba contgured

“+ VLAN Management
e, e managemen VLAN cannal be disabled

+ Fault/ Safety

8. Deleting the gateway means deleting the defaul static route

Basic System Setings.

Sysiem Setiings
Management VAN: (D

Management VLAN ID: |1
DHCP: | Statc Alocation ¥

MAC: (20210611 0006

DHEP Serves

IPVE DHCP: | Siatc Alocation *

re Upgrade

System Infarmation
P: 192,168 100, 190 Link Local Address: [Foa 2221 GEF fa1l 66k

Coafiguration Management Subnet Mask: BEELEES 16 Addrass:
Dusi Configuration Detault Gateway: 255,255, 55,128 1PYG Gatemay Address:
Device Name: 595

SHMP Login Timeoutis): {13400
RMON Cantact Name: fice Lacalion:
LLDP Satiings CONMact IfoMation:

Adminésiration

Log Sever
| netce i e

Seaie Route

Figure 5-22: management vian .

Step3: Confirm that the IP address segment of switch management address is the same as that of IPC

and NVR.
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Intertaces VLAN System Restart

1. intert

+ Port Management
+ VLAN Management
+ Fault/ Safety

= System Manageme Basic System Settings.

Management VLAN: (EELIN
Management VLAN 1D: | 1

DHCP: | Static Alocation

Subnet Mask: (755 255 265 0
Default Gateway: 255 255 295 129
Login Timeoutis): 14400

Contact Name:

Contact information:

User Management System Log Log Export ARP Table

ct detaits = denotes required Sekd

P 192 168,100,190

USER MANUAL SWG 24 L2

MAC Management

WAC: 2021, 0si1 0008

1PV DHCP.
Link Local Address: [f480, 2221 6F¢ fs11 8/64
1PVE Addross:
1PY6 Gateway Address:
Device Name: 56

Device Location:

Figure 5-23: management vian .

OMVIF Global

IP-Camera Information

NVR Information

I IP-Camera Infonmation

Port IP Adidress
3 192 162.100.253
4 192.168.100.251
ONVIF Global IP-Camera Information

] NVR Infommation

Port IP Address

Model Location Manufaciurer
IPC-HPW4E31M-11 coumryichina Dahua
IPC-HPW4E11M-I1 countriching Dahia

Figure 5-24:ip-camera information .

HVR Information

IP-Camera Numbs

£

192 168.100.230 2

Figure 5-25: nvr information .
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Step4: Configure the VLAN ID

Current User:admin

System Home ONVIF Global IP-Camera Information NVR Information
Quick Gonfiguration

Nole: 1 Manage vian o enabie ONVIF 1g use
+ Port Management 2. Unable to enable ONVIF when [GMP SHE or MILD SNF is enabled

| e Gt seings

— VLAN Management
VLAN Management P -
Veics VLAN VLAN 10 (2-4004) E
Surveilance VLAN i o B
ool Discover Port (554 1025-88538) B3

+ Fault/ Safety Tiap Stato =oN )

+ syt wansgoment (00

Figure 5-26: onvif global .

Step5: Configure the port number used by the onvif protocol, The default is 554.

System Home ONVIF Global IP-Camera Information NVR information

Quick Configurat
Quick Gonfiguration R

2, Unabe

10 anable ONVIF [0 use
VIF when IGMF SNF or MLD SNP ks ensbled

+ Port Management
| onve Gioval settings

VLAN Management

Global Siate [ on )
Voice VLAN VLAN 1D (2-4094) z
Surveillance VLAN VLAN CoS g
ONVIF Discover Porl (354.1025-65535 e
+ Fault | Safety Trap State L oF ]

+ Systam Uansgemant

View IRCameranformation

Click on the navigation bar "VLAN Management" "ONVIF ['IP-Camera Information " to view the IP-Camera
information :

System Home ONVIF Global IP-Camera Information NVR Information
k Confi i
Quick Configuration I 1P-Comera Informmation

+ Port Management Port IP Address

Model Location Manufacturer Traffic Description Throughput
= VLAN Management 3 192.168.100.253 PC-HFW4631M-1 countryichina Dahua 943.00M 4.00M
VLAN Management 4 192.168.100.251 IPC-HFW4631M-11 couniryichina Dahua 1072.00M 4.00M
Vice VLAN
First Previous [1] Ned Las{i 1Page

Surveillanca VLAN
ONVIF

<+ Fault / Safety

<+ System Management

Figure 5-27: IP-Camera information .
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View Nvr informationinformation
Click on the navigation bar "VLAN Management" "ONVIF P" NVR infromation " to view the switch NVR
information :

System Home ONVIF Global P-Camera Information NVR Information

Quick Configuration I NVR Information

+ Port Management Port IP Address IP-Camera Numbe Throughput Group Description

— VLAN Management 2 162.168.100.250 2 8.00M 1
WLAN Management First Previous [1] Next Las{) 1Page
Voice VLAN

Surveillance VLAN
ONVIF

+ Fault/ Safety

+ System Management

Figure 5-28: NVR information .

Fault / safety
ATTACK PREVENTION

VIEW ARP CONFIGURATION
Click the "Fault/Safety" Hwu u b d | R s f"ARP msp¢cpon Hipcheck the current switches has been
configured for ARP information , this feature is turned off by default.

System Home ARPinspection  PortSecurity  DHCP Sncoping  CPU Guard
Quick Configuration
! onfigura ARP Inspection

+ Port Management

+ VLAN Management

IEEE 802.1X

+ System Management
+ Qos

+ EEE

Figure 6-1 View port ARP Inspection information .
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ARP INSPECTION FUNCTION
In the ARP Inspection configuration, enable this function and then selected a port to configure some
parameters .Click the "Apply " button to complete the configuration.

USER MANUAL SWG 24 L2

System Home ARP Inspection Port Security DHCP Snooping CPU Guard

Quick Configuration ===

+ Port Management To Drolect network resources. Me ARP Spoafing Tunction

+ VLAN Management

Attack Prevantion

After snabing ARP Inspaction, you can saisdt rusted ports

Path Detection Select a port fo configure

Purt Emor Disable

DDOS Pratection

Loopback Datection

st §7] Ontonal port g Ficed port g Selected port T3 Agoregation por Selectall Select al others Cancel
Access Control

Rate Limit:| Ensbied Rate Packet Limit: 50

1o Trust Status: Enabled - Validate: #DsHMAC  #IP S
o Oestmation MAC Check: Enabled - Source MAC Check: Enabled v
TEEE 802.1X v ‘ABow Zeros: | Enabled v

1P Check: | Enabied
Add

+ System Management

| st tthe v e

il blck egal ARP messages and pravent ARF flood aflacks.

fr-sa

+ QoS

o Port. Trust Status. Rate (pps) Source MAC Check Destination MAC Check: P Check: Allow Zeros Edit

+ EEE

Uninusied Nane Disatied Disabied Disables Disabies 2

2 Unirustsa Non Disatied Oisatied Disabied Disaties 7
3 == W Eraties Travied Eraied e >
. Unrustsa vone Dsavisd f— Disaties Disatiea
s Unrustsa vone Disavied Diatiea Disaties Disatiea &
5 Untrustsa hon Dissbisa Disatiea Disaties Disatisa B
7 Unirustaa Hon Disstied Disatiea Disstied Disatiaa 2

Figure 6-2: ARP Inspection configuration .

192.168.2.10 says

Settings saved!

Curtent User:admin

Part security DHCP Snooping cPu

System Home ARP Inspection

Quick Configuration

| e ascson

+ Port

k resources, the ARF Spaafing function wil iock illegal ARP

attacks

caturscan be used to protectequipmart rom A
4 VLAN Management Letimis et

After enaling ARP Inspecsion, you can select irusted parts

Lo

Anack Prevention

Path Dstaction Seloct a port 1o configuro

N
o Tatatelalelelalatatatsle
=isisfsisialsisistsin]sin]s

M 12 W 18 15 0 2 u B 2N

Port Error Disable
DDOS Protection
Loopback Datection
STP

Access Control

§77 Ontinal pot g Fuea port G Selectod pert T2 Aggregatin pert Select il Sodect ol others. Cancel

Rate Limit: [ Enaioed v
aue
Trust Status: [Enabig - Vekdate: DHAAC P MISrcMAC
o Destination MAC Chec: Disatied v Source MAC Check: | Enatied .
£EE 802 1 1P Chect: [Disatied B Allaw Zeros: | Enatied 0
- o |
+ System Management
| |t
. port Trust Status Rate (pps) Source MAC Check
Priclty Schedule
| Untrusted Mone Disabied
e p— Hane isablod
3 0 Enabied
s Untnstea None Disabied
5 Untruses None Disabied

Figure 6-3: Change ARP Inspection
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Destination MAC Check

Disadiea

Disabled

Disabled

Disabled

wcneck Alow zeros Ean
Disstias Disatiea ”
Disatiag Dsabied ;
Ensoled Enabied
Disstias Disabled =
Dissties Dissbied 7
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State of the ARP table

Port Trust Status Rate (pps) Source MAC Check Destination MAC Check 1P Check Allow Zeros Edit
1 Untrusted None Disabled Disabled Disabled Disabled B
2 Untrusted None Disabled Disabled Disabled Disabled B
3 Trusted 50 Enabled Disabled Enabled Enabled ,/I
4 Untrusted None Disabled Disabled Disabled Disabled 2
5 Untrusted None Disabled Disabled Disabled Disabled 2z
6 Untrusted None Disabled Disabled Disabled Disabled z

Untrusted None Disabled Disabled Disabled Disabled z
B Untrusted None Disabled Disabled Disabled Disabled 2
9 Untrusted None Disabled Disabled Disabled Disabled 2
10 Untrusted None Disabled Disabled Disabled Disabled 2

Figure 6-4: Change ARP Inspection configure success .

DISABLE ARP INSPECTION FUNCTION

In the ARP Inspection configuration table, click the button from on to off to disable the ARP Inspection
and then click the " OK" button to complete the configuration.

Figure 6-5: Disable ARP Inspection function .
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