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Introduction.

Description.
Switch Ethernet Layer2. 24 ports x GB Ethernet + 4 x SFP. 1Gbps.

Main characteristics.
e 24 Port10/100/1000Mbps + 4 SFP port.

e Layer 2+ funtion for an efficient routing.

e Standard IEEE802.3, 802.3u, 802.3ab, 802.3x.

e VLAN management, IGMP snooping, MACs admin, port mirroring.
e \Web management interface, SSH, TELNET, SNMP.

e 1U/Racki19"

e  Multi-cast facilities (compnies, hotels, hospitals, SoHo).

e Suitable product to include in GRPON by EK, EK CAST, EK HOTEL or Wi-Fi by EK installations.
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WEB MANAGEMENT LANDING PAGE.

Log in to the switch management page WEB.

Configuration computer's IP address and the switch must be set to the same subnet (switch default IP
address is 192.168.2.10, the default subnet mask of 255.255.255.0). Run WEB browser, in the address bar
enter http://192168.210. Enter, enter the user name and password (default user nameadmin;
password:admin), click "Login” button or directly enter into the WEB management.

& user Login

Figure 1-1. The login page WEB.

After landing successfully, the switch management page WEB page:

System Home Model name: SWG 2417 cpu g —— Vordware Version: 1.0 Sertal number
= — —_— Software Version: v1.0.0.1 Mac address:  2021.0611.000

Quick Configuration

+ Port Management
+ VLAN Management
+ Fault | Safety

+ System Management

+ QoS [4] [ ] [] []
pon P— fep— PR— —— wan feo—
aon as K Eraoi Comacia 1 "o
™ ™ P Enavios % ' "o
™ " m Ensoies % ha 1 !
™ .'m o Enaoies % o 1 "
o " ™ Eracies % ot Comnacten 1 o
o ™ x Enaiee % ot comectea 1 "o
aios w * Enaies % ot comectea 1 "o
o " w Erao % o comacnsa 1 "o
Figure 1-2: switch WEB management page Home.
ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
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System home.

Device panel.
Through the HTTP page, a quick understanding of the operation of the device, panel information, port
information, such as the general network of common management information.

Avaiatie Flash oM Hardware Version: v1.( Serial number.

System Home Model name: SWG 2412 .
DaterTime: 2013125002027 & —_ _ Software Version: v1.0.0.1 Mac address: 2021.0611.000

+ Port Management
+ VLAN Management
+ Fault/ Safety

+ System Management

+ Qos

+ EEE
Port Information Flow Trend Device Configuration Port Statistics

Figure 2-1: Device Panel

Click on the specific port, you can see the following information.

System Home Model name: SWG 2413 CPU: 0 Avaistle Memory STME  Available Flash SME Hardware Version: 1.0 Senal number:

Datermime: 2 0:20:52 — — Somware Version: 1,01, Mac sddress: 202106110

Guick Configuration
PotMumber 1 Tra
+ Port Management Pon Descrpton:
portStatus: ® Up
+ VLAN Management o Oulpet Traffic: 111K
g Tamc: 0.3K
+ Fault/ Safety

+ System Management

+ QoS

10M/100M  1000M  Discennect

+ EEE
Port information Flow Trena Device Configuration Port staustics

Figure 2-2: View the port status.
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Port information.
The configuration of the SWG 24L.2-10P is as follows: "System Home

System Home

Guick Configuration
+ Part Management
+ VLAN Management
+ Fault | Safety

+ System Management

+ Qos
+ EEE
Port Information Flow Trena Device Conniguration Pont statistics
Keyward: Refresh
Part Input Flaw(Bps)
G oaK
Gio2 oK
G0 o
GioM o
15 o
ol w®
GioT w®
Gios ®
Ging w®
Giorg ®

Outpu

Hardware Varsion: v1.0
Software Version: v1.0

ut Flow(Bps)

nik

0.4

Serial number:

Mac sddress: 2021 06410008

Status

Enablod

Enabled

Enabled

Enabled

Enabled

Enatisa

Enatiea

Enatiea

Enatiea

Enatiea

Connection Status

Connacted
% Not Connected
% Not Connected
% Not Connected
% Not Connected
% Not connectsg
% Not connectsg
% ot connectea
% not connectea

% Not Connectea

Figure 2-3: Port Information.

USER MANUAL SWG 24 L2

Port Information”.

1OMUIDOM  1000M  Disconnect  Disabied

Check the Flow Trend

Check the Flow Trend

Check the Flow Trend

Check the Flow Trend

Chock the Flow Trend

Chock the Flow Trend

Chock the Flow Trend

Chock the Flow Trend

Chock the Flow Trend

Chock the Flow Trend

Furst Previous [1) 12

On the panel you seen the device port, description, input flow, output flow, state of the port,

connection state, the VLAN, whether trunk.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain)
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Flow trend.
Use the mouse to click the device port on the panel port, can view the port Flow trends.

System Home Model name: SWG 2 cFU; o Availablo Momory STME  Available Flash SME Hardware Version: 1.0 Senal number:
DaeTime: 2013425 002227 & — — Softwars Version: 10,01 Mac address; 2071,0611.000¢

Quick Configuration
+ Port Management
+ VLAN Management
+ Fault/ Safety

+ System Management

+ QoS 2] [ ]
10100 1000M  Discomect

+ EEE
Port information Flow Trend Device Configuration Port Statistics

Note: Clck on @ port 10 view the ow rend

Output Input
15K

- Ci0/1 Cutput FlowiBps) = Ci0/1 Input Flow(Bps)

Figure 2-4 View the Flow Trend.
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Device configuration.
With the HTTP page, click "Device Configuration” to view and change the configuration of the device.

System Home

Quick Configuration

+ Port Management

+ VLAN Management
+ Fault / Safety

+ System Management
+ QoS

+ EEE

Model name: cPu: o Avaitavle Memory 5TMB  Avaitable Frash OME Hardware Version: v1 Senal number:
Dste/Time: 2013125 00:22:49 & — — Mac address: 2021.0611 0

10M/100M  1000M  Discom
Port Information Flow Trend Device Configuration Port Statistics
The Total Number of VLAN

Port Aggregation Number

Port Mirroring 0
ARP Spooting Dsatied
Port Security Dsabled
DHCP Snooping Dsatiod

Figure 2-5. Device Configuration.

‘Device configuration” can quickly configure the following modules:

1

n

[©) NN G2 IR SN OV]

Total number of VLAN.

Port Aggregation Number.

Port Mirroring.

ARP Spoofing.

Port Security.

DHCP Snooping.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
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Port statistics.
Through the HTTP page, the user can quickly understand the number of bytes received, the number of
bytes sent, the number of incomplete packets, the number of large packets, CRC error packets, the
number of conflicts.

Systam Home Mol name: SWG 2412

=1"@ EKSELANS BY ITS

DateTime: 2013125 00:23:28

Quick Gonfiguration
+ Port Management

+ VLAN Management
+ Fault/ Safety

+ System Management
+ QoS

+ EEE

Port information

Port

@ion

6oz

6o

oM

a0

a0

alor

aiom

Giom

G0

Avallable Memory 5TMB  Available Flash OME Hardware Version: ¢1.0 Serial pumber
— — Sofware Version: v1.0.0.1 Mac address: 2021.0611.0008

USER MANUAL SWG 24 L2

Flow Trend Device Configuration Port statistics
Bytes Received Bytes Sent Incomplete Packets Large Packets CRC Exars
1035150 10837982 0 [ 0
0 ] 0 [ 0
0 0 [ ]
] 0 0 ] 0
] 0 0 L] ]
] ] 0 ] ]
] [l ] L] ]
] ] 0 [] ]
o 0 0 [ ]
o 0 0 [] 0

Figure 2-6: View the port Statistics.
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Quick configuration.

The quick configuration contains five chapters. Click on "Quick Configuration®, can quickly to
Configuration of the device commonly used functions, such as a VLAN, Trunk port and others.
According to the steps, the configurations of step by step, also can choose configuration.

VLAN setting.
Click on "Quick Configuration” "VLAN Settings” into the Quick Configuration of VLAN Configuration page.
Can view the current equipment VLAN information, according to the demand of new VLAN, modify

VLAN, delete VLAN, etc.

Frapr—
SysemMome |  Basic Settin 9 VLAN Settngs

Quick Configuration

+ Port Management VLAN 1D VLAN Name Tag Fort Untag Port
+ VLAN Management 1 astaut 128 7]
+ Fault/ Safety D New VLAN @ Delete VLAN First Previous [1] Nest Lasty
+ System Management

+ Qos

+ EEE

Figure 3-1: VLAN Setting.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain)
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PORT MODE.
Click on "Quick Configuration” "Port Mode" into the port mode configuration settings page. You can

change the port mode and allowed some vlans on trunk or hybrid mode, notice:\When the port is
changed to trunk mode it will be removed from the previous untag vlan.

Basie Setting VLAN Settings Port Mode

System Home

Quick Configuration

+ Port Management

e por is changed to Truni

+ VLAN Management

+ Fault | Safaty Sebect a port 1o configure

_______ BN wAN B A
IR S I R i i S ) ]
CoOOoaoOaO0

+ System Management

+ Qos 33
W oz o
+EEE 7 Optonsi port R Sected port 17 Agoregaton port 127 Trunk Port Select il Select ol othars Cancel

Port Mode: | Hyand Native VLAN: 1-4084)

Native VLAN Eait

Port Port Mode.

1 o o
Acoess ’
Aoosss 4
coess 4
Access 2
2
] Acosss
i Acosss ,
10 Access o
Fust B m Mt Lasfl g

Figure 3-2: Trunk Port Setting.

BASIC SETTING.

Click "Quick Configuration” "Basic Setting" into the quick Configuration of equipment information system
Settings page. Can the current equipment basic information system and manage password configured.

Sysiem Home Basic seming VLAN settings Port Moge
ELE Basic System Settings
+ Port Management Management VLAN 10: (D

MAC: 001 0611 0008

4 VLAN Management Management VLAN: |1
DHCP: | Static Alocatian Contact Information

+ Fault / Safety

;192 188.2.10 Contact Name:
+ System Management Subnat Mask: 265, 255, 265.0 Device Location:
+ Qo8 Default Goteway: 122 163.2.1 Device Name: 5w

Login Timeoutis): L4400

e [ oo ]

| ertace v T
wan " sk ER— —— e

2 1882 10 255255.255.0

Static o

First Previous [1] Mext Lasti 1 1Page

18218821

| Mocity the super user password and telnst password

New Password:

Confirm Now Passwori

0 ED

[~ ]

Figure 3-3: other settings.
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Port Management.
Basic Settings.

Check the port configuration.
Click on the navigation bar "Port Management” "Basic Settings’ to view the current configuration of the
switch ports:

+ VLAN Management
+ Fault/ Safety

+ System Management

:::::::

Figure 4-1. Port list information.

USER MANUAL SWG 24 L2

In the port list attribute, which shows the current switch port configuration information:

1 Port: The number of the port.

2 Port Description: Displays the contents of the switch port description.

Port Status: switch port status information, on / off.

o o0 AW

MTU: Indicates the port is the maximum length of the packet.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain)
Phone: +34935839543 - info@ek.plus - www.ek.plus

Port Rate: Displays the switch port speed configuration, auto-negotiation / 10/100/1000.

Working Mode: Displays the switch port configuration duplex, auto-negotiation / full / half duplex.
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Configuring Port Properties.
Z After the icon, you can configure the selected port attributes:

System Home

Quick Configuration
“ ag the mouse 1o select multiple ports

Basic Settings

Storm Control

Part lsolation
port Selectall Select all olhers Cancel

Pon Speed Limit
5P Description: Status: [Enaties
Rote: | Auo v Duphex Mode: | Auto
 VLAN Management @
+ Fault | Safety
| portist
+ System Management
Port Description Staius Rt Duplex Mode U Edit
+ QoS
Audo 22 =y
+ EEE
2 oied Ao uto 1522 »
3 uo 0 152 >
4 auto 1522 =
. o 52 ,
5 o500 Ao uto 152
navis a0 0 2
' e 152 7
o0 522

Figure 4-2; Port Properties configuration of FIG.
To configure port properties as follows:

Step1: Click the "Edit" icon 2 step2: In the Port Properties configuration page Fill / select the value to be
configured, step3: Click the "Apply’ button to complete the configuration.
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Storm Control.

Check the port settings Storm.
Click on the navigation bar "Port Management” "Storm Control” to view the current switch port storm
control information:

Storm Control

Basic Selfings

Storm Control

Flow Control

Pan Aggragation

Part Miroring
Part isclation

Port Speed Limit Unit kbps, Value: mulipies of 18 between 16-1000000

+ VLAN Management | PartList

+ Fault / Safety Part Broacost Unknwnmuicast Edit

+ System Management

+ Qos

+ EEE
Disaviet Disabieg Oratisg

Disanied Disbieg Oisatied
Disaniea Disatied Disabied 2
Disanig Dissties Disatiea
1 Disaniea Disatied Disatiea
H Disanieg Dissties Disatiea

Disaciet Dissbied Disatiea

Figure 4-3: Storm Control List information.
In the list of ports which shows the property values of the current storm control switch:
1. Port: The number of the port.
2. Unicast: unknown unicast packets control.
3. Broadcast: Broadcast packet control.
4. Multicast: multicast packets control prompt.

5. When set the control value is not a multiple of 16, the system automatically matches similar
multiples of 16.

6. Control value unicast, broadcast, multicast, while only a single value for the control.
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corresponding port", select the port to be controlled.

System Home
Quick Configuration
Basic Sefings
Starm Cantrel
Flow Control
Port Aggregation
Port Minoring
PorIsolation
Port Spsed Limit
sFP
 VLAN Management
+ Fault | Safety
+ System Management
+ QoS

+ EEE

After You can also select multiple ports, and batch editing.

Storm Control

1 e parametrs sected are

Selecta port o configure:

o cick and drayg the mouss b select muBple ports

al-Jatalatefatsl
=

B 5 i 12 14 16 18

eI

b 0 Sy i |

% 2

§73 Optonsl port i Feved port i Selected port {7 Agurogation port Selectall Seloct al others. Cancel

Starm Cantrol Type:  Broadcast

| pons

Port

Figure 4-3: Configuring Storm Control information.

Current User:admin

. Storm Control Value: 32

Disateet

Disavéea

Disabied

Disabled

Disabled

Disabied

Disabéed

Disabeed

Dizateen

Disabied

Unit kips, Valua: muliples of 16 batwaen 161000000

Broascost Unknown miticast
Daabies Disatied
Dasbies Disatiea
Daabies Disatiea
Dsabied Disatind

2 Disabled
Disabled Disabled
Diabied Disabled
Daabieg Oiatis
Dasbies Disatiea
Diabied Disatied

Edit

L

NERK

= 4

First Praviows (11021 (3] Mot Las{1

Page

System Home

Quick Gonfiguration

Basic Settings
Storm Control
Flow Conre
Port Aggregation
Port Minoring
Port Isalation
Port Speed Limit
sFp
+ VLAN Management
+ Fault | Safety
+ System Management
+ QoS
+ EEE

Storm Control

scription: $ekedt the pori(s) you want to cenfigure. Cick on individusi ports or Cick and drag he moUss to selact MUDIs parts

Nole: If s parametars select

Select a port 10 configure:

e not supporied, e changss wil ot take wSect

T 5 7 8 M 1315 U W B oo
OoEEODODOnOnog
By ISISISEEEsa)syeyeymm
7 1 6 B 10 12 14 6 B M} BB

8

| portist

Storm Control Type: | Broadsast

Port
1

2Cotional ot GFived port P Seiocted port T Aggregation pot_ Selectal Select il thers. Canead

. Storm Control Value: [32]

Unknawn unicast
Disabied
Disatied
Dissbiea
Disatied
Disabled
Disabied
Disabled
Disabled
Oisatied

Dissbied

Figure 4-4: Bulk edit configuration information.
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After the selected ports in the Storm Control category, set the unicast, multicast, broadcast value, such

as setting the port number 1 unicast storm control is 1009. Click Apply Settings.

192.168.2.10 says

System Home Storm Contral
Quck Configuration
: Descri Salect the por(z) you want 1o conMgUrE. CAck on INdVRSU B o Chck Bnd drag INe MOUSE 1o E8lect MUBEH DOrE.

- Note: ihe par ol supparied, he changes wil ot take eSect

Basic Setfings Select a port 1o contigure:

Storm Control " 3 5 7 9 1 1315 U152 B oo

el feieiniwieieinlwieimim)
Flow Control pir i i o i}

$¥$BSUSBSUZBQ\CA

Fort Aggregation 2 B 10 12 14 16 18 0 2 24 2

{7 Opsona port g Fied port i Salected port (47 Aggrogston port Seloctall Salect al ofhers Cancol

Storm Control Type: | Broadcast v Storm Control Value: 1008

+ VLAN Management | ponList

+ Fault | Safety Pont UAKnOWn-Unicast
+ System Management Disabled
- Disabled
Priorty Schedule Disabiad
- EEE 4 Disabled
EEE 5 Disatind
6 Dizatied
7 Disatied
8 Disabled
Disabled
Disatied

Figure 4-5: Configuring Storm Control information.

After the configuration, as shown below:

Port Unknown-unicast Broadcast
1 Disabled Disabled
2 Disabled Disabled
3 Disabled Disabled
4 Disabled Disabled
5 Disabled 1008
6 Disabled Disabled
7 Disabled Disabled
8 Disabled Disabled

(Unit kips, v

Disabled

Disabied

Disabied

Disabied

Oisaciea

Disabled

Disatied

Oisatied

jwe: mullpies of 16 between 15-

1000000,

Disabled

Oisatieg

Unknown-multicast

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Edit

K

VR EVRNEKR

Figure 4-6: Configuration successfully Storm Control information flow control.
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FLOW CONTROL.

Click "Port Management

System Home

Quick Ganfiguration

Stom Control

Flow Control
Fort Aggregation
Port Minrering
Port sclation

Part Speed Linit

Flow Control

Jescription: Saiect 108 Doris) you want 10 contigure, Chck on INGWIOUSI DOrTs of ChCK NG 4raf e MOUSE 10 SEiect MUIEs Dors.
& ot suppaniad, the changes wil nof laks &ffect ChAnging the fiow cantrol of (e part il Cause e purt 1o b down 800 Men up

151 1 tha paramaters

Flow Control" view of the switch:

] [0-

Nule

Bintsisistntutntninim|
B 5 d0 12 1 18 18 30 22 24 b %

73 Optionsl pant g Fxed port i Selecied part {7 Aggregason port Select all Seloct sl athers Cancel

Flow Control Type: Of

+ VLAN Management | portuist

+ Fault/ Safety port
+ System Management 1
+ Qes =
+ EEE B
.
s
s
0

Configuring Flow Control.
Open port flow control function: select to open port traffic control, click the 'Flow control type" Select
‘on’, "Apply”:

System Home

Quick Configuration

Basic Satings

Storm Conro
Flow Control
Port Aggregation
Port Miroring
PortIsolatian
Port Sposd Limit
PP
+ VLAN Management
+ Fault/ Safety
+ System Management
+ QoS

+ EEE

Flow Control

Description: Select the portis) you want 1o configure: Click on mndividual pors or
a selacted are not suppariad. the changes will not taka efiect Changing the flow cotrol of the post wil cause fhe port ta ba dawn and than up

Seect & port 1o configure:

Flow Control

on

on

on

on

on

on

on

on

on

on
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Operation Status.
or
o
or
o
or
or
or
or
or

or

Figure 4-7: Flow Control Information.

click and drag the mouse o sebect mllple pors

T i LN B BT RABaD
ot 1w el wintwtalalatelm(m
[sisisistatsintstaterntsimim
R R

Flow Control Type: | On

| portot

Figure 4-8: Open port flow control function.

o
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Flaw Control
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Open port traffic control, follow these steps:

Step1: Select Open port traffic control; step2: Select Open in "Flow control type" on; step3: Click "Apply".

View Configuration list to display configuration is successful:

Flow Control

T3 5 1T 9 0T ® A3 s
OEEREOOODDDOOOO0
CNURNUR TR R IR NN R LR AT A ]
R I -

§oesonetpon e Fied pon Seiects pon [T Asgregston pat Select al Sekectal others Cancel
Flow Contrl Typs: [on
+ VLAN Management | portat
+ Fault/ safety port Flow Contro Opsrtion ststus et
+ System Management
+ QoS 2 o or

- 3 on
4 o

NEREBRRRE

Figure 4-g: Port flow control status.

Modify the port flow control function: Click on port traffic control list corresponding to the rear port of
the " " button in the Port Settings page "Flow control type' select "Off", *Apply Settings"

+ VLAN Management | poruist

+ Fault | Safety port Fow Gonrl
+ System Management

+Qos

+EEE : o o
A o

Figure 4-10: Close the port flow control.

Close port traffic control, follow these steps:

Step1: Select the button to the right of the port or directly selected port; step2: In the "Flow control type’
select Off; step3s: Click "Apply".
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Port Aggregation.

Viewing Port Aggregation Configuration.
Click "Port Management” "Port Aggregation” to view the current switch configured port aggregation
information:

System Home PortAgoregation

] ona s

Load Balancing: mac

+ VLAN Management

+ Fault ! Safety

+ System Management

+ QoS

| S it

+ EEE
Agoregation 1D Aggregation Typs Number of Ports Member Port Eait

Figure 4-12: Aggregation port configuration information.

In the port aggregation list which shows the current switch port configuration information for the
polymerization properties:

1 Aggregation number: display link aggregation group number value.
2 Load Balancing: Displays the current link aggregation group load balancing judgment condition.
3 Aggregate types: Displays whether to use a polymerization port LACP protocol.

4 Member ports quantity: Displays the number of ports in the link aggregation group contains a total
of member port: Displays the current port link aggregation group member prompt

5  Each aggregate port can bind up to eight member ports, port to transfer data among members of
the network traffic through the shunt rules.

6  Port aggregation group must ensure that the port speed, duplex, port state agreement, or can not
ATTACH after configuration.
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Add port aggregation.
Enter aggregation port number, select the desired aggregation port, select aggregation type, click
*Apply”

Current User:agmin

Port Aggregation

Description: Port aggregation ks Muliole por 10 b combined 12 Jorm & singss logical ink. ESCN 1oup Can contain up 10 § paits. Msmber ports S85UMe Netuork Matc by ShUNtng nues

| Lona sancng

Pai
Pai
P

Par

t Speed Limit

sFP

+ VLAN Management

+ Fault/ Safety Seleci ol others C:
+ System Management Agqregation Type: [Siate
[ 2o ]
+ QoS
| Acureganion ust
+ EEE
Agareqation 1D ‘Acgregation Type Number of Ports Member Port Ean

Figure 4-13: Port Aggregation Configuration area.
Increase port aggregation, follow these steps:

Step1: Select the option to load the shunt in the load balancing list. Step2: Enter the number in the

"Aggregation number” in. Step3: Select the aggregated ports in the panel. Step4: Select the aggregation
type. Steps: Click the "Apply” button to complete the configuration.

Modifying port aggregation.

Click on "Aggregation List" in the need to modify the port aggregation right icon in this area to the port
aggregation port aggregation group corresponding modification:

1 SR

System Home Port Aggregatien
Quick Configuration Forl aggragation alkaws mulliple ports 10 bar comibined 1o form a single logical ik, Each group can contain up ta 8 porls. Momber parts assume network Irafic by shurting fules.

| Lond Buencog

Pon Aggregation | Por agaregation

Load Batancing: | mac

Aggregation 10 {1.8); |
Select a port 10 configure.

+ VLAN Management

+ Fault/ Safety d port
+ System Management Aqaregation Type:
+ass [ 2oet ] conce ]
e
+ EEE
Agoregation 1D ‘Agaregation Type b of Ports Member ort Ean

1 st 2 a0 Pak

Figure 4-14: To modify the port aggregation.
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Modify Link Aggregation Procedure:

Step1: In the "Aggregation List Click to modify the right of the port aggregation, step2: In the port
aggregation configuration page to modify the load balancing type and click Next to "Apply”. step3:
Select the port to be added to the aggregation port. step4: Click the "Apply” button to complete the
configuration.

Port Mirroring.

Port Mirroring Configuration.
Click "Port Management” "configuration of port mirroring "Port Mirroring” view of the switch:

Port Mirroring

+ VLAN Management

+ Fault/ Safety

+ System Management
+ QoS

+ EEE

Figure 4-15: Port mirroring configuration information.
In the Port Mirroring is a property list which shows the configuration of the current mirror switch:
Mirroring group: mirroring group 1D, can be configured up to seven mirroring group.
Source Port: The port forwarding on the source data is mirrored to the destination port.
Destination port: mirror data sent to the destination port.
1 Port aggregation port can not be used as the destination port and source port.
2 Destination port and source port can not be the same.

3 Same group mirroring group can have only one destination port.
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Add port mirroring group.
On the panel, select "Source Port” and "Destination Port" add port mirroring group.

Current User:admin

System Home Port Mirrering

Quick Canfiguration
from muliphs source poets t0.3 dasiination port. Network analyzers can bs connacted fa the destnation por 0 snalyze petwork rafic

Dascription: Porl mararng is used 1o send nete

Note: A port aggregasn group cannol be por. The destination and source porls cannol be the same. Bot a saurce and destination port must be selecled for s faature to werk conectly.

Chaose the souice port(Seies affect e device parfomance.

4 % B

§73 Ostional port i Fced port i Sevectod purt [T Aguregaten port (S Minceing Group Select sl Select allothers. Caneal

Choose the destination port:{chooss only ane port)

+ VLAN Management S5
+ Fault/ Safety {73 Optional port 9 Fieed port S Swiected port |1,

+ System Management m m Mirraring Group | ol Saiecied
+ QoS

| Mo Pt it

Figure 4-16: Add port mirroring group.

Cusrent User:admin

System Home Port Mirtoring

e

Quick Configuration

Deseription: Portmin
Wota: A pert sgoragal

 for this fa3ture o work camacty,

Choose the source post:(Selecig muliple source ports can aftect the device performance.

T3 5 7 9 0137w A A p
jerwrdsiiurdarim il e g v g o |
DO O on
7 1 6 8 10 13 1h 16 08 0 3 2 B A

(o oy "7 0ptonal pont R Fuxed port R Selectsd port {77 Agoregaton port [STEMITOrng Group  Selectall Sebect al others Cancel

Port salation

Choosa the destination portsichoose only ans pert)

Port Spaed Limit

SFP

+ VLAN Management

+ Fault/ Safety port i Sslected port {77 Aggresation por

+ System Mansgemen: (YRR (Y o Group s
+ass | o port st
+EEE Murroring Group Source Port Oestmation Port Edt
1 2 X

Figure 04-17: Add port mirroring group results.

Port mirroring configuration steps are as follows:

Step1: Select "Source Port’, Step2: Select 'Destination Port’, Step3: select mirroring group, Step4,

Click’Apply".
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Configuration instructions:

1 Onthe switch can be configured 7 mirroring group.

2 Aggregated port mirroring can not be configured are shown in gray in the panel.
3 Has been selected port mirroring port, displayed in the faceplate is gray.

4 Aggregated port mirroring can not be configured are shown in gray in the panel.

5 Has been selected port mirroring port, displayed in the faceplate is gray.

To modify the port mirroring group.

Select the group to modify, click on the action bar " 2 " button. Modify the corresponding mirroring
group.

Current useraamin

System Home Port Mirroring

Parl mimaring is sed 10 550d netork: AN oM Mullpis S0urce POrts 10 8 BSBNSoN part. NSAOMK SNSIZSTS CAN b CONNECIEd 10 1ha CSS1NACN pOrt 10 BRSN2E NElarK flic

des o parts cannolt be the same. Balh a source and destinalion pod must be selocted for his featuse 1o work cormactly

T 3[5]7 8 1 13 51 3 2% o7
PR 1) SRS S i Y P g i i )

A LR E3 308 D00
3 0 2 ]

Pt Aggregation

lothers Cancel

+ VLAN Management

+ Fault Safety

+ System Management m m Mirroring Group

+ QoS
| errng oL

+ EEE
Mirroring Group Sourca Port Destination Port Edit

1 s 5 %

First Previous [1) Med Lasty 1Page

Figure 4-18: To modify the port mirroring group.

Modify the port mirroring configuration steps are as follows:

Step1: In the image you want to modify the operation of the group column, click on* <" ; step2: Add or
remove the corresponding port in the panel; step3: Click "Apply”.
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Delete a port mirroring group.

System Home

Flow Control

Port Aggregation
Port Miroring
Port solation
Pont Spasd Limit
SFP
+ VLAN Management

+ Fault/ Safety

+ System Management

Priority Schedule

EEE

e CEVEE

System Home

Quick Canfiguration

Storm Control

Flow Control
Port Agpregatios
Port Miroring
Port alation

Part Speed Limit

SFP

+ VLAN Managemant
+ Fault/ Safety

+ System Management

+ QoS

+ EEE

Remove port mirroring configuration steps are as follows:

Step1: In the image you want to modify the operation of the group column, click * " ; step2: In the
panel, click Cancel the source port, destination port and then click Cancel; step3: In the panel, click
Cancel the source port, destination port and then click Cancel;step4:Click "Apply".

Port Mirroring

jon: Porl mirraing s used 1o send netwerk vae i

Wote: A poet agoregation group camnot be set

Chaose the source port:(Selecting mut

USER MANUAL SWG 24 L2

192.168.2.10 says

Are you sure you want to delete the mirror

#rom muliple source ports 1o a destinatian pot. Netwark analyzers can be cannecled 1o the dessnation por to analyze netwark iaflc
s and Gestinabon port must be selecte for this feature to wark corract

ource pors can affect e device periormance

§1 Opionsi ot 3 Fved port i Seiected purt [T} Apgregation post

| )
| o por st

Mirroring Group

Current User:admin

Port Mirraring

o Port mirtoring is used 10 sand nebwork trafic from mallipls source ports fa
fe: A port aggregalion group canmut be set as & destinatien or sowrce port. The o

Misraring Geoup | Hal Selected

Figure 4-19: Delete port mirroring group.
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Figure 4-20: Deleted successfully port mirroring.
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Port ISOLATION.

Port ISOLATION Configuration.
Management

Click "Port

System Home

Quick Gonfiguration

Port Mirroring

Part Isolation
Part Spead Limit
sEp

+ VLAN Management
+ Fault/ Safety

+ System Management
+ QoS

+EEE

Part Isclation

Notice: You must cick the Ed

Selecta portto

1t 50lats from the tabis balow. Tha port image il bum gray. Werd, sekect he Pertis) ou want o seiate from he port salectsd. Tha isclated port Imagais)

N 31597 10 M 3 s o;
PSS Sr S § W S WS Y o [ |
D3OS0

____________ 1C1C0
406 8 10 12 14 15 18 A 2 M % B

¥7 Ostonsi port B Fixed oort 5 Sslected port TT3Agsragaton por
ot isolation Type: [OF
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Selectall Select an others Cancel

Isointen state

Dizatied

Disatied

Disabied

Disabled

Disabled

Disabled

Disabled

Disabled
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11108 b,

configuration of port mirroring "Port Isolation” view of the switch:

Finaty, cack Apply. Tha S0i@ted DOn(s) vl e 3DBS3r In 13 table.

Ean

NNEEERRER

First Previous [1][2][3] Mest Lastt

Figure 4-21. Port Isolation configuration information.

Configuring port isolation.
Open Port Isolation function: select the port on which you want to open port isolation, click the "port
isolation type" Select "On’, "Apple”

System Home
Quick Canfiguration

Basic Satlings

s

ool
Port Aggregation
Port Mrring
Port Isolation
Port Speed Limit
s
+ VLAN Management
+ Fault/ Safety
+ System Management
+ QoS

+ EEE

Port Isolation

jon: First, click the Edit

NOUiCE: You Mt cic e EQIT icon irs re por isalation.

Salect 0 port to configure:

i o isolate from the able below Tha portimage wil fum gray. Next, select the pons) you

|3 s I
R 3 31 e W W S arpwr [
AE SN BNy ]

A I8 I8 0l
E 02 M6 1B o2 M %N

7 Ostorsi port i Frad port i Saiecied pot 77 Agsregaton por

| portin

Figure 4-22: enable port isolation function.
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Figure 04-23: enable port isolation results.

Modify the port isolation.
Select the port to modify, click on the action bar " 2 " button. Modify the corresponding port isolation.

System Home

Quick Configuration

Basic Sattings.
Stom Control
Flow Conrol
Port Aggregation
Port Mioring
Port lsolstion
Port Speed Limit
SFP
+ VLAN Management
+ Fault/ Safety
+ System Management

+ QoS

+EEE

Port Isolation

I icon firs 1o configure portisoiasion

Ssbect a port to configura:

click the ‘Edf icon for e port you want to solate from the table below. The port image will am gray. Next,

1 5 7 8 T W BV BN BB A
e wiwiwiwiwieng el
Dogoogoagoioigg
Z 4 6 & 10 12 4 % 18 20 22 1 B B

§3 Optonsl port g Fixed port i Selected part §73 Agaregation por

Fo asten 7’

| o

Port

Select all Select all others Cancel

Isolated State

Disatisd

Oisatieg

Oisaisd

Oisatied

Oisatieg

Disatieg

select ihe poris) you want to Isaiate from the prt elected. The isolated port imageis) wi

b biue. Finaly, cick ‘Appy". The isialed porlis) willnow appear in the tabie.

\.\.\.'.V\.I\.HE

Fust Previous [1]12]13) Neat Lashy wage

Figure 4-24: To modify the port isolation.
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Port speed limit.

View port rate limit.
Click "Port Management” "Port Speed Limit" switch to view the current port speed configured
information:

System Home Port Speed Limit

Quick Configuration

Basic Satings

Stom Contral

Flow Cantrol

§Cstonst port G Fied port G Selcted part £7] Aaorsoaton port Selectal Sabect allothers Cancs!

Input spsea Linit: @ Mamam e 68 side Fr he MInam spsed I vall. T gt &nd 1 he MU it valu, 5 1o speed it

Output Spsed Limi: Maimam T I 51 for he MMM 2peed ImR value 1 N 20 10 the MADMUM I Ve, 1 10 spéed am.
+ VLAN Management . S ] v -

+ Fault / Safety [ Aooi |

+ System Management | Portsoeea it st

+ 008 port mput speea Limit Output spzea Limit Ean
- 1 M wax "

2 M wax

3 MAX wax

s Max wax

5 Max wax

5 Max wax

7 Max wax

s wax wax

s M e

1 M e =

Figure 4-25: View Rate Configuration information.
In the port speed list which shows the current speed limit switch attribute configuration information:
Port: The number of the port.
Input limit: uplink port speed.

Output speed: port downstream rate.
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Configure port access rate.
Select the panel to set the speed limit of the port, set the rate limit value by dragging the speed bar.

Port Speed Limit

Port Speed Limit
- Inpat Speed Limit

Output Speed Limit
4 VLAN Management it

+ Fault/ Safety m

+ System Management | Port Speed Limit ist

4+ QoS Port nput Speed Limit Output Speed Limit Eat

+ EEE
MAX

Figure 4-26 Configure port rate limiting entrance.

Port Speed Limit List

o

Port Input Speed Limit Output Speed Limit

1 MAX MAX 2z
2 MAX MAX Zz
3 714.304Mbit's 616.752Mbitis z
4 MAX MAX B
5 MAX MAX z
6 MAX MAX Zz
7 MAX MAX z
B MAX MAX Zz
9 MAX MAX z
10 MAX MAX Zz

Figure 4-27. Port entrance speed limit results.

Entrance port rate limiting configuration steps are as follows:

Step1: Click on the right side of the port * =y Icon or select multiple icons; step2: Set rate limiting strip
port value; step3: Click the lower right corner "Apply" button to complete the configuration.
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Remove the port speed limit.
Click the need to remove the limit on the right port icon " in the configuration area of the port rate value

pull bar to the far right, "Apply" to complete the operation.

Port Speed Limit

Nolice: 1000KDOS = 1MBpS

Select a port 1o configure.

‘S&45Ct 8 DOTI) DU WaNt 1o configure. CAck on INdNIdual DOTTS or Cick SN 4130 N8 MEUSE 1 Sekct MUNDle Ports

T n i w
- fatatalateialel
=isisisisists:

IR

Post Isctation

Pont Spaed Limit

Input Speed Limit

SFP

Output Spees Liit:
+ VLAN Management fout Spesd Limit

+ Faule oty oo |

+ System Managemant | Portsheea Limi Lis

Sebect all others. Cancel

ax

+Qos Port gt Speed Limit utput Speed Limit

+ 1 nax nax "y
2 M wax

3 12 304 816 75200 2

4 max M =Y

5 MAX wax ,

3 Max 2

7 wax ,

MAX MAX

Figure 4-28: Remove the port speed Llimit.
Remove uplink port rate limiting steps are as follows:

Step1: Click on the right side of the port  icon ; step2: In the area of the port rate configuration value
rate strip pulled to the far right; step3: Click the "Apply" button to complete the configuration.
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Vlan management.
VLAN management.

Check VLAN configuration information.

Click on the navigation bar "VLAN Management” "VLAN management” "VLAN Settings” to view the
switch configured:

VLAN Settings Port Mode

+ Port Management Notice: VLANS need 1o be added one at & Bme

VLAN Managamant

Vaice VLAN _
Survilance YLAN 9 NWVLAN 9 pelete AN First Previous (1] Nest Lasfy
Surveilance

onviE
+ Fault/ Safety

+ System Management
+ QoS

+ EEE

Figure 5-1. VLAN configuration information.

In the VLAN list which shows the properties of the configuration information of the current switch
VLAND:

1 VLANID: VLAN ID value is displayed.

2 VLAN Name: The name of the VLAN, the default VLAN ID to name.
3 VLAN IP address: Displays the switch's management IP.

4 Port: Displays the port VLAN that exist.

5 By default, all ports belong to VLAN 1.
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Adding a VLAN.
Click "NEW VLAN" button, you can increase the VLAN configurations:

VLAN Settings Port Mode
Qui uration
+ Port Management _ x
= VLAN Management 'VLAN ID(1-4094): 4084
VLAN Management VLAN name(1-31):
e Sloct 4 8g it 10 8840 e VLA
S e S
: SRR EE
R SRk

+ Fault/ Safety
3 Optonai ot 0 Fvea port onport (<) Tunk Por Selectall Select ailothers  Cancel
Selecta untag por 0 a6 1o the VLAN:
s donr) 1 3 5 7 9 n 1
+ EEE iwiwiwiws - Jwiw)

+ System Management

o or G0 Frod o o 23Tk Port Select ail Select ail others. Canced

Figure 5-2: Adding a VLAN.

Adding a VLAN, follow these steps:

Step1: Click "NEW vlan' connection; step2: Value added VLAN VLAN ID of the page to fillin; step3: Select
the ports; step4: Click the lower right corner "Apply” button to complete the configuration.
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Remove VLAN.
e SINGLE VLAN delete:

To delete the selected VLAN, click the "X" button to delete the selected VLAN,if the VLAN do not have
ports ,You can directly delete the VLAN;if the VLAN have some ports,you must be remove the ports in
the VLAN firstly and then you can delete the selected VLAN,

192168210 says

LR XX XXX

| O NewNLAN @ Deie VAN

Figure 5-3: Delete a single VLAN,

e DELETE MULTIPLE VLAN:

First select the VLLAN you want to be deleted before the " " checkbox, then click "Delete VLAN" button
to delete the selected VLAN,if the VLLANs have some ports the VLAN can not be removed because of
there are member ports.The others will be removed.

Port Mods

VLAN Settings

U

Exoxoxoxx -

Figure 5-4: Delete multiple VLAN
Delete multiple VLAN, follow these steps:
1 Step1l want to delete VLAN check box;
2 Setp2:Click on the bottom left "Delete VLLAN" connection;

3  Stepz.Confirm delete.
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VLAN PORT TO A VLAN.
Click on the icon can be added to the selected port in the VLAN:

. Current U an
System Home VLAN Settings Port Mode

Quick Gonfiguration

+ Port Managemant

e 0000000000000l
VLAN Management VUAN name(1.31): VLASS034
Voice VLAN Selecta tag port o add to the VLAN:

Surveilance VLAN

ONVIF

+ Fault/ Safety

aloct all Solect all othors Cance
+ System Management

+ QoS

+ EEE

SOOI oo
7 1 5 & 1072 48 M3 B A

k1 stonsl port §R8Feced pan B Seiected port §T7 Aoaregaton port [Tk Port Selectall Select all othirs Cancel

Figure 5-5: Add the port to the VLAN
Add the port to the VLAN, follow these steps:

1. Step1: Click' < "icon.
2. step2: Selected to join the ports in the port panel.

3. step3: Click the lower right corner "Apply” button to complete the configuration.
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TO REMOVE THE PORT FROM A VLAN.
Click on the icon, you can remove the port from this VLAN:

System Home VLAN Settings Port Mode
Quick Configuration

+ Port Management

+ Fault/ Safety

+ System Management
+ QoS

+ EEE

VLAN ID{1-4004): a0
VLAN name(1 31): VLam4034
Selact a tag port to add to the VLAN:

RN Y
RSP RR R EE
Ittt tiiitil 1
TN ERRE

Soloct a untag port to add 1o the VLAN,

7 4 6 8 10 12 14 16 8 N 2 M B B

Procedure to remove the port from VLAN as follows:

b2 Ot port 8 Fsa ort 8 Selectsd port {72 Apgragason port {27 Tk Port - Solect all Select allohers. Canc

f20stoni port R Fived oot B Selected port §T7 Agarenaton pat £27Tunk Port Selectal Selectall others Cancel

ol

Figure 5-6. To remove the port from the VLAN.,

USER MANUAL SWG 24 L2

Step1: Click on the icon* “ " ; step2: Remove the port to be removed from the port panel; step3: Click

on the lower right corner of the "Apply” button to complete the configuration.
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View port MODE.
Click on the "Vlan Management" "Port Mode' view switches has been configured port mode information:

System Home VLAN Settings Port Mode
Quick Configuration

+ Port Management

VLAN Management

Veics VLAN
Survellance VLAN
ONVIF &
+ Fault/ Safety §73 Optional port i Setected pot 7] Aggregation port {7 Trurk Pod Select all Select al others. Cance
+ System Management Port Mode: Hybrig . Native VLAN: 14054
+Gos [ vy |

+ EEE pert Port Mode Native VLAN Eait

Figure 5-7: View port mode configuration information.
Displayed in the port mode list is the property value of the port configuration of the current switch:
1 The port name: display port number used.
2 The Native VLAN: display native VLAN.
3 theallowed VLAN: The VLAN allows the display message can be through VLAN.
4 The default port is 1 VLAN native VLAN.

5  The default port mode is access.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain) 39
Phone: +34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

EKSELANS BY IT5 USER MANUAL SWG 24 L2

CHANGE THE PORT MODE IS TRUNK.
Select the port you want to change the mode and click the "port mode " list, you can set the port mode
is trunk:

+ Fault/ Safety

+ System Management

+ QoS

+ EEE Port Mode Native VLAN Edit

Figure 5-8: Change the port mode is trunk.
The steps to set port mode is trunk are as follows :

Step1:Chose one or more ports; step2:Click the port mode list chose the mode is :trunk; step3:Set Native
VLAN, the VLAN must be is exist; step4:Set by allowing the VLAN number, the default allowed VLAN
is empty if you want to allowed the native VLAN ,you must be configure allowed the native vlan;
steps:Click on the lower right corner of the "Apply" button to complete the configuration.
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Change the port mode is hybrid.
Select the port you want to change the mode and click the "port mode " list, you can set the port mode
is hybrid.

192.168.2.10 says

System Home VLAN Settings Port Made
Quick Configuration

+ Port Management

Fort Port Mode. Native VLAN Ea

zzzzzz

Figure 5-9: Change the port mode is hybrid.
The steps to set port mode is hybrid are as follows :

Step1.Chose one or more ports ; step2.Click the port mode list chose the mode is hybrid; step3: Set
Native VLAN,the VLAN must be is exist; step4:Set by allowing the VLAN number the default allowed
VLAN 1,if you want to allowed the native VLAN ,you must be configure allowed the native vlan; steps:
Click on the lower right corner of the "Apply" button to complete the configuration.
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Voice VLAN.

View voice VLAN information
Click on the navigation bar "VLAN Management’ "Voice VLAN" " Voice VLAN Global" to view the switch
configured:

System Home Volce VLAN Global Veice VLAN Port Veice VLAN OUI Voice device address
Quick Configuration | vteo 1o

+ Port Management Note: Surveitance

Voice VLAN state: (_ D
Voice VLAN ID{24094): (5o

Voics VLAN Cos:[ 5

Aging Time{1 65535} 770

+ Fault/ Safety

+ System Management
+ Qos

+ EEE

Figure 5-10: view voice VLAN information.

Configure voice VLAN global.
Click on the navigation bar "VLAN Management" "Voice VLAN" " Voice VLAN Global" to configure the
voice VLAN;

EKSELANS
Current User:admin

System Home. Voice VLAN Global Voice VLAN Port Voice VLAN 0UI Veice device address

Quick Cor g
Auick Configuration Voice VLAN Global

+ Port Management Note: Sueillance VLAN 1D and Voice VLAN ID can not ba the same

Voice VLAN state: (LI

Voice VLAN ID{Z 40845111

VLAN Management
Vaica VLAN
Suvllanca VLN e e

ONVIF

+ Fault | Safety
+ System Management
+ Qos

+ EEE

Figure 5-11. view voice VLAN information.
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To configure the voice VLLAN global steps as follows:

Steptin the voice VLAN state TEXT BOX, click ON the "OFF" to "ON’, Stepzin the voice VLAN ID text
box, enter the ID, such as 111; step3: in the voice VLAN COS text box, choose 6; step 4:in the aging time
text box, enter aging time, such as 1000; steps: click on Apply.

Configure voice VLAN port.
Click on the navigation bar "VLAN Management” "Voice VLAN" " Voice VLAN port” to configure the voice
VLAN port;

System Home Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address

Quick Configuration

Wisgeret | v pott
Voice VLAN
Sumvelance VLA

ONVIF

+ Fault | Safety

+ System Management

+ QoS

+ EEE

Disabied sutaTag

Figure 5-12: configure voice VLAN port.
To configure the voice VLAN port steps as follows:

Step1: select ports to configure, stepzin the state text box, choose enable step 3: in the mode text box,
choose manual. step 3:click on Apply.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain) 43
Phone: +34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

=) "@ EKSELANS BY ITS USER MANUAL SWG 24 L2

Configure voice VLAN OUI.

Click on the navigation bar "VLAN Management"’ "Voice VLAN" " Voice VLAN OUI" to configurethe voice
VLAN OUI;

System Home Voice VLAN Global Voice VLAN Port Voice VLAN OUl Voice device agdress

Quick Configuration | vos anou

+ PortManagement o s i 5| o TR Omrooenc i oo |

| oo v cn i

VLAN Management
Ol Address. Mask Description Edit

Voics VLAN
Suevelance VLAN 000 8800 oo ou o
ONVIF 900368000000 sco @
+ Fault / Safety 90075000000 FRFRFF000000 varts @
+ System Management 0000.1E00.0000 FRFFFFO0.0000 Pingee! @
9001 £300.0000 FRFFFFI00000 Semans p
+ Qos &
0060 85000000 FRFFFFI00000 NECPNiEs @

+ EEE

000F £200 0000 FFFFEFI00000 Huswe JCOM @
0008 6000000 FFFFEFI00000 @
0008 BE1 1111 FFFFEFID 0000 x
1

Figure 5-13: configure voice VLAN OUI,
To configure the voice VLAN OUI steps as follows:
Step1: In the OUI address text box, enter OUI address, such as 0009.6E11.1111.

Step2: In the mask text box .enter the mask ,such as FFFF.FF00.0000;step 3:in the description text
box .enter the description ,such as testOUlstep4.click Apply;

Voice device address.

Click on the navigation bar "VLAN Management’ "Voice VLAN" " Voice device address’ to view the voice
device:

Current User:aamin

System Home Voice Voics VLAN Port Voice VLAN OUI Voice device address
Quick Configuration Voice device address List

+ Port Management Port Voica Davice Address Start Time

. . 0008 BE11 1111 2131208231248
VLAN Management
Vaics VLAN
Survelliance VLAN

ONVIF
+ Fault/ Safety
+ System Management
+ Qos

+ EEE

Figure 5-14: VOICE VLAN address.
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Surveillance VLAN.

View surveillance VLAN information.
Click on the navigation bar "VLAN Management” "surveillance VLAN" " surveillance VLAN" to view the

switch configured:

survelilance VLAN Port Survelllance VLAN

Voica VLAN
‘Survelance VLAN

ONVIF

+ Fault| Safety

+ System Management

5 el
+ QoS
+ EEE User-defined MAC Setting Auto Surveillance VLAN Summary
Component Type: Vides Managemend Server v Deseription: oo
MAC Adaress: 9. 09010202 0000) Wosk: 9. FFFEFFO0.500

MAC Address Mask

Figure 5-15: surveillance VLAN information.

Configure surveillance VLAN.
Click on the navigation bar "VLAN Management" "surveillance VLAN" " surveillance VLAN" to configure

the switch surveillance VLAN.

Current User:aamin

System Home Surveillance VLAN Port Surveillance VLAN

Quick Configuration
Surveillance VLAN

+ Port Management

VLAN Managsment 24080
Voics VLAN Surveillance VLAN Cos:[3

Surveillanca VLAN Aging Time: 0 ) 165535 mi)
ONVIF

“+ Fault | Safety

+ System Management

3
+ Qos 2 Masimun

+ EEE User-defined MAC Setting Auto Surveillance VLAN Summary
Component Type: | Video Management Sarver Description: 1.8 chars
MAC Addrass: 8.5, 0001 02030000 Mask g FFFFFF00.0000)

Compansat Type Description MAC Adaress Masx

Fust Previous [1] Nedt Lasty 1Page.

Figure 5-16: configure surveillance VLAN.

To configure the surveillance VLAN steps as follows:

Steptin the surveillance VLAN TEXT BOX, click ON the "OFF" to "ON", Step2iin the surveillance VLAN ID
text box, enter the ID, such as 222; step3: in the surveillance VLLAN COS text box, choose 3; step 4in the

aging time text box, enter aging time, such as 500; steps: click on Apply.
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MAC Settings and Surveillance Device.
Click on the navigation bar "VLAN Management” "surveillance VLAN" " surveillance VLAN" "MAC Settings
and Surveillance Device" to configure the user-defined mac settings.

System Home Surveillance VLAN Port Surveiliance VLAN

Quick Configuration
| survstance vian

+ Port Management

Survaitanca VLAN ID and Vaica VLAN 1B can nat ba tha same

- s o vLAN: (IR

VLAN Managsmant Surveiance VLAN 1D: 222 204
Volca VLAN Surveilance VLAN Cos: 3

Survellance VLAN Aging Time: 500 55535 min)
ONVIF [ 7vo |

+ Fault/ Safety
| MAC sattings and Surveisance Device

+ System Management

+ QoS 2 Ma

+ EEE User-iefined MAC Setting & VLAN Summary
Component Typs: [Vicea Mansgemant Server  + Dascrinton (14 chars
MAC Address: .. 0001.0203.0000) Mask 0. FFFFFF00.0000
Componsnt Typs Dascrption MAC Adoress wask
| Videa Managsmant Sarver 1t 0001.0203 0000 FEFE FF00 0000 ®

Figure 5-17: configure the user-defined mac settings.
To configure the surveillance VLAN steps as follows:

Steptin the component type EXT BOX, choose video management server; Stepz: in the description text
box, enter testOUI; step 3: in the mac address text box, enter mac address such as 0001.0203.0000.
step4: in the mask text box .enter the mask ,such as FFFF.F000.0000,step 5:.click on Apply;

MAC Settings and Surveillance Device.
Click on the navigation bar "VLAN Management” "surveillance VLAN" " surveillance VLAN"*

MAC Settings and Surveillance Device" to view the information:

System Home Surveiliance VLAN Port Surverllance VLAN
Quick Configuration

+ Port Management

w Surveilance VLAM ID: 522 24084

e AN Surveillance VLA Cos: |5

Survedlance VLAN Aging Time: 720 18553 min
OMVIF m

+ Fault/ Safety
| mac setings ana survemance Device
+ System Management
1. o 80 more device(s for AD SUVHIance VLAN by user-geined confiairaton a3 bsiow

+ QoS 2. Maximum User-oefined OUI i 16 entries.
+ EEE User-gefined MAC Setting AUto Survelllance VLAN Summary
Port Component Type Description MAC Address.
1 Video Management Server m 0001 0203 0000

Figure 5-18; configure the user-defined mac settings.
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ONVIF.

View ONVIF.
Click on the navigation bar "VLAN Management’ "ONVIF" " ONVIF Global’ to view the switch configured:

EKSELANS 07 175
Current User:admin

System Home ONVIF Global IP-Camera Information NVR Information

Quick Configuration
Hola: 1. Manage vian o ensbis ONVIF lo use

4 Port Management 2. Unabis to enabl ONVIF when IGMP SP or MLD SNF is enabled

| i o s

= VLAN Manageme

VLAN Management o R
Voice VLAN - ?g
Surveillance VLAN .
omar 35535) 554 pprem

+ Fault/ Safety Trap state -

+ System Management Apply.

+ QoS

| omvie Groba satus
+ EEE

Number of NVR Discovered @

Number of IF-Camera Discovered

Figure 5-19: ONVIF information.
To configure the ONVIF steps as follows:

Step1 Turn off IGMP and MLD functions

System Home Property Querier Thrattling Router Port Group Address Filtering statistics

Quick Cenfiguration | e Snoaping

+ Port Management Note: 1. Int 19 5 @ festure fhat allows & switch ta forward mucast iraflic nteligenty on the swch

+ VLAN Management
— Fault/ Safety @EZE Enobie or disable the mullcast lstenes, when enbled. e sia rouing port can be et
Aitack Preventian
A | 16 st Losve
Port Error Disable: @EEE Enotie or disable the global immeda feave
DDOS Protection
Loopback Detection
sTR
Accesa Conirol
1GMP
)
IEEE 802 1X
s
+ System Management
+ QoS

+ EEE

Figure 5-20: igmp.
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ExSELANS
Current User:admin

System Home Property Thrattling Router Port Group Address Filtering Statistics

Quick Configuration | o saoosina

+ Port Management 1. Multicast Listenes Discover (ML) snoeping s & festure that alows & switeh 1o lorwand multicast iaffic inteligensy on the swlich.

’
2. IGMP Snooping cannct be enabled when ONVIE is enabied

+ VLAN Management

— Fauht/ Safen @@ Eravie or disable the mullicast listersr, when enabled, e stsic rouling pert can be st

Attack P n
Path Detocsion
Port Errar Disable

DDOS P

+ System Management
+ QoS

+ EEE

Figure 5-21. mld.

Step2: Enable Management VLAN.,

[
Ek Carrent Useradmin

Intertaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Wote: 1, Interdaces VLAN parameters. IF, MAC, gaeway and the users contact delails. ~ dencles required Sk

DHCF server is anabed

2 The P a V8 mask cannol be c:

+ Port Management
3 Tha DHCE Client can be snabied whe ihe managemant van i anbled
VLANS cannt ba contgured

iled, e managemant VLAN cannal be disabled

+ VLAN Management 4. Winen ba management vian ks enabied, mullipe infe
5. When ane of the DHCP server, DHCP client an
 Fault/ Safety & Deleting e gatewsy means deleting the defaull stabic route.

Manag Basic Sysiem Saitings
Sysiem Setiings

Managemsnt VLAN: (D
DHCP Serve
Management VLANID: 1 . WAC: B0 0611 6008
Fimurare Upgrade
” DHCP: | Stalic Allocation - IPVE DHCP: | Static Allocation -

System Infe tior

e Infarmation P: 192,168 100, 190 Link Local Address: [Foa 2221 GEF fa1l 66k
Configuraton Management
onfiguiction Managemen Subnet Mask: 65 255 25,0 1748 Adross:
Dusl Configuration Detault Gatewey: 255,255, 75,125 1946 Gateway Adaress:
SHMP Login Timeoutis): 14400 Device Name: 536
RMON Contact Hams: Device Location:
LLDP Satings Contact nformetion:

Administration m

Lag Servar

St Rout | mtertace viaN Tabla

Figure 5-22: management vlan.

Step3: Confirm that the IP address segment of switch management address is the same as that of IPC

and NVR.
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Intertaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

ct detaits = denotes required Sekd

+ Port Management
+ VLAN Management
+ Fault/ Safety

= System Managems Basic System Settings.

Management vLAN: (LIS
Management VLAN ID: |1 B MAC: 2021, 0611 0008
DHCP: | Stalc Alocaton v 1PY6 DHCP: | Static Alocation v
Link Local Address: [f480, 2221 6F¢ fs11 8/64
Subnet Mask: 255 255 255 0 1PVE Addross:

Default Gateway: 295 265 265 129 1PV Gateway Address:
Login Timeoutis): 14400 Device Name: SV
Contact Name: Device Location:

Contact information:

Figure 5-23: management vlan.

ONVIF Global IP-Camera Information NVR Information

I IP-Camera Infonmation

Port IP Address Model Location
3 192.168.100.253 IPC-HFW4E31M-11 couniryichina
) 192.168.100.251 IPC-HPW4E31M-11 countriching
Figure 5-24: ip-camera information.
ONVIF Global IP-Camera Information HVR Information

I NVR Infommation

Port IP Address IP-Camera Numbs

2

192 168.100.230

£

Figure 5-25: nvr information.
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Step4: Configure the VLAN ID

Current User:admin

USER MANUAL SWG 24 L2

System Home. ONVIF Global IP-Camera Information NVR Information

Quick Configuration
Manage vian fa enabie ONVIF 1a use
2 1o enable ONVIF when (GNP SHE or MLD SNF is enabled

+ Port Management
| onvie siova sertings

LAN Management

VLAN Management Globel Stala [ o ]
Vaics VLAN VLAN [0 (2-4004 e
Surveillance VLAN VLAN Cos =
ONVIF Discover Part (854 102585535 =]

4+ Fauhtf Satety Tiap Stalp L O ]

+ Systsm Management

Figure 5-26: onvif global.

Steps: Configure the port number used by the onvif protocol, The default is 554.

System Home ONVIF Global IP-Camera Information NVR information

Quick Configuration
Hote: 1. Manage ylan 0 enable ONVIF 10 usa
2. Unsble fo ensble OHVIF when IGHIF SNF or MLD SNP is ensbled
+ Port Managsment

T | on Gioai seins

VLAN Management

Global Siate [ on )
Voice VLAN VLAN 1D (2-4094) z
Surveillance VLAN VLAN CoS g
ONVIF Discover Porl (354.1025-65535 e
+ Fault/ Safety Trap State L oF ]

+ System Management

View IP-Camera information.

Click on the navigation bar "VLAN Management' "ONVIF" " IP-Camera Information” to view the IP-Camera

information:

System Home ONVIF Global IP-Camera Information NVR Information

k i i
Quick Configuration I IP-Camera Information

+ Port Management

Port IP Address Model Location Manufacturer
= VLAN Management 3 152.168.100.253 IPC-HFW4631M-11 countryichina Dahua
VLAN Management 4 192.168.100.251 IPC-HFW4631M-11 couniryichina Dahua

Voice VLAN
Surveillanca VLAN
ONVIF

<+ Fault / Safety

<+ System Management

Figure 5-27: IP-Camera information.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain)
Phone: +34935839543 - info@ek.plus - www.ek.plus

Traffic Description Throughput
948.00M 4.00M
1072.00M 4.00M

First Previous [1] Next Las{t 1Page

50


mailto:info@ek.plus
http://www.ek.plus/

=) "@ EKSELANS BY ITS USER MANUAL SWG 24 L2

View Nvr information information.

Click on the navigation bar "VLAN Management' "ONVIF" ' NVR infromation® to view the switch NVR
information:

System Home ONVIF Global IP-Camera Information NVR Information

Quick Configuration I NVR Information

+ Port Management Port 1P Address

IP-Camera Numbe Throughput Group Description
— VLAN Management 2 192.168.100.250 2 2.00M 1
VLAN Management First Previous [1] Next L,;i. 1Page

Voice VLAN
Surveillance VLAN
ONVIF

+ Fault / Safety

+ System Management

Figure 5-28: NVR information.

Fault / safety.
ATTACK PREVENTION.

VIEW ARP CONFIGURATION.

Click the "Fault/Safety" "Attack Prevention " "ARP Inspection " to check the current switches has been
configured for ARP information, this feature is turned off by default.

System Home ARP Inspection Port Security DHCP Snooping CPU Guard

Quick Configuration ]

+ Port Management

+ VLAN Management

Disable
DDOS Protection

Laapback Detecton

IEEE 802.1X

+ System Management
+ Qos

Figure 6-1. View port ARP Inspection information.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Vallés - Barcelona (Spain) 51

Phone: +34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

=1"@ EKSELANS BY ITS

ARP INSPECTION FUNCTION.
In the ARP Inspection configuration, enable this function and then selected a port to configure some
parameters Click the "Apply" button to complete the configuration.

System Home ARP Inspection Fort Security
Quick Configuration ==

+ Port Management —

+ VLAN Management

DHCP Snooping CPU Guard

;. To prolict netiork r850uICes, e ARP Spoufing functon wil ock ilegal ARP messages and prewsnt ARP food sflacks,
ection: This lealure can be u5ed ta protect equipment ram ARP aftacks

~ Fault/ Safety —
I ! @I ) Afer snabing ARP Inspechon. you can seiedt rusted ports
Attack Prevantion

Path Detection Select a port fo configure

Purt Emor Disable

DDOS Pratection

Loapback Dataction 7

[EISIEENENE NN NNy Ny |
[

eIy Ll
W 10 12 14 16 16 20 2 24 2 28

STR

Access Contal
Rate Limit:| Ensbied

§] Optional pot i Ficed port §ip Selcied port {T7Aggregaton por Selectal Select il others. Cancel

Rate Packet Limit: 50 §1-50 pesy

USER MANUAL SWG 24 L2

IGMP Trust Status: | Enabd v Validate: ¥DSIMAC  #F #EScMAC
o Oestmation MAC Check: Enabled - Source MAC Check: Enabled v
IEEE B021X 1P Check: | Enatied B ABow Zeros: | Enabled .
pen
+ System Management
| state of e aRp table
+ Qos
Port. Trust Status. Rate (pps) Source MAC Check Destination MAC Check: P Check: Allow Zeros Edit
+ EEE
1 Unirusted Nane Disabled Disatied Disabied Disatied 7
2 Unirusted Nans Disabied Disatind Oisabied Disatied s
I ) Trusted 50 Enatied Enabied Enatied Enatied >
‘. untrusted nang Dfatien Oisanied Danied Oisamied
s unustes nang Diatiea Disaties Diaied Disamie ,
5 unrustea nane Distiea Disatiea Disaied Disanie z
7 Untrustea Hane Daatiea Disatiea Disatied Disatie »

System Home ARP Inspection Port Security

Quick Configuration I [

+ Port Description:

Figure 6-2: ARP Inspection configuration.

192.168.2.10 says

Settings saved!

DHCP Snooping cPu

resources. the ARP Sposting function wil biock ilagal ARR messages and prévent ARF Bood allacks

ARP Inspestion: This featura can be used o protect equipment from ARF attacks

 VLAN Management

= Fault Safety
@G ) #er encbing AR Inspecson, you can select usted parts
Anack Preventon
Path Detaction Select a port to configure

Port Error Disabie & s 7 3 1 B 1517
DDOS Protection

. 3 T
Loopback Datection H FERTEE ey

I
BOOOODDROOOOROD
;\?ESBTSUT?QEZ

e

ER

® %

STP

Access Control
Rate Limit: | Enabied

GNP
Trust Status: [ Enatieo

MLD
Destination MAC Chieck: | Disatied
[EEE 802 1 1P Check:  Disabled

o oo |
+ System Management

| | it e o
= QoS

Port Trust statss
Priority Schedule

|-

EEE :
3 Trustad
. Untnstea
5 Untruses

§77 Ontinal pot g Fuea port G Selectod pert T2 Aggregatin pert Select il Sodect ol others. Cancel

. Rate Packet Limit: 50 1:50 pps)
v Validste: ¥DAMAS WP WIScaAC
v Source MAC Check: | Enatied .
v Allaw Zeros: |Enabled .
Rate (pps) Source MAC Check
Mane Disatied
Hang Disablod
s Enabled
Hane Disabled
Hane Disatied

Destination MAC Check

Disadiea

Disabled

Disabled

Disabled

Disabled

P Check

Disatied

Disatiad

Enabled

Disatied

Disaied

Figure 6-3: Change ARP Inspection configure.
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| State ofthe ARP table

Port Trust Status Rate (pps) Source MAC Check Destination MAC Check 1P Check Allow Zeros Edit
1 Untrusted None Disabled Disabled Disabled Disabled i
2 Untrusted None Disabled Disabled Disabled Disabled B
3 Trusted 50 Enabled Disabled Enabled Enabled ZI
4 Untrusted None Disabled Disabled Disabled Disabled B
5 Untrusted None Disabled Disabled Disabled Disabled iz
6 Untrusted None Disabled Disabled Disabled Disabled B
7 Untrusted None Disabled Disabled Disabled Disabled z
B Untrusted None Disabled Disabled Disabled Disabled B
9 Untrusted None Disabled Disabled Disabled Disabled 2
10 Untrusted None Disabled Disabled Disabled Disabled 2

Figure 6-4. Change ARP Inspection configure success.

DISABLE ARP INSPECTION FUNCTION.
In the ARP Inspection configuration table, click the button from on to off to disable the ARP Inspection
and then click the "OK" button to complete the configuration.

192.168.2.10 says

you sure you want 1o disable ARP Inspect

EXSELANS BY |
Curront Usor-admin

System Home ARP Inspection Port Security DHCP Snooping CPU Guah

Quick Configuration | AR® msmcron
* Port Management escription: To protect network resources, the ARF Spaoing hunclion wil biock llegal ARF messages and prevent ARF flood attacks.

ARP Inspection: This leature can be used ta protect equipment from ARP aitacks,

+ VLAN Management

Aftack Pravantion

o anabling ARP Inspecian, you can select trusted parts

Path Detection Select a port 1o configure

T3 5 7 8 M 138150 W N B s
g Sy i i Y i | |
i oooooon

2 14 16 18 2 22 24 2 28

1 ostionsl port GFved port G Sevecied port (T Aggragaton bort Selectall Select all affiers Cancel

Accass Control

IGMP

Rate Limit: | Enabied Rate Packet Limit: 50 1-50 pps|

Trust Status: | Enabled valigate: FDstAC HIF FISiTMAC

e Destination MAC Check:  Disabled . Sourca MAC Check: [ Enabled v

1EEE 021X 1P Chec | Disabled Allow Zeros: | Enabied 0

m 0o ]

Figure 6-5: Disable ARP Inspection function.
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CONFIGURATION PORT SECURITY.
Click the "Fault/Safety" "Attack prevention” "Port Security”, configure the switch port security:

System Home ARP Inspection Port Security DHCP Snooping GPU Guard

Quick Configuration | o secarny

m
* Port Management Scrption: To BROISEt SNk féS0UTCEs, e Por SEcunty MCton wil event MSSciols STSCK I 18k UD 8 1TQE NUTIDST of MAC S0TeSS L5038 Snles. 1 Wil WAIN 300 GSCAID Ihe MESSA08 Wen 816ed I IS Dort MAC nunibe

+ VLAN Management
WEEED Aner enaing Pon Securty, you ¢an Select Yustsd pOrts.

Accsss Contral

GMP
MLD
EEE 8021X
A

+ System Management

Priceity Schaduls

+ EEE

Figure 6-6: Port security configuration.

In the configuration pag, selected one or more ports, enable the admin state and configure the port max
learning address. Finally click "Apply" button.

System Home ARPInspection  Port Security DHCP Snooping CPU Guard
Quick Configuration | ot sty
+ Port Management

Descripiion: To proect netwerk reseurces, e Port Securly fncion wil prevent malicious afack fa lake up a arge numder of WAL address lable eniies f wll war and discard e message when exceed the imiied port MAC number

+ VLAN Management

&I ) Anerencoing iy, you can select tussted porls

Atack Pravantion

Path Detection

Loopback .
st
- Max Learning Address: 255 "
Accass Contro
IGMP
o &3
IEEE 802.1% |
Port List
A
Part Admin State Max Leaming Address Action Edit
+ System Management
Disatied No ki dscand
2 Disabied No imit dcard
Priority Schedule <
Disabied Noimi dscard
+ EEE <
4 Disabisd Notmit dscard
Disabied No it discard
3 Disstéed Noimit dscard 2
Dizavied Noimt ascard ¥
8 Dizaveed Nt ascan 2

Figure 6-7: Port security manual configuration.
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CHANGE PORT SECURITY STATUS.
In the port list, select the port to edit, change some parameters or disable the port security and click the
button of "Apply".

System Home
Quick Configuration
+ Port Management
+ VLAN Management
Attack Prevention
Path Detaction
Port Enror Disable
DDOS Protection
Loogback Detection
stP
Accass Control
GMP
ML
EEE 802 1%
Asa
+ System Management
Priarity Schedue

+ EEE

ARP Inspection Port Security DHCP Snaoping

| ot sacuriy

on: To protsct network rasources, the Fort Secuty function wil pravart miakious attSck 10 take up & 19 nUTIDSr of MAC $00733 tabis eninss. It wil wam and dscand the massags whin exosed the imited port MAC numbsr

QI ) e st ot Sacurty, v can st i o

Select a port to configure:

CPU Guard

il Fived port R Seiected port (1] Agos

Adienin $tate: [ Disabisd 1

| ponime

Figure 6-8: Change port security status.

port Selectall Seect all othors Cancel

Max Loamin

Aamin state

Disadiea

Disabled

Enalad

Enstisd

Enstied

Disaniea
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VIEW DHCP snooping CONFIGURATION.
Click the "Fault/Safety" "Attack prevention” 'DHCP snooping’, the configuration information show the
anti DHCP attack:

+ Port Management

+ VLAN Management

Port Property Binding List

Select a port to configure:

Trust state: | Do Not Modty - Option82 State: | Do Not Modty

Action: | Do Not Modty

pont Trust Status Ontions2 state Action Edit

Figure 6-g: View anti DHCP snooping configuration information.
Display refresh configuration information.

OPEN DHCP snooping FUNCTION.

Click on a "Fault/Safety” "DHCP Snooping "click the button
snooping:

to open the DHCP

ARPInspection  PortSecurty  DHCP Snocping  CPU Guard
-
Quick Configuration | oo snocpnn
+ Port Management Description: DHCP sngaping wil iter unfrusted DHCP messages.

+ VLAN Managsment R
WEED  Ater enabling DHCP snooping, you can select rusied ports

DOOS Protaction

Laopback Detaction
stP
Access Contral
1GNP
W
IEEE B02.1X
Ana
+ System Management
Priarty Schegule

+EEE

Figure 6-10: Activation of DHCP snooping function.
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SET THE PORT TO DHCP SNOOPING TRUSTED PORT.

In the trusted port list, select the port that needs to be disabled to prevent DHCP attacks, and click the
"Apply” button and enable option82 function

Ek G

System Home ARP Inspection Port Securtty DHCP Snooping CPU Guard
Quick Gonfiguration

+ Port Managemaent Descrip DHCP 5nooping wil e

+ VLAN Management
on ] Aer enaing DHCP snoaping. yo

| ot st

VLAN: [i-408¢ 14084
Remota I0: 163 chars) (Kaep amaty o set detault)
Part Property Binding List Option82 Circuit ID

1GMP

WD

IEEE 802 1X

£ ootionst port {8 P pory G Seiected part {73 Aaregaton part Sebectall Sedect all athars Cancal
+ System Management

I Trust state: [ Trusten v Optonaz sate: [Enabiea
Action: [Drop
Prioeiy Schod: [ vt
+ EEE

Bon Trust status optionnz stte Action e
unistea Disaviea oo Z

2 uninsten Dissba arop 2

3 Truste Enaties o 2
Uninzted Dsaied trop 2
unisted Disstisg Y

Figure 6-11. Disable anti-illegal DHCP server functions and enable option 82.
The activation of anti DHCP attack function, is the port setting for trust status.

Disable - preventing DHCP attack, is set to a non-trusted state port.
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Configure CID information.
Click the "option82 circuit id" button, configure the CID information:

Port Property Binding List Options2 Circult ID
Selecta port o configure:
9 1 1315 17 18 2 D oy
o |
S

% ®

[RLE Uy L A
4 8 & 10 12 14 1

2 o
1" Optional port B Fixed port G Selected port 77 Agregation port Select all Select all others Cancel
VLAN: 1 1-4094) Circuit 1D: 2021, 0611, 1111 63 chars)
Port VLAN Circuit 1D Edit
2 1 20210611 1111 %X
First Previous [1] Next Lastt 1Page

Figure 6-12; CID information.

OFF DHCP snooping FUNCTION.
Click the "ON" button, will prevent the DHCP attack function off:

EXSELANS you want tc
: u

System Home ARP Inspection Port Security DHCP Snooping CPU G
Juick Configuratio

= gison | orce sacoping
+ Port Management t DHCP &0 1 fiter untrustad DHCF messs
+ VLAN Management

anabing DHCP sno0png, you can select frusted ports
Atack Prevention | Grobat setungs
Path Detection VLAN: i~ 14004
Remots 10 ars) (Koap empty o 5ot detauit

Port Property Binding List Option82 Circuit ID

Selact a port to configure:

§7ptona! ot G0 Fixed port 8 Selected port [17 Aoregation port Select al Selectall others. Cancel
+ System Management
Trust state:| Do Not Moddy L] Option82 State: | Do Not Modty
+Qos
Action: Do Not Mody

+ EEE m

Figure 6-13: Off DHCP snooping
function.
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CPU GUARD.
Click the "Fault/Safety" "Attack prevention” "CPU Guard’, the configuration information show the CPU
guard.

USER MANUAL SWG 24 L2

System Home ARP Inspection Port Security DHCP Snooping CPU Guard
Quick Configuration T
+ Port Management seription: To Configure each lype of message bandwidin can nnibil righ rate of atack packets in nelwork

+ VLAN Management
Cpu Port Bandwidih (§4.500): 500

! Cpu Protect Manage Bandwidth (1.500); 500
o Cpu Protect Route Bandwidth (1.500); 200
Path Detect

alh Detection Cpu Protect Protocol Bandwidth [1.500): 808

tor Disable m

DDOS Protsction

Loopback Detaction

EEE 802 1X

AAA
+ System Management
+ QoS

+ EEE

Figure 6-14: CPU Guard information.

Change CPU guard configuration:

System Home ARF Inspection Port Security DHCP Snooping CPU Guak
Quick Configuration | crucuma
+ Port Management scription: Ta Configurs each type of message bandwieh can inhibil igh rate o aack packets in network

“ VLAN Management
Cpu Port Bandwidth (64-500); 400
- Cpu Protect Manage Bandwidth (1.500); 400
[ BT Cpu Protect Raute Bandwidth (1.500): |10
Fath Detection Cpu Protect Protocol Bandwidth [1-500); {400
Fort Error Disable
Apply
DDOS Protection
Loapback Detection
sTP
Access Conrol
1P
Mo
IEEE 802 1X
s
+ System Management
+ QoS

+EEE

Figure 6-15: Change CPU Guard configuration.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain)

Phone: +34935839543 - info@ek.plus -

www.ek.plus

59


mailto:info@ek.plus
http://www.ek.plus/

=) "@ EKSELANS BY ITS USER MANUAL SWG 24 L2

Path detection.

Path /Tracert detection.
Click the "Fault/Safety” "path Detection” or “Tracert detection” can view the Path Detection configuration:

Current User:agmin

System Home Ping Detaction Tracer

Quick Configuration
dion: Use e ping funclic

+ Port Management
+ VLAN Management Start Test

-F Test Results

Anack Preventian

iuP
wo
EEE 302 1%
A
+ System Management
+ QoS

+ EEE

Figure 6-16: Path detection information.

+ Port Management

+ VLAN Management

Attack Prevention

Path Detection

1GMP

MLD
IEEE 802 1X
AMA

+ System Management
+ QoS
+ EEE

Figure 6-17: Tracert detection information.
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Cable Detection.

Click the "Fault/Safety” "path Detection" “Cable Detection” can view the Cable Detection configuration:

System Home
Guick Configuration

+ Port Management
+ VLAN Management

Attack Prevention

Path Detaction

Part Error Disable

‘Access Conral

ioup
Wio
EEE 802 1X
A,
+ System Management
+ QoS
+EEE

Ping Detection

Tracert Detection Canle Detection

Pleass select the port 1o detect!

2

Optonal part i Fived port i Selected port £1] Aggrogation port  Selact all Select allofbers. Cancel

| e s

Pont Test Result ‘Cable Fault Distance meters)

Figure 6-18: Cable detection information.

The cable detection only selected one port:

e CEVE

System Home

Quick Configuration
+ Port Management

+ VLAN Management

Fath D
Port Error Disabla
DOOS Protection
Loapback Detection

sTp

s Control
IGMP
L]
IEEE 802.1X
Ada

+ System Management

+ QoS

+ EEE

Ping Detection Tracart Datection Cable Detection

Plasss select e port 10 detect!

]

7 8 N1 = 2
Epaiaiwininininiaiel | |
00

B0 2 1 %6 18 20

fect all Seloct all others Cancel

§Cotioral port R Fod port R Swinctod purt {17 Aggrogaton port Soi

] ostct
ol Fat D

Test Result

Figure 6-19: Port cable detection result.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain)
Phone: +34935839543 - info@ek.plus - www.ek.plus

61


mailto:info@ek.plus
http://www.ek.plus/

=) "@ EKSELANS BY ITS USER MANUAL SWG 24 L2

DDOS PROTECTION.
Click the "Fault/Safety” "DDOS Protection” can view the DDOS protection configuration:

ERSELANS Y |
Current Usor-admin

Part Erfor Disable

Exror Disablo Automatic Recavery Configusation

+ Port Management

+ VLAN Management

port Error Dissble Resson Time Left
Loapback Detection D Retresh First Pravious (1] Mest Last) 1P
Bt
ontrol
1GMP
MLD
IEEE 802 1X
Asa

+ System Management
+ QoS

Figure 6-20: DDOS Protection information.

Selected dos type to prevent multiple computers from sending attack packets.

DDOS Protection

Das Type Selection: @ Land Altack IPing Dealh Aack TGP Hull Scan

#TCP Xmasean TCF SYNFIN TCP SYN Sic Port Less 1024

+ Port Management

+ VLAN Management

Path Detor

Fort Exror Disable
DDOS Pratection
Lospback Detection
st
Accsss Contol
iaMP
wo
IEEE 8021
A

+ System Management

+ QoS

+ EEE

Figure 6-21; selected dos type.
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Loop detection
Click the "Fault/Safety” "loop detection” can view the current loop detection configuration:

System Home
Queck Configuration
+ Port Management

+ VLAN Management

Fort Error D
DDOS Pratection
Looghack Detsetion
stP
Access Control
oGP
MLD
EEE 802 1X
ArA

+ System Management

+ QoS

+ EEE

Choose the port to configure.
Selected one or more ports to change the loopback detection status:

System Home
Quick Configuration
+ Port Management

+ VLAN Management

DDOS Protection

Loopback Detection
stP
Accass Control
GMP
MLD
EEE 802 1X
ana
+ System Management

+ QoS

+ EEE

Laopback Detection

Loopback Detection: (LD

Time intarval (1-32767): 10 s

Select a part to configure

(g
misisisininin]
LI LI LI

Y% 8 W i3 i s 08

5 7 18 21 2 28 a1

H

§3 Oponal port g Fived port g Selected port T3 Aggregaton port Select all Select allathers Cancel

St Dated
[rere——
For

1

Figure 6-22; View loopback detection configuration information.

Loopback Datection

Loopback Detaction: (S

Tme Interval (1-32767):10

Select a port to configure:

Laopback Detection State
Enabled

Enabled

Enablod
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Enabled

IR

K1 ) ERERE i R TR
e =3 iy e S S
= s nisisi=isisisnisiml=

§73 Opticnsi pot g Fuecport g e
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Port
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Figure 6-24: configure ports parameter.
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Click "Edit" button, change the port status:

System Home
Quick Configuration
+ Port Management
+ VLAN Management
— Fault/ Safety
Altack Fravantion
Path Detsction
Port Errar Disable
DDOS Protaction
Loopback Dateciion
s1P
Access Control
GlP
LD
EEE 8021X
A
+ System Management
+ QoS
+EEE

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C

=1"@ EKSELANS BY ITS

Loopback Detection

Loopback Detoction: (EEIIN

Time Interval (1.32767): 10 £
1 5 7 9 1 3 15 17 9 21 28 25 7
SEAAASSEEAAAAA0
SRR

{"30ptonal port g Feed port e Selectad poet {73 Aggragation port Selsct sl Selsctailcthars Cancel

State: | Disabled v

| oo et et
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Figure 6-25: change the port configure.
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Click the "Fault/Safety” "'STP" "STP Global" can view the current STP global configuration:

£ R

System Home

Cuick Configuration
+ Port Management

+ VLAN Management

Loopback Oetection
sTP
Access Control
1GMP
MO
IEEE §02.1X
A
+ System Management

+ QoS

+ EEE

Current User:admin
STP Global STP Port Settings

] s v st e

Spanning Tree State

i

=
| oo set

bodu St Fioodng ¥ [ 2oy |
[ Sttt

Spanning Tros Mods [ 2oy |
==

RSTF
SITP New Root Trap W OFF )
[oF )

STP Topelogy Change Trap

] oo g vt

Root Forward Delay 15 4-30) m
Hello Time z 10 [ pew |
Root Port

Figure 6-26: STP Global view.

ENABLE STP function.
Enbale STP global state and configuration mode and traps.

Notice:
1,

2.

1\When the loopback detection and STP functions are mutually exclusive,

2LLDP PDU FLooding enabled prevents executing mstp enable.

System Home

STP Global STP Port Settings

Quick Canfiguration | sounaing Tro saus s

+ Port Management

+ YLAN Management

Path Detzction

Port Error Cisable
DOOS Protection
Loopback Datectio
TP
Access Control
1oup
MLD
IEEE 802 1X
Ana

+ System Management

+ QoS

+ EEE

[ spanning tree saie

| soonin e wove s
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$TP ew Root Tran -
-

STP Topology Change Trap

| prioriy
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Figure 6-27: enable STP change mode and traps.
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ENABLE LOOPBACK DETECTION.
Enable the loopback detection and configuration some parameters, click” Apply” button:

EnsELANS b
Current User-admin

Loopback Detaction

System Home
Quick Configuration TR
g Looptack Detection: (S

Time Interval {1.32767}: 52 o

+ Port Management
PP —

EIEL a port 1o conigure:

N
Attack Prevention NN WA
e iaininieiwiwiwiwiwiwim|m
Path Detection 158 8 0 L L S e s e s 8 I
P Erroe Disable i i DR RBBEBNEBD
DDOS Pretection 3 Optonal part g Fised port i Selocied port {17 Aggrogation pod  Solect il Solect ailathers. Cancel
Loopback Detection
s State: [ Disatied v
Access Control m
i6up
| voomoscr oascton ot
o
J— port Loopback Dotaction State Result Ean
AAA 1 Enablad Norma! 7
+ System Management 2 Enatind Normal a
+Qo8 3 Enatiod - 7
s Enatioa Noema
+ EEE Z
s Enatiea Nomma 7
o Enatiea Norm =Y
Enatiaa Norm ;
' Enabiag Norma
f Enaties Norma
" Enaties Norm ;

STP PORT SETTINGS.
Selected port to configuration STP.

ExsELANS
Curront Usarzagmin

Log Out
System Home STF Glabal STF Port Settings.
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+ Port Management Select & PO 10 CORTUre:
T 3 5 7 0 0BG W a8 s
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Figure 6-28: selected port to configuration STP.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain) 66
Phone: +34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

=1"@ EKSELANS BY ITS

Access control
VIEW ACCESS CONTROL LIST.

USER MANUAL SWG 24 L2

Click the "Fault/Safety” "Access Control” you can view the configuration information of the access

control list:

Quick Configuration

System Home ACL  AppiyAcL

95 10 SDECINC MESOUTCES WIIE LIOCKI] O By UNWATTANIED MEMDE 10 FSSCN NETWOTK T450UTCES.

aeys
“+ Port Management
' oquivalant b st match

“+ VLAN Management ihe rules for tne host. The ma

| Dispiaying act connguration

No. Action Protecol Source IFMAC Source Mask Source Port Destination IPMAC
Part Error Disable

DDOS Protection
Lonpback Deteclian
st

‘Access Control
IGMP

MLD

IEEE 802 1X

ABA

+ System Management

+ces =

+ EEE

Figure 6-29: Access control list.
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INCREASE THE STANDARD IP ACCESS RULES.
Click "ACL rules New', in the pop-up dialog box, select "standard IPV4 ACL Configuration”, in the list of
ID:0, ID:0 ACE, rules to allow. IP address is: any source IP address. Click "Apply" to complete the new

rules:

on
+ Port Management ACL Rules =
Selact Contguraton Type APACL v

+ VLAN Management

Rules

P Adores

Access Control

1GMP
M
IEEE 802 1X

+ System Management

+ QoS

+ EEE

Figure 6-30: Configuration standard IP access control list.

INCREASE THE EXTENDED IP ACCESS RULE.
Click "ACL rules New", in the pop-up dialog box, select 'Expand IPV4 ACL Configuration’, in the list of
ACE, ID:0 ID:10, rules for "Permit’. Agreement: TCP, source IP address: any source IP address; purpose IP

address: any destination IP address, click "Apply” to complete the new:

P Pon e Newaclwwe &I

+ VLAN Management

Figure 6-31: Configuration standard IP access control list.
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INCREASING EXPAND MAC ACCESS RULES.
Click “New ACL rules’, select "Configuration Expand MAC ACL" in the pop-up window, inlist ID : 20
, ACEID : 0, Rules 'Deny’. Source MAC address : 0088.9999.999A

Destination MAC address is the random MAC, MAC protocol type : 0x0086, After the configuration is
complete, click "Apply” :

ACL Rules L
Select Contgurstion Type: [Configuration Expand MAC ACL v

Expand MAC ACL 20

ACEID: ACEQ

Ferm

Loopback Detection

stP

Access Control

IGMP

MLD

£EE 802 1X

+ System Management

+ QoS

+ EEE

Figure 6-32: Configuration extended MAC access control list.
Configuration instructions.
ACE ID is an optional rule. Do not fill: the default is 0.

The extended IP protocol access control list, type: TCP, UDP, IP.
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MODIFY CONFIGURATION.

Rules for modifying port applications

Select the rules to be replaced, click* “ *, enter the modified ACL rules page, the rules are: "Deny", click

‘Apply”

System Home acL Apply ACL
Quick Configuration
+ Port Management

+ VLAN Management

+ System Management
+ Qos
+ EEE

Configuration instructions

The modified extended MAC and extended IP for the same operation.

DELETE RULE.

ustio
ACEID: A

ks Bany
1P Agaress ® iy source IP acdress

‘Spacily he P sdaress

USER MANUAL SWG 24 L2

Figure 6-33: To modify the ACL rule.

To delete the rule, click "X" to delete the current list of ACE under a ACL rule:

System Home AcL Apply ACL

Quick Configuration

+ Port Management

+ VLAN Management 2 vinsn cor ;
I I New ACL Rules.

[

Anack Prevention

Path Detection "o Action Protocol
Port Eror Disable

parmt

IEEE 802 1X
An
+ System Management

+ 008 =

+ EEE

Source IPMAC Source Mask

5 10 reaeh network resources

Source Port

Destmation IPMAC

Figure 6-34: Delete rules.
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Remove all of the ACE rule table under ACL, click 'Delete”:

8 AMAMPAS 10 T8eh NENNONK 1S0UTEeS.

+ VLAN Management 118 ACL D308 Wi ba Smoty I mazk 5 0.0.0.0, 5 rSDrasant s ke for he 3ny: And the Mmask opon In T ACL Dag8 Wl b any.

P Action Protocol Source IPMAC Source Mask Source Port Destination IPMAC Destination Mask Destination Port Eait

Part Error Disable
DDOS Protection o pemit =y o T
Loopback Datection

sTP

Access Control

1GMP

MLD

IEEE 8021X

+ System Management
+ s

+ EEE

Figure 6-35: Delete ACL rules.
Configuration instructions.

Delete - after the success of the kneeling in port configuration table deleted together.
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VIEW APPLICATION ACL.
"Apply"->'Access Control'->"Fault/Safety" ACL:

The configuration information and click on the "Fault/Safety" "Access Control" "Apply ACL" can view
access control using ACL:

System Home acL Apply ACL
Quick Configuration

+ Port Management

+ VLAN Management

Aftack Pravandion

Path Detection
Pont Error Disable

DDOS Prataction

Loopback Detection

sTP

Accass Conlrol

1BMP m

MLD

IEEE 802 1X
Port Eait

%A acL
+ System Management Standard 1P ACLO

+ QoS
+ EEE

Figure 6-36: View application ACL rules.

INCREASED APPLICATION ACL.

‘Apply”

Select the rules that need to be applied, then select the port of application, click "Apply” to complete
the configuration:

System Home AcL Apply ACL

Quick Canfiguration

+ Port Management
“+ VLAN Management

LIS O A A e
7 7 6 8 10 02 14 U6 i M 32 3 BB

st §0uson port G Fived oot R Seisctsdoort [T] Aamredssonport Selecta Saect al othars Cancal

Access Control

&3

MLD
|EEE 802 1%
anA acL

| nex

+ System Management Standard IF ACLD
+ Qes

+ EEE

Figure 6-37: Add applications ACL.
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DELETE APPLICATION ACL.
rule on the right side, cancel the application of the rules in the port:

Click to delete the application

Current useraamin

System Home acL Apply ACL

Quick Configuration

Notice: ACLs

+ Port Management

+ VLAN Management GIEML TR

Please select the ACL lst: Standard IF ACLD

Select a part to configure

7 0ptional port i Fived port §F Sesected port [T Agaragation por

Accass Control

1GMP m

MLD
[ ace

IEEE 802 1%
s
+ System Management
First P [1] Next Lastl

+ QoS

+EEE

Figure 6-38: Delete application ACL.
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IGMP Snooping.

VIEW IGMP SNOOPING CONFIGURATION.
Click the "Fault/Safety” "IGMP Snooping” to check the current switch configured multicast monitoring

information:

System Home Router Port Group Address Filtering Statistics

Quick Configuration

+ Port Management
+ VLAN Management
~F @EGED) Eravie or cisanie me mullicast stenar, when ensbied, M stabe routing pert can be set

IGMP Immediate Leave

i

IGMP

ML

EEE 802 1X

A
+ System Management
+ QoS

+ EEE

Figure 6-39: View Snooping IGMP configuration information.
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ACTION MULTICAST LISTENER FUNCTION.
Click the "Fault/Safety" 'IGMP Snooping”, click "Off" button to activate the multicast monitoring function:

+ System Management

+ QoS

+ EEE

Figure 6-40: Open multicast listener configuration.
The default multicast listener IGMP Snooping) did not open.
The default on multicast listener (IGMP Snooping), all VLAN are open.
The default version of V2 - IGMP.,

DISABLE MULTICAST LISTENNER FUNCTION.
Click the "Fault/Safety" "IGMP Snooping’, click "ON" button to disable multicast monitoring function:

+ Port Management

+ VLAN Management

| 1588 ummecite Lenve

| e versin seecion

IGMP Version 1GMP_V2

+ System Management
+ QoS

+ EEE

Figure 6-41. Closed multicast listener function operation.
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CONFIGURATION MULTICAST ROUTING.
Select VLAN, click "Router Port Add" button, to configure the multicast routing in the port panel:

vLAN: (111

Add Routing Part
sTP

ess Control | Multicast Member port

DDOS Protection

Loopback Detection

1GMP VLAN Port Status.
Mo
i s s x
EEE 802 1
asn
+ System Management
+ QoS

+EEE

Figure 6-42: Configuration of multicast routing.
Multicast routing configuration steps are as follows:
Step1 In the port panel to select multicast listener routing port.
step2: Select VLAN.
Step3: Click on the "Add Router Port” button to complete the configuration.
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IGMP VERSION.
Click the "Fault/Safety" "IGMP Snooping’, set the IGMP version of the page:

System Home Property Throttiing Rauter Port Group Address Filtering statistics
Cuiick Configuration

ick Configurato IGMP Snooping
+ Port Management Nole: 1. INtSmet Grou ManEgement Pratocol | GAP) ENGOping i & ES1LTE I3l BIWE & EWEh 10 SOrWEd MUBCASE NEC AEENtl on e Swicn.

2.1GMP Snocping ¢
+ VLAN Management &

—F ) Enave or disavie e

[ o i e

W@ Ersvie ordissbie he giobsi mmediat iave

DDOS Pro
Locpback Dutscion | 1M Varion Sfacien
sTR

Access Contro
1GMP

MLD

IEEE 802 1X
AAA

+ System Management
+Qos

+ EEE

Figure 6-43: Configuration IGMP version.
IGMP version configuration steps are as follows:
Step1: Select the required version number.

step2: Click the "Apply" button to complete the configuration.

VIEW MLD CONFIGURATION.
Click the "Fault/Safety” "IGMP Snooping” to check the current switch configured multicast monitoring
information:

Property Throttling Router Port Group Address Filtering staustics

Confguraton | | uy sacoping

+ Port Management o can a1 fllgondy o e swAch

+ VLAN Management

MD
EEE 802 1X

+ System Management
+ QoS

+ EEE

Figure 6-44: View MLD configuration information.
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ACTIVE MULTICAST LISTENER FUNCTION.
Click the "Fault/Safety” "MLD", click "Off" button to activate the multicast monitoring function:

wo

IEEE 8021X

+ System Management

Figure 6-45. Open multicast listener configuration.
The default multicast listener (MLD) did not open.
The default on multicast listener (MLD), all VLAN are open.
The default version of V1 - MLD.

DISABLE MULTICAST LISTENER FUNCTION.
Click the "Fault/Safety” 'IGMP Snooping’, click "ON" button to disable multicast monitoring function:

Figure 6-46. Closed multicast listener function operation.
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CONFIGURATION MULTICAST ROUTING.
Select VLAN, click "Router Port Add" button, to configure the multicast routing in the port panel:

Property Threttling Reuter Port Group Address Filtering Stausties

routng part can be sst.
s can b removed mancally. Dynamic (ouling ors wal b remaved INraugh ging

R
pewiwaw] - Jwimiwiwiw ey |
PPEPEEEEEEERET

E 10 12 14

7 0tonsl port 8 Fived oort R Selcted port {72 A00reqation port Select il Sebect allothers Cancel

VLAN: (i
‘Add Routing Port
| 1umcast emver por
il VLAN Post Status
LI m 0 Static x
IEEE 802.1X
", . Fa

+ System Management
+ QoS

+ EEE

Figure 6-47. Configuration of multicast routing.
Mullticast routing configuration steps are as follows:
Step1: In the port panel to select multicast listener routing port.

Step2: Select VLAN,
Step3: Click on the "Add Router Port” button to complete the configuration.
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IEEE 802.1X.
IEEE 802.1Xis a port-based authentication protocol, is a method and strategy for authenticating users.

Configure the PC 192.168.2.145, and connect with switch by Gi 0/2

Configure the radius sever 192.168.2.100, and connect with switch by Gi 0/1

Click ON "Fault / safety’ "IEEE 802.1X".

Y exseanson o
Current User:admn

System Home IEEE 802.1X

Quick C: ratior
Quick Confiuration | e sua X oba Sting

+ Port Management o
WEED Enavie or diszble the (EEE 802 111 you want tnis Runcton 1o take efiect piease confgure e 802 1X server of RADIUS fest

+ VLAN Management
Altack Prevention

Path Detection

IEEE 802.1X

ArA
+ System Management
+ QoS

+ EEE

Figure 6-48; [EEE 802.1X.

Click to OPEN.

System Home

Cick Gonfiguration IEEE 021X Giobai Setiing
secE— m : :
{ disabie the IEEE 802 13 fyou want s uncio o take efect please corfigure fhe 832 1X server of RADIUS first

IEEE 802.1X

+ VLAN Management
| reee 0z4x Sottna

Saiect a port to configure:

DDOS Protection

Loopback Detectian $30ptons! pont [0 Fovec part i Seected port TT2Agaregston port  Selectall Sedect ail omers Cancel
sw® 802.1X Authentication:  Enabled B Host Mods: Muli-auh
Accass Contrl Port Cantrot: Disabled
mLD
IEEE 802 1X Port B02.1X Authentication Host Mose Port Control Eait
A 1 Dizatled Mut-auth Disatéed
+ System Management 2 Disatied Mt guth Disabied
+ QoS 3 Disatieg Wost-auth Disatiet ,
+ EEE a Dissvieg Disstien z
5 Disatie Disaties
o Disat Disabied 2
1 Disatiad Muit-auih Disabied 2
8 Disatied Mult-auth Disabied
Disaties W auth Disatied

Figure 6-49: Enable IEEE 802.1X.
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Switch config AAA RADIUS server addres:192.168.1.152, Auth Port: 1812, Key:123, type: all.

System Home RADIUS TACACS+ Enable Authentication Login Authentication
Quick Configuration T
+ Port Management Host: 152,165 1152 Auth Port: 1812

Key: 123 (84 chars Prionty: 253
+ VLAN Management
Retry: & 110 Timeaut: 1
- type: | 41
Priority Host 1P Auth Port Ky Retry Timeout e Edit
DDOS Protsction 259 192168 1.182 1812 2 1 t o X
Loopback Detection Frst Frevious [1] Next Lastl 1Fage
sTP
s Control
16MP
WD
IEEE 802 1X
A4

+ System Management
+ Qos

+ EEE

Switch enable 802.1X port Gi 0/9, Port Control: auto, Host Mode: multi-auth.

Systern Home |EEE 802.1X

|t s21x clou seung

+ Port Management

4

Enatle or disable the IEEE 802 1X If you want i funciion 10 taka sffoct please canfigurs tha 802 1X servar of RADIUS frst
+ VLAN Management
| reee snz.1x sotting

Select a port to configure:
Aftack Pravanlion

Path Detection

eiwiwiwr) - Furiwr e i)
Pont Ervor Disable D E : : n n L— r‘)
05 Protection e RO
Loopback Dstaction § Cntionsi ot @ Fived port Y Seiected pur [T] Aggeegatin port Select il Select all others Cancel
sTP B02.1% Authentication: Enabled v Host Mode: Mull-auth
Access Contral Port Control: | Auto
GME m
MLD
IEEE 802 1X Port 202.1X Authentication Host Mode Port Control Edit
ARA 1 Disatieg Mut-auth Dsavied P
+ System Management Disatieo Mut-aun Dsatied 2
+ QoS 3 Ensdied o Disabiea
+EEE s Disatied Mt auth Cisabled
Disabled it ausn Cisabie
Cisaties ut-ausn Cisatied 2
Disabieg ut-auan [ 2
s Disabieo wut-ausn Orsatied 2
Ensdied - suto
1 Disstieo - Disaiea

Figure 6-51. configuration IEEE802.1X.
Tips: The IEEE802.1x function is used with the AAA function.

Auto: It indicates that the initial state of the port is unauthorized. It only allows EAPOL packets to be sent
and received. It does not allow users to access network resources. If the authentication passes, the port
switches to the authorized state, allowing the user to access the network resources. This is also the most
common case.

Force-auth: Indicates that the port is always authorized, allowing users to access network resources
without authorization.
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Force-unit: Indicates that the port is always in an unauthorized state and does not allow the user to
authenticate. The device does not provide authentication services to clients that pass through the port.

Single host: This port can only connect to a host, through authentication can be forwarded for data
packets.

Multi-auth: This port can be connected to the following switches, including a host through the
certification, other hosts can be forwarded data packets.

Multi-host: This port can be connected to the following switches, including a host through the
certification, other host data packets cannot be forwarded, must also have passed authentication.
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AAA.

RADIUS.
Enabled and logged in can use radius authentication.

Configure the PC 192.168.2.145 and connect with switch by Gi 0/2,

Configure the radius sever 192.168.2.100 and connect with switch by Gi 0/1.

Click ON "Fault / safety’ *AAA" ‘RADIUS".

Switch config AAA RADIUS server addres;192.168.2.100, Auth Port:1812, Key:123, type: all.

System Home RADIUS TACACS+ Enable Authentication Login Authentication

Quick Configuration | Raotus sovr

+ Port Management Host: 162 1652 100 Auth Port; [[612
Key: 123 o4 chars Brionty:
+ VLAN Management
Retry: 1119 Timeout
type: Al
Priosity Host 1P Auh Port Key Retry Timeout type Eai

+ System Management
+ QoS

Figure 6-52: configuration radius.
Switch config Method List: Name: test, Method1: RADIUS, Click Apply.

Switch config Enable Authentication: Console: SWG24L2, Telnet: SWG24L2, SSH: SWG24L2Click Apply.

B savecomg
System Home RADIUS TACACS+ Enable Authentication Login Authentication
Quick Configuration ] e s
+ Port Management Name 32 chars Metnod 1:| None
Method 2 v Method 3

+ VLAN Management

Name Sequence Eait

ENABLE &
24 RADIU x
ous 111 Mest Lasdd 2

SSH: [GWE2ALZ . Tonet:[EWGZ4LZ

+ System Management
+ QoS
+ EEE

Figure 6-53: configuration enable authentication
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Switch config Method List: Name: SWG24L2, Method 1. RADIUS, Click Apply.
Switch config Enable Authentication: Console: SWG24L2, Telnet: SWG24L2, SSH: SWG24L2, Click Apply.

System Home RADIUS TACACS+ Enable Authentication Login Authentication
Quick Configuration | wemoa it
+ Port Management Name: (32 chars) wetnoa 1: None
Mathoa 2: [ ens v Metnod 3:  Hons
+ VLAN Management
[ oo |

— Fai

Name Sequence Edit
SWG24L2 RADIUS 2z x
First m 1 LasfL 0
[r—
Aacess Control Ssh:[SWG24L2 v Telnet: [ SWG24L2
IGM m
wo
|EEE 202
AAA

+ System Management
+ QoS

Figure 6-54: configuration login authentication.
TIPS:

1. PCinput right username and password, PC can console, telnet and ssh switch

2. PCinput right password, user can join "# mode”.
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TACACS+.
Enable and Login can use TACACS+ authentication.

Configure the PC 192.168.2.145 and connect with switch by Gi 0/2.

Configure the TACACS+ sever 192.168.2.100 and connect with switch by Gi 0/1.
Click ON "Fault / safety’ 'AAA" “TACACS+".

Switch config AAA TACACS+ server addres:102.168.2.100, Auth Port.49, Key: qwer.

Current User:agmin

Quick Canfiguration | acacs: semer

+ Port Management Host: 192, 163 2 130 Port 48

+ VLAN Management
uuuuuuuu

Figure 6-55: configuration TACACS+.
Switch config Method List: Name: SWG24L2, Method 1: TACACS+ Click Apply.
Switch config Enable Authentication: Console: SWG24L2, Telnet: SWG24L2, SSH: SWG24L2, Click Apply.

System Home RADIUS TACACS+ Enable Authentication Login Authentication
| metnoa wist
+ Port Management Wame: 32 chars Mathod 1. Hone
Mathod 2 Method
+ VLAN Management
Name Sequence et
detault ENABLE 7
™ = 3
¢ Previous [1] Next Lasty
| Enabie Authentication
ssH: [SWazA2 . Telnet: [SWG24L2
- 2o
EEE 602 1%
Ana

+ System Management

+ QoS

Figure 6-56: configuration enable authentication.
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Switch config Method List: Name: SWG24L2, Method 1: TACACS+, Click Apply.
Switch config Enable Authentication: Console: SWG24L2, Telnet: SWG24L2, SSH: SWG24L2, Click Apply.

Syst RADIUS TACACS+ Enable Authentication Login Authentication

OGN | st

+ Port Management Name 32 chars Method 1: [ Nane

Method 2: N . Method 3: | Hor

+ VLAN Management

| Louin Aunertcaton

Access Control ssu: [SWOTAE . Telnet: [SWEZHZ
(] m
Mo
EEE 802 1X
A8A
+ System Management

+ QoS
+ EEE

Figure 6-57: configuration login authentication.
You can successfully open AAA TACACS+ function.
PC input right username and password, PC can console, telnet and ssh switch.

PC input right password, user can join “# mode"
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System management.
System settings

CONFIGURATION BASIC SYSTEM SETTINGS.
Click on the navigation bar "System Management” "System Settings” " Management VLAN' to view the
management address of the current switch configuration information:

System Home Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuraticn

+ Port Management

+ VLAN Management 4. e th 1 bs configured,
MANSQEMENT VAN cannot be disavied.
+ Fault/ Safety

| Basic system settngs

Management VLAN: (EL
Managemant VLAN 10 [ 1 . MAC; 202106110008

System Seftings

DHCP: | Statc Alocaten ¥ 1PV DHCP: | Statc Aloeation v
IP: 192 160,210 Link Local Acaress: (a0, 2221 6. Eall 0754
Subnet Mask: 55256 255.0 18V Adress:
Defouit Gateway: 1% 168.2.1 iPu8 Goteway Address:
Login Timeoutis): 14100 Device Name: 5¥5
Contact Wame: Devics Location,

Contact information:

| e v

Static Raute

+ QoS vLAN " Mask Default Gatewsy Status 1Pva Excuir

92 168210 255,265 255.0 92168 2 tatic
+EEE 1 0 5 192168 stat &

Figure 7-1. basic system settings.
To configure the switch Basic System Settings as follows:
Management VLAN: switch management VLAN ID, the default is 1.
1. Inthe DHCP text box, choose static allocation.

2. Inthe Management IP text box, enter the IP address, such as 192.168.2.10

3. Inthe Subnet Mask text box, enter the subnet mask, such as 255.255.255.0.

4. Inthe Gateway Address text box to enter the gateway address, such as 192.168.2.1.
5. Inthe Device Location text box, enter the Device Location, such as China.

6. In the Contact Name text box, enter the Contact Name, such as john.

7. Inthe Contact Information text box, enter Contact Information, such as 12345678900.

8. Click on "Apply Settings’ button to complete the configuration.
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SYSTEM TIME SYNCHRONIZATION.

+ VLAN Management

+ Fault/ Safety

Basic Systom Settings
Managerment vLAN: (D
Managorment VAN 13: 1
ovce: S ocmen v
e iz 10
Subnet Mask: 255 255 258 0
Detaul Gataway: 1 165 2

Login Timeout(s): (14420

| ocrtace v s

VLAN w

System Time Settings

MAC: [ 011 2008
1P DHCP: [ Statc Alocaton ¥

Link Local Address: [£4a0:: 6221 6E€. fut 26764
1P Address.

i Gaioway Addross:
Device Name: 5w

USER MANUAL SWG 24 L2

Defautt Gateway Stats Pvd Excuir

92.168.2.1 Static o

Notica: Tha 5w
ip: The system

The Curment System Time: [013-12-06 00 6,60

Time Setting Mode: ) uto-Sync @ Manusl

Time

chranization servee IP addrass 1o #16 NTF or SNTF seever fram your

‘Tima Zona (1) | (UTC)Cooranated Universal ¥

¢ selectad time 206,

Figure 7-2: System time synchronization.

To configuration system time, You can select NTP or SNTP, enter SNTP/NTP Server IP Address such
as 203.117.180.36(local SNTP/NTP servers or internet SNTP/NTP servers), in the Time Zone (T) text box,
you can choose any time zone you want, such as UTC+08:00

The user can manually configure the device system time.
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System restart.
Click on the navigation bar "System Management’ "System Settings' "'System Restart’ to reboot the
switch:

Qu ratior
To restar th swkch, cick on te restatthe dew
+ Port Management
Restart the device immediately

+ VLAN Management

+ Fault/ Safety

Seftings

Figure 7-6: System Restart
Restart the device, follow these steps:
step1: Click on "Restart the device immediately” button.
step2: Click OK in the box that pops up "OK" button.
step3: Prompted to Apply the current configuration, depending on your need to select "OK" or "Cancel’.

step4: After the restart the progress bar moves to 100%, reboot the device.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain)
Phone: +34935839543 - info@ek.plus - www.ek.plus

89


mailto:info@ek.plus
http://www.ek.plus/

=) "@ EKSELANS BY ITS USER MANUAL SWG 24 L2

Change PassWord.

Click on the navigation bar "System Management’ "System Settings" "change password' to modify the
super user password:

ExsELaNS
Curront Usarzadmin
System Home Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management
Quick Configural
ek | user passwor

+ Port Management e e —

jord, you Musst 1690wt 8nd login sgain. The passward can cely CONLR I8Mers, NUMDECE Snd UNdSrsCores

+ VLAN Management New Pas:

+ Fault / Safety Confim New Passward: -+
BN .. |

Systen Satiings

SNMP
RMON

LLDP Settings
A

+ QoS

+ EEE

Figure 7-7: change password.
Change password follow these steps:
Step1l Enter the new password: admin.
Step2: Confirm new password: admin.
Step3: Click the "Apply” button.
Steps: Pop-up dialog box, click "OK" button.
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System Log.
Click on the navigation bar "'System Management” "System Settings
management interface, you can query the system log, clear the log:

System Log" to enter the log

EXsELANS.
Carrent Userzadmin

System Home intertaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuration
0 n: The system log displays system operating informaton

+ Port Management | ¢, iash Log

+ VLAN Management
QEIIP ) Aner enabiog Fiash Lag, the log ram ik i into hissh, afer isabing Fiash Log, e g wil be recorded. but notwritie to azh

+ Fault/ Safety

e P [sewrcr J cier

System Settings
Log messagss i fie
DHCP Serve

NOJ Timestamp | Category | Severty| Messsge
Firmware Upgrads

11Dec062013010030  SYSTEM| infol INFO_System teine! dsemon is setto ensbied
System Information 2(0ec 06 2013 00,15 51; ACL  infol INFO_ACL st 0_acs_grp is acded

STRI INFO' GigailEarnetié STP priory i set o 128
STR| INEO: GigabitEtharetiy3 STP prioiy & set
sTP| INFO. GigabiEtnermeid STP BOPU uard i 5et 0 True
STRI INFO. GigabitEthernetd3 STP BOPU guai
sTRl ern
SNMP 8i0e< 06 2013 000835 sTR| INFO  GigatilEtharnetd3 STP BOPU guar
9iDec 06 2013 00.08 35/ sTRl INFO' GigabitEthernetdi4 STP BOPU fiter

RMON 10Doc 06 2013 00.08 351 STP| natical INFO. GigabiEtharnetOr3 STP BOPU filler
#1[Dec 06 2013 000835} STP| noticel INFO- GigabtEthamatid STP adge px
LLOP Settings 121Dec 06 2013 00:08:35 STPI  naticsl INFO: GigabiEthemet0r3 STP edge
e ey

Administration

ot found of GigabeEermeldi23, mac b8 97 Safa.cc 17, sender ip 162.168.2 153 and vid 1

+ EEE 23i0ec 05 20 ot found of GiGabeEemet(¥23. mac b8 97 5a fa.cc 17. sender ip 192 168152 and vid 1
24/D0c 05 2013 2340 40 DAl nobes! INFO' DAI P & MAC Mismatch drop because eriry ot found of GegabdEthemelr23, mac b8 97 5a fa.cc 17, sender ip 192,168 152 and v 1 =
25Dec 05 2013 23.40.29 DAY|_notos] INFO" DAI 1 & MAC Mismatch drop because eriry not found of GigabaEthemetr23. mac 56 97 8a:ta cc 17, sender ip 192.168.1 52 and v 1

Figure 7-8: system log.
Log management system WEB page to view the contents of the command line is consistent with the
results of the command show logging; Click "Clear" button to clear the current log information switch.

Log Export.
Click on the navigation bar 'System Management’ "System Settings" ‘Log Export’ to export log
information into the interface, you can export the log information through tftp server.

m Current User:aamin eri og Out

System Home Interfaces VLAN System Restart User Management System Log Log Expert ARP Table MAC Management

Quick Configuration
escription: TH 1 & 109 Upkosd to an extsensl TFTP server

+ Port Management | oo Exvan

 VLAN Management TFTP Server (IP): |182. 165.2 162

+ Fault / Safety e Mame: 1171
System Setings
DHCP Serves
Firrmware Upgrade
Systom Information
Canfiguration Management
Dual Configuration
SNMP
RMON
LLDP Sstings
Adminiswation
Log Server
Static Route

+ QoS
+ EEE

Figure 7-9: Log Export.
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ARP table.
Click on the navigation bar 'System Management” 'System Settings’ "ARP Table' to enter the ARP entry
interface, you can view the ARP information:

nterfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

i ki bajow containg the ARP arres. To cisar the fabis, clck tha ‘Claar ARP Table Enfiss’icon.

+ Port Management Ty
+ VLAN Management » MaC
+ Fault/ Safety 192 1802 152 CO25A5AZEE 6D
— System Management @ Clear ARP Tadle Entres First Previous (1] Nest Lasf
System Setings
DHCP Server

SNMP.

AMON
LLDP Setings
Administation
Log Serve

Static Route
+ QoS

+ EEE

Figure 7-10: ARP message

Click "Clear ARP table entries" button to clear the display ARP information.

MAC management.
MAC ADDRESS LOOKUP

Click the "System Management’ "System Settings” 'MAC Management” can switch MAC address
information query:

System Home Intertaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuration | ctoba seungs

+ Pert Management Aging Time10.630): (303 s

+ VLAN Management =

+ Fault | Safety
| protection sexungs

System Satfings
1 D 1 [=2=]

SHMP.

RMON
LLDP Sstings
Adminlswtion
Log Sewve:

Static Route
+ QoS

Figure 7-11: MAC address lookup display.
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In the MAC address list, which shows the current switch port to learn MAC addresses:
1. User MAC: MAC address of the switch that currently exists is displayed.
2. Port: Displays the source port number of the MAC address.
3. Port Type: There are two types of dynamic and static.
4. VLAN: VLAN ID display value.

You can query the MAC address type: according to the type of query MAC address, Type in the MAC
address MAC check list next to the drop-down box Select: All / static / dynamic.

ADD A STATIC MAC ADDRESS TYPE

1. Use manual binding MAC address Click the "Configure MAC Binding" After, you can configure a
static MAC address type in the MAC address configuration area:

System Home interfaces VLAN System Restart User Managemant System Log Log Export ARP Table MAC Management
Quick Configuration
+ Port Management

Configure MAC Binding

+ VLAN Management
User MAC: 001 M. 7412 farmat 0000,0900 0000)

+ Fault | Safety VLAN ID(1-4094): |1

Figure 7-12: MAC addresses statically bound static configuration.
Statically typed MAC address configuration steps are as follows:
stept: Click the "Configure MAC Binding" button.
step2: In the "User MAC" text box to enter the MAC address, such as 0001.7A4F.74D2.
step3s: In the "VLAN ID" text box to enter the VLLAN ID, such as 1.
step4: Select ports in the port panel.

Steps: Click on "Apply” to complete the configuration.
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2. Use" 9% "pButton binding static MAC address

In the MAC address list, select the MAC address to be bound, click on the left * “& " Button, to achieve
binding:

MAC Management

System Home: Interfaces VLAN System Restart User Management System Log Log Export ARP Table

Quick Canfiguration | it seinas
+ Port Management Aging Time{10.630): 300 soc

+ VLAN Management
Apply

| rotecton semas
o tic MAC: To enhance the safety of important data_ add the MAC addresses of the server and other impartant equipment fo the static MAC address tabie.
System Settings

Firmware Upgrade
Information User MAC Port Port Type VLAN Eait
Coafiguratian Management 001 TA4E 7402 static x
Dual Configuration Izl 5 r—
First Previous (1] Next Lasft Fage

she © Dynamic MAC to Static MAC @ Delete Static MAC
RMON

LLDP Sattings

Administration

Log Server

Stasie Route
+ QoS

+ EEE

Figure 7-13: MAC address of the static binding configuration.
3. Using the "'Dynamic MAC to Static MAC" link Bulk Bind static MAC

In the MAC address list by checking the front of the column you want to bind, "V * check box, click on
the "Dynamic MAC to Static MAC" button to complete the configuration:

System Home Intertaces VLAN Systom Restart  User Management Systemlog  LogExport  ARPTable  MAC Management
Quick Configuration | oo s
+ Port Managemant Aging Time(10.83015 (320 sec

+ VLAN Management [ oo |

+ Fault/ Safety
| protection setunas

- a1 MAC: To Sancs ine Satety Of MpGrtant data, 500 M MAC SOTeS3S3 Of T8 SEIVEr 30 OINST IMBOTANE SGUEMENt 10 8 SISNC MAC S00ress 1a0is.
System Setings

DHCP Server MAC st [ Al BI oniqure MAC Binding Mac search: m MAC count: 3 [ m

Fitmware Upgrate
usermaC Font Fort Type v Ean
10000000 2222 stase x
0001 7A4E T4D2 statc 1 x
. €025 ASA2 EEBE 1 Dynamic oo
1

@ Dattestac A st Pevous 1] Nest Lo

Static Route

+ QoS
+ EEE

Figure 7-14: Batch-MAC binding configuration.
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REMOVE THE STATIC MAC ADDRESS TYPE.
1. Single MAC records are deleted.

Select the need to delete the MAC address, click the "X button to delete a static MAC address type:

System Home ntertaces VLAN System Restat  User Management system Log Log Export ARP Table MAC Management
Quick Canfiguration | ool setinss
+ Port Management Aging Time(10830): 0
+ VLAN Management o
+ Fault/ Safety
| protsction ot
— Static MA \ance the satety of importan data, add the MAC addresses of the server and thes important squipment 1o the staic MAC address table.
System Setlings.
DHER S MAC lst: Al QRN covigure MAC Binding e search = MAC count: 3 Clear Dynamic MAC
port Port Type v
state
rrrrr
o ©025 ABA2 EEBE Oyn:
RMON
© Dynamic MAC 10 Static MAC @ Defete Statc MAC
LLDP Setiings
Adrm

+ QoS

+EEE

Figure 7-15: MAC address deletion.

Remove MAC address configuration steps are as follows:

Step1: To delete the selected MAC address.

step2: Click * % " button to delete the configuration.
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1. Batch delete a static MAC address

In the MAC address list by checking the front of the column you want to bind, *V* check box, click

'Delete Static MAC' button:

Jick Configuration | hon s

“+ Part Management

“+ VLAN Management ca

+ Fault/ Safety

Aging Teme(10.630): 300

| Protacon setings

Static MAC: To enhance the safety of impartant data, 50d e MAC addresses of e

MAC ist: A RIl Configure MAC Binding Mac searc:

Firmwars Upgrade

Systam Informai Usar MAC
Confiquration Management = 0003 0000 2222
Dual Configuation @ R TRETH0C

SHMP
o2

+ Qos

+ EEE

Figure 7-16: MAC address batch deletion deletion.

nterfaces VLAN System Restart User Management

RMON
© Dynamic MAC to static Mac| @ Delete Static maC
LLDP Satlings
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DHCP server.
Click on the navigation bar "System Management’

1 SR

USER MANUAL SWG 24 L2

"DHCP Server” to configure the switch dhcp server:

System Home DHCP Server

Quick Gonfiguratior Mote: 1 The DHCP Server can be enabied when AN is enstied

2\Winen the DHCF Cie

+ Port Management

+ VLAN Management DHCP Server Settings

+ Fault/ Safety DHEP server: (AL
1P Adaress: 192 169.2.10
Detout Gateway

DHCP 5o

ool

Client Mask: 2
DNS: BB,
Secondary ONS:

Lease Tims: 1200 120-172600 5
Canfi tanagement

Dual Configuration
SNMP | orce server cuent Lists
RMON

LLOF Settings N 1P Address

Figure 7-5: DHCP server.

DHCP server configuration, follow these steps:

Step1: In the DHCP server, choose to enable.

Step2: In the DHCP client range, configure the server IP.
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Firmware Upgrade.
Click the "System Management” "Firmware Upgrade’ to upgrade the software on the switch:

Firmware Upgrade & Backup

+ Port Management
# VLAN Management

+ Fault/ Safety

Figure 7-17: Switch System Upgrade.
Switch system upgrade steps are as follows:
Step1: Click "Choose File” button to select the switch upgrade file.
step2: Click the "Upgrade” button switch to start the upgrade new software.

step3: When the upgrade progress bar is at 100%, the switch will automatically reboot, completion of
the upgrade is completed.
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System information.

Memory information.
Click on the "System Management” "System Information” "of" the Memory Information into the Memory
Information interface, can view the System Memory Information:

+ Fault | Safety

Figure 7-18: System memory information.

See the WEB page of memory information content consistent with the results show the memory
command command line. Click on the "Clear" button to Clear the current switches in the memory
information; Click on the "Refresh” button to Refresh the current switches in the memory information.
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CPU INFORMATION.
Click on the 'System Management' 'System Information” 'CPU Information’ to enter the CPU
Information interface, can view the System task Information:

System Home Memory Infor CPU Information

Quick Configuration

# PortMonagement | cou armaion

+ VLAN Management m

+ Fault | Safety

RMON

LLDP Satings

+ QoS

+ EEE

Figure 7-19: CPU information.

WEB pages to the content of the system task view consistent with the results show the CPU commands
command line; click on the "Clear” button to remove the current switches in the system; Click on the
'Refresh” button to Refresh the current switches in the system task.
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Configuration management.

Configuration management.
To see the current configuration.

USER MANUAL SWG 24 L2

Click on "System Management” "Configuration Management" "Configuration Management’, and click

the button "View", View the current Configuration information:

System Home Configuration Management Restore the Factory Setings

Quick Canfiguration

+ Port Management

+ VLAN anagement ‘:I

+ Fault/ Safety

I = System Management Current Conniguration *

b Sysiom Version. 27154
| System Mams: SWG 241,

System Setiings 2
| System Up Tane 1 dsys, 3 hours, 0 mins, & secs

cour i 490

o fac® route pRs
cou-protect sub-interface protocol pps 400
TUIT
ret-iogin-sme 14400
wea-izngusgs an
ret nip port 80
TUIVTVRNZQZODKOYT!

username “sdmin” privilege user secre
ian 44 111,222,333 1111 4094
management.vian anabie

i)

i cos & remark
n aging-me 1000

1abie 00 EDBE:DO.00.00 mask FF.FF FF-00.00.00 “JCOM"
1805 00-01 58000000 Mgk FF FF FF-00.00:00 Ccor

Static Route

+ Qos

+ EEE

Figure 7-20: View the current configuration.

Apply the current configuration.

Click on the "System Management" "Configuration Management” "Configuration Management', click
"Apply" button, the running - the content of the config files Applyd to the startup --config file:

System Home Gontqurstion Wanagement | Restorsthe Fockory Settngs
Quick Configuration

cABLOR: Vi, v B 101 e IO RN, IO 8 DOVARY 0 crtu
+ PortManagement | Conrgurnton ansgemes

“+ VLAN Management

+ Fault | Safety

= System Management notics: 1. Do not clesa the pags of ratast e durng tha imoort process of the mport wil fil
2. ANeF IMOOMING & CONQUISLON, M SWAC MAIE! B4 TES1AMEd i OFTSY 1 SEMINGE 10 take emict

Choose File | ¥ £ils dhasen e

Sy
DH

Setings

Fimmware Upgrada Upgrace consiguralion from sie
System information

Configuration Management

Dual Conbiguration

SR

RMON

LLDP Settings

Administration

Log Serve

Static Route
+ Qos

+ EEE

Figure 7-21: To Apply the current configuration.
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The configuration.

Click on the "System Management" "Configuration Management” "Configuration Management', select
"Import Configuration’, click "Choose File" button to find Configuration File to Import, click the "Import
Configuration” button, complete the Configuration Import:

Quick Configuration

+ PortManagement | conguaton Mansgamen

“+ VLAN Management [ Vi |

+ Fault | Safety

Figure 7-22: Imported configuration.
Import the configuration steps are as follows:
Step1: Select the "Import Configuration”.
Step2: Click "Choose File" button to find you want to import the configuration File.
Step3: Click on "Import Configuration” button.
Step4: Confirm the restart.
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Export configuration.

Click on the "System Management" "Configuration Management
"Export Configuration®, Export Configuration.

Configuration Management’, select

Current Usec:admin

Configuration Management R

+ Port Management I Configuration Manage

joment
+ VLAN Management

+ Fault/ Safety

Canfiguration Management
Dual Configuration

SNup

AMON

u

Figure 7-23: Export configuration.
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Restore factory Settings.
Click on the "System Management” 'Configuration Management’ "Restore the Factory Settings' to
switch to Restore the Factory Configuration actions:

192.168.2.10 says

U sure you want t rastore the factory configuration?

Current User:admin

Quick Configuration
Description: Click ‘Restore’ fo reset the switch fo the faclory default setiings.

+ Port Management m

+ VLAN Management

+ Fault/ Safety

Configuration Management
Dual Configuration

SNMP

AMON

LLDP Sstings
Administration

Log Server

Static Route
+ Qos
+ EEE

Figure 7-24: Restore factory Settings.
Factory default operation steps are as follows:
Step1: Click the "Restore the Factory Settings” button.
step2: In the pop-up confirmation box, click the "OK" button.

step3: After the completion of the reset switch, wait for equipment to restart, switch back to factory
default configuration.
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Dual Configuration.
BACK UP AND RESTORE THE CURRENT CONFIGURATION FILE.

1. Click on "System Management” "Dual Configuration”.

System Home Dual Configuration Configuration Copy

Quick Canfiguration

It takas a whila o sat up Restors the canfigurabion i ta the cureet runing il Do not repeat

+ Port Management Restore the configuration fle, you need ta restart the device to lake f

+ VLAN Management
| connguration List

+ Fault/ Safety

FleTpe sttn P st ot
e v saur

porads
R - ] -
Configuration Management

Dusl Canfiguration

saue
RMON

LLOP Sattings
Adminstration

2. Configure some functions, such as: IP address, port speed limit, port mirroring and other
functions.

Home Intertaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuration

+ Port Management

+ VLAN Management
annot bs aisabied
+ Fault/ Safety

Basic System Settiags

Management VLAN: (D
Management VLAN 10: [ 1 - WAC: 2021 G411 0008
OHCP: [ Sialc Alocaton ¥ 1PV6 DHCP: | Sishic Alocation
1P (192 168.2.100 Link Local Acdress: (Fe80 2221 611 £l /64
Subet Mask: 755 265 255,152 1PV6 Address:
Detoutt Gateway: (122 168 2 120 1PV Gateway Address:
Login Timeout(s: [14400 Device Name: 54
Contact Name. Device Location.

Contact information:
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Basic Settings

Storm Conrol
Flow Cantrol
Port Aggregation
Port Winaring
PortIsalation
Port Speed Limit
SFP

“ VLAN Management
+ Fault | Safety
+ System Management

+ QoS

+ EEE

System Home:

Quick Configuration

Basic Settings
Starm Cantro
Flaw Conlral
Port Aggregation
Port Mioring
Por Isolaian
Port Speed Limit
SFP
“ VLAN Management
“+ Fault | Safety
“+ System Management

+ QoS

+ EEE

Current User:admin
Port Speed Limit

ion: Select the parts) you want 1o configure. Cick on individual parts of cick and drag the mouse o select muliple parts

1000Kbes = MEps

Salect 2 port 1o canfigure

I3
W2 161

£} otions oot i P por R Seiected part T Agoregation porl Select al Select all oiers. Cancel

spead imt

nput Speea Limit: . T The e 545 or I M 50564 ¥ val, 71 PO 03 1 he MU B W, 15

Gutput Spsed Limit: e B167S2MEYT T 8% 5108 for 1 MR 39850 IR YR, M8 PNt SN 0 g ST AT YK, 15 10 50880 It
3
| Port speed Limit List
Port Input Speed Limit Output Speed Limit Edit
1 max Wk
2 nax Wax P
3 714,304 616 752Mus Py
q Max Wk P
5 nax W z
5 Max W e
7 nax s

Port Mirroring

Deseription: Porl mirrating s used to send networs raffic rom muliple source perts ta a destination port Network analzers can be cannecied fo the destination part 1o snalyze networs iraffc.

sation or source pert The destination and 50urcs porls cannot b e same. Both a scurcs and dessmalion port must b selected for i foaturd to work coerectly

Note: A port aggregaton group cannot b sef a3 3 de:

Chaose the source port:(Selecting mulliple source parts can afact the devics perfermance

7 8 onom U 7
s pwiwiwiwiwielnie]mm)
%'L'!fgl‘_uﬁ_ﬂ IO

2 14 16 18 20 22 34 B B

pan 77 Aparsgston port [STMmonng Group Selectall Selectailotners Concel

§ 7 Ootonalpert R Fieed port i Setect

Chaose the destination port: cho

anly caw port)

T 3 5 7 9 0 B8 U028 s
iy si i a e ar e f | |
L SR LILILIERL TNy -}

A5 8 0 iz W 18 3 3% 34 BB

§73 Optionat port G Fixed pert i Selected part 73 Apgregasen port

| g Pt st

Mirroring Group | Not Selecied 1

Oestination Port Edit
i ;X

First Provious [1] Next Lastl 1Page

Mirroring Group Source Port

USER MANUAL SWG 24 L2

3. Click on the "System Management’ "Dual configuration” To configure the switch Back up the
current running profile,

System Home
Quick Configuration

+ Port Management
+ VLAN Management

+ Fault / Safety

System Sefiings
DHCP Server
Firmware Upgrade

System Information

Current User:admin

Dual Configuration Contiguration Copy

| connguration copy

Copy Type: | Ruming-Config v

File Name: | packupconfiy v

Configuration Managsment

Dual Configuration
SNMP

RMON

LLOP Settings
Administration
Log Server

Static Route

+ Qos

+ EEE
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4. Based on step 1, add or remove the function configuration. such as: port description.

System Home
Quick Configuration

Basic Setings

Port lsolation
Port Speed Limit

sFP
+ VLAN Management

+ Fault/ Safety

System Information

Canfiguration Management

5. Click on the "Dual configuration” and restore the configuration file to the current running file.

System Home
Quick Configuration
+ Port Management

“+ VLAN Management

+ Fault | Safety

Dual Configuration
SHMR

AMON

LLDF Seiings

Adm

+ QoS

+ EEE

Current User:aamin

Basic Settings

...... Salact ;8 pori(s) you want fo comfigurs. Cick on indwidusi Ports o ik and 0rag 18 Mouse 1o select MUMde perts

Note: I e BAramEtars Ssiscied e 1ot SUpROriad, s Changss wil not take sfiect

—— ca

Select a port to configurs:

A
T 1T Talalatalalata el
CEBBOSCOCDDOO0
2 4 6 B 10 12 MW 16 18 20 2 24 26 28

{7 stionsi port R Ficed port P Seiecied purt [T] Agregation pot_ Selectall Select allothers. Cancel

Description: [test

Status: | Enabled

o . v Mode: ke
Apply
] pon i
port Onsrpon
-
’ -
s o
. o
-
' o
. -
w

Dual Configuration

Configuration Copy

ion 1t takas @ whils 1o 50t up Rsstore tha congurat
stice; Raslors tha configuration e, you naed 10 restart the devios 10 taka effec

| Commmsaenii

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabied

Enatied

Enabisd

Enabieg

Enabiea

i 10 tha currsed running fie. Do ot rapeal

USER MANUAL SWG 24 L2

Rate Dupiex Mods
Auio sato
Auio Autn
Aulo Ao
Auto Autn
Auto A
Au e
fa ut
Auto Aty
o Ao
) Ao

File Name File Type StartUp Modity Time Size (bytes)
detautt contiy Canfig N 2013-12-05 50 0048 2018
startup-contig Canfig ¥ 2013-12.06 03,0126 526
backue-contg ‘Config N 20131200 0312.25 54

BE R K

EEEERER

The switch should restore the configuration to the current running file for the previous backup (Restore
to the configuration of step 4).
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BACK UP AND RESTORE THE STARTUP CONFIGURATION FILE.

1

functions.

Current User:admin

USER MANUAL SWG 24 L2

Configure some functions, such as: IP address, port speed limit, port mirroring and other

stem Home

Quick Configuration
+ Port Management
+ VLAN Management

+ Fault/ Safety

System Settings

Firmwase Upgrade
Systom information
Configuration Management
Dual Configuration

SNMP

RMON

LLOP Setings
Adrminishation

I nn Sarvar

B oven

Intertaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management
Noto: 1. Interfaces VLAN parameters: IP, MAC. pateway and the ontact detats. ™ Ganotes requred fild
2 The IP address and mask cannot be contgured when the DHCP server s enabled
3 The DHCP Clent can be enabled when the management vian is enabled
4 When the managemsnt vian is enabied, multols intertacs VLANS cannot ba con
5.WWhen one of the DHC server, DHCP clent ang ONVIF Is enabied, the management VLAN cannot ba disabied
& Desstng 1 means deieting the default static route.
Basic System Settiags
Management VLAN: (I
Management VLAN 1D: | 1 . MAC: (202106110008
OHCP: | Statc Alocatien v 1PV6 DHCP: | Static Alocation v
1P: [192.168.2.100 Link Local Address: (f68. 2221 61 £l /64
Subnet Mask: 255 255 255 152 1PV Address:
Defoult Gateway: [192. 168 2. 129 1PV6 Gateway Address:
Login Timeout(s): [14400 Device Name: 586

Contact Name:

Contact information

Cusrent User:admin

Device Location:

System Home

ick Cor

Basic Setings
Storm Control
Flaw Cantrol
Port Aggregation
Po

Winering
Portlsolstion
Port Speed Limit
SFP

+ VLAN Management
+ Fault | Safety

+ System Management
+ QoS

+ EEE

B w

Fort Speed Limit

23 5
perger e b o |

Epn )
12 2 o2 2 2

73 Optonsi poct i Fied port i Selected part §T9Aggregation port Select il Select all

Input Speed Limit 714 3040

Output Speed Limit:

| ot spssa Lina

Fort 1aput Speed Limit
1 max
2 wix
3 714 30405
q Max
5 nax
5 Max
7 max

Current User:admin

516 T2MESS

ik and drag the mouse fo select mutiple ports

others Cancel

T left sise for e Minimum speed imi vakue, e right end ta the Maxmum Bmi vaiue, I's no speed imit

Tha left 5¥3a for the Minimum speed imi vakis, e right &nd ta the Maxmum kit vaius, its no spaed it

Output Spesd Limit
[

MK

M

M

[

[

Ean

System Home

Quick Configuration

Basic Seflings

Storm Cantro

Port Aggregation
Port Minoring
Pont ksolation
Pon Spasd Limit
SFP

“ VLAN Management
“+ Fault | Safety

“+ System Management
+ QoS

+ EEE

Port Mirroning

ot Por miraring is used 10 $6nd netwark raflic from milliple $0urce ports 1 8 destination por. Mebiork 8nalh2ers can be cannecied 1o te desti

ion ot 10 analyza PENOrK affc.

Hote: A port aggregaton grous canot b sel as a destination ar source port. The destination and source parts cannat be e same. Both a source and desSmation porl must ba selectod for is faature 1o work corractly

Chooss the source Port:(SeIScting mutips sourcs pos

T 3 5 7 8 U108
PRy 51 S W S W S A S S u § i i | |
[(BIEist: ISESISEEINTn e ] ] m]m]
R

§73 Optonal port i Fxed port i Selected part §77 Aggregasn port [ Mimoring Group

Chaose the destination port:(choose only one port)

T 3 5 7 8 138002
IRy <1 P W S S S )
[BEEENEs FUENENE N LY I
RN

2 5 a7
|

[y )
]

§73 Optionat port G Fixed pert i Selected part 73 Apgregasen port

| g Pt st

Mirroring Group | Not Selecied 1

Mirroring Group

can sfact e devics psdtormancs

Seloctall Seloct all athers Cancel

Source Port
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2. Apply the current configuration (You can use GUI settings, or you can use CLI commands).

EKSELANS i
Curront Userzadmin

System Home Interfaces VLAN System Restart Us:

Quick Configuraticn

+ Port Management

+ VLAN

+ Fault/ Safety
System Satiings
DHCP Servar
Fimware Upgrads
System Information
Configuration Management
Dual Configuration
E
AMON
LLDP Settngs

Admi

Static Routa

+ Qes

+ EEE

3. On the basis of step 1, add or remove the function configuration. Such as: port description.

Current User:admin

192.168.2.10 says

System Home Basic Settings
Quick Configuration
hesciption: Select e pork) you wark o conturs. C3ck on ndvidua pots oe clic and drag i mouss o select mulbps ports
T Mote: I e paramelers seectad arenot upporid, he changes wil ot fake efect
Basic Setings WTu(1s22.02401 1522 [ 2o |
Storm Cantrol Soloct a port 1o comfigure:
Flow Control 1 3 § 7 8 N 13 15 17 19 21 23 25 27
Port Aggregation MTEERECOOCOO0
Port Miraring st T 1 feisistsfetsiayefmin)
g T e 6 B0 Wi H B HBE
Port sclation - - -
{7 Ontional ot i Fied port P Selecied port [T} Agpregation port  Selectall Select allothers. Cancel
Pon Spesd Limit
o Description: st status: Enabied
Rate: [ Auo . Duptex Mode:  Aita
+ VLAN Management
Apply
+ Fault/ Safety
| poaia
part Boscription
System o
DHCP Ser
Famwars Upgrads 2
System Information test
Canfiguration Management
4 st
Dual Canfiguratior
SNMP st
5 st
tost
s test
o test
Statc Rowte
©

+ QoS
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Enabled

Enabled

Enabled

Enatiea

Enabied

Enabied

Enabied

Enabled

Enabled

Enabled

Rato

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

USER MANUAL SWG 24 L2

n: T restartthe swich, click en the ‘estart the device Immedistely buflon Plese d not cose the browser un the peacess is completed. The browser wil autamatically refresh when the restartis compleled

Duplex Mode
ato
Ao
Ao
At
At
At
ate
ato
Ao

Ao

Eait

KK

KR K
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4. Click on the "Dual configuration” click the "Restore the configuration file to the start-up file".

System Home Dual Configuration Configuration Copy

Quick Configuration

Deseription: It takes 3 whie 10 sef up Restore the cor

+ Port Menagement Natics: Restors the configuration f, you need to restart &

+ VLAN Management
Configuration List

+ Fault/ Safety -
e Name

default-config

Dual Configuration
SNMP
RMON

LLDP Sattings

Adr

Log Server

Static Route

+ QoS

5. Reboot the device

SNMP.
Check the SNMP.

Click on the "System Management’

Fila Type
Canfig
Canfig

Canfig

Start.Up

N

Size (bytes)
215
5268

5416

'SNMP’, you can view the SNMP configured information:

System Home SNMP Configuration View Group

Quick Configuration | s cona

+ Port Management sump service: (D

+ VLAN Management
| sn Tap Contguration

+ Fault | Safety
I SHMP TRAP Sarvice: ( (D

Cold Start

information | Configura Engine

sare [ Aoty J ovoutic |

RMON | Remote Engine 0 Contguration

LLDP Settings
Addross Type: | Hasinama
Administration e
Engine D:
L

+ QoS

+ EEE

type: (ISP Aumantication Trap

Warm Start

Engine 1D: 00643203202 1061 L0038 (10 - 54 He

10- 64 He:

Server Address

Notification

Port Link Dowm

STP Trap

Sarver Addrass:

Engine ID

Figure 7-25. View the SNMP configuration information.

By default, SNMP is not open.

SNMP monitoring software and switches the SNMP version is consistent, if inconsistencies can lead to

communication failure.
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Activate the SNMP.
Click ON the "System Management” "'SNMP*, choose the SNMP service, click ON the "OFF" to "ON", click

ok:

System Home SNMP Configuraton view Group user Gommunity Notfication

Quick Configuration | swwe comturation

+ VLAN Management
| swsep Trap Contguration

+ Fault ] Safety
sap TRAP Service: (_TEED
~ System Management
ype: (18 Pt Link Up ot Link Down
arm Start §TP Trep
e
Engine ID: 500054520202 108L1208 10 - 54 Hex
[ apoty | vetauc o
o [ =0
LLOP Setings
. Address Typs: | Fostrams Server Address:
Enaine ID: 10 B4 Had
p o |
+ aes Sarver Address Endina 1D Detoto
& Renowe Frst Prevous (1) Nest Lasli |/ 1Page
+Ege

Figure 7-26: Activation SNMP function.
Activation function SNMP configuration steps are as follows:

Step1: Choose open SNMP options.
Step2: Click "OK" button to complete the configuration.
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To disable the SNMP.
Click ON the 'System Management” "'SNMP’, choose the SNMP service, click ON the "ON" to "OFF",

complete the configuration:

192.168.2.10 says

Settings saved|

SNMP Configuration

Systerm H
Quick Gonfiguraton ] s Contan
+ Port Management .
P Service: oFF ]
[oFF ]

+ VLAN Management
| snme 1 congurstion

+ Fault/ Safety
SwMP TRAP service: (TEEID
type: (ISNMF Authensation Trap Fort Lk Up FortLink Down
Cold Start iarm Start STP Trap
| Configurs Engine
Engine ID: GO008 202021061 100081 10- 54 Hex
3 =0
| Remote Engine 10 cannguration
Addross Type:  Hosin Server Addross
Adminisisation ——
Engine I0 0-54
Log Server
S oo
+Gas Server Address Engine 1D Dele
© Remove First Provious [1) Nest Lasfi Page
+ EEE

Figure 7-27: Disable the SNMP function.

Disable the SNMP function configuration steps are as follows:

Step1 Choose close SNMP options.

Step2: Click "OK" button to complete the configuration.
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Activate the TRAP.
After open the SNMP, select the SNMP TRAP service, click ON the "OFF" to "ON’, click ok:

SNMP Con n View Group User Community Notification

| st contgueson

+ Port Management S Senvice: QT
+ VLA Management
| swme veap contgurasion

+ Fault | Safety

SNMP TRAP Ser
w caton Trap PortLink U Port Lk Down
viaem Start TP Trap
| Contonrs Encine
Engine 1D: 0006 32006021061 0008 10 - 64 H
RMON | Remate Engine 10 Contiguraton
Address Type: | Hosinane - Sorver Adress:
Engine 1 10- 64 He
Sarver Adarass Engine 1D Dssete
or U} 1

Figure 7-28: Activation function of the TRAP.
Activate the TRAP function configuration steps are as follows:

Step1: Select "ON' option; step2: Click "OK" button to complete the configuration.
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Disable the TRAP.
Choose the SNMP TRAP service, click ON the "ON" to "OFF’, click "OK", complete the configuration:

192.168.2.10 says

Settings saved!
System Home SNMP Configuration view Group user Community. ———
Quick Canfiguration | b compourstion
+ Port Management
SNMP Sorvice: (LD
+ VLAN Management
| snwe rap connguration
SKMP TRAP S
Part Lk Up a
st =
| confgure Engine
Engine I0): 06 20 2021061 1000610 - 64 e
| Remote Engine 10 Contiguration
Adaress Type: Hostnams . Server Address:
Engine ID: 10- 64 He
Qes server Adoress Engine 1D Deste
S Remave Fist Previous [1) Next Lastt 1Page
EEE

Figure 7-29: Disable TRAP function.
Disable the TRAP function configuration steps are as follows:
Step1: Select "ON" to "OFF" option.
Step2: Click "OK" button to complete the configuration.
CHANGE community.

Click on the "System Management’ "'SNMP" "“Community”, in the community name text box input: public,
permissions choice: read and write, click the "Apply” button, complete the configuration:

SNMP Configuration View Group User Community Hotification

Quick Configuration
o boniauEne detault MAIB View s o

+ Port Management | Configure Community

+ VLAN Management o

oy Name: 123 120 chars Access Mode: [ReadVirte
+ Fault/ Safaty MIB View: | viewDefau

| oty Lt

- Commanity Name Access Mode e view

Firmwars Upgrads

System Infamation oruae Reagime viewDerau
publc Resa-Ony viewDer

Figure 7-30: Change community.
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System Home
uick Configuration
Quick Configuratios Notice: 1, The default MIB View s al
+ Port Management Conaers Gy
+ VLAN Management
Community Name: 123 120 chars; Access Mode: ReadWita
+ Fault! Safety MIE View: | viewDetault
| communiy List
Commanity Name Access Mode MIB View
[ 1 mesavire vewoemn__]
Red-Oniy viEwgstaut
a8

public
First Previous [1] Nest Lastt

Dusl Configuration
shMp
RMO

+ QoS

Figure 7-31: Community results.
Change community configuration steps are as follows:
Step1: In the community's name dialog box input: the 123.

Step2: Select "Read/\Write" permissions.

Step3: Click on "Apply” button, complete the configuration.
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Added the SNMP TRAP service host.

Click on the "System Management” 'SNMP" “Notification’, in the host IP text box input: 192.168.2.150,
TRAP community name: 123, SNMP version choice: 2C, click the "Apply" button, complete the

configuration:

Figure 7-32: Increases the SNMP TRAP service host.

1P Address UDP Port Community/User Version Security Level type Retry,
192.163.2.152 162 123 v Trap

© Remove

Figure 7-33: SNMP TRAP service host.
Increase the SNMP TRAP service host configuration steps are as follows:
Step1: In the host IP dialog box input: 192.168.2.150.
Step2: In TRAP community name dialog input: 123.
Step3: Select the SNMP version: vi.
Step4: Click on "Apply” button, complete the configuration.
When an SNMP closed, hide the SNMP TRAP service host list.
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Delete the SNMP TRAP service host.
Click on the "System Management” 'SNMP’, in the SNMP TRAP service host list need to delete the

object, click III "finish” configuration:

1 CE

System Home

Quick Gonfiguration

+ Port Management

+ VLAN Management

+ Fault/ Safety
Systam Satings
DHEP Server

Firmwrare Upgrad

RMON.

Current Usorzadmin

Community Notification
| contrs etcstion
o e o por 2
P—— e 11
socanty Lov: e T
iy — Timeint

| osmcsnen

1P Address UD® Port CommunityUser

1921682 152 =] 123

14655535, 08EUR 162)

sec (1-3600 default 15

Vorsion Sacurity Level tye Retry. Timeaut Deloto

Frst Frevious [1] Nest Lastt 1Page

Figure 7-34: Delete community.

View ROMN configure information.

Click on the "System Management’ "RMON’", can view RMON configure information.

Current User:admin

System Home
Quick Configuration
+ Part Management

+ VLAN

RMON

RMON Contigure

+ Fault/ Safety

System

rs Upgrade
Information
cafiguration Management

Dual Configuration

SMP

Sampia Type: Absoluta

Variable: | Broadcast pkis

Rising Threshold Fusing Event Index: 185535)
Falling Threshoid: 1a74mss Falling Event index: 15538)
Type: Faiing Oumer: 031
Alamlist  EventList  HistoryList  Statistics List
Index interval port Variable Sampie Type Tipe Rising Thieshold Rising Event ndex Falling Threshold Falling Event Index Cuner Delete
First Previous [1] Next Lasiy 1Page

Figure 7-35: View RMON configure information.
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Configure ROMN type.

Configure ROMN type : Alarm, selected one port to configure and setting parameters and click "Apply”
button.

Current Userzadmin

System Home RMON

Quick Canfiguration T

+ Port Management

+ VLAN

+ Fault/ Safety

t Selectall Selectall others Cancel

Rising Threshold: 254168

Faliing Threshoid: 541

Type: [ Faling

interval Port variabie Samoie Type. Type Rising Thresnoid Rising Event index. Faling Threshotd Falling Event index Owner Dalsts

First Pravious (1] Naxt Lastt 1Page

Static Route

+ QoS

+ EEE

Figure 7-36: configure ROMN type.

Notice: Parameters There are some special rules in the configuration. The EVENT should be created
first. Please note the prompts in the configuration. ex: Rising Threshold is greater than Falling Threshold.
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On the ROMN configure page, click the type "Event” or "History" and setting parameters. Be careful the
parameter of Community should be exit in SNMP Community name. Configure ok after clicking “Apply".

System Home ENCH
Quick Configurati
Quick Configuration e
+ Port Management Conbigure Type: aism  @Even
[ Tvpe: Loa
+ VLAN Management S ownar:fr -
+ Fault/ Safety =3
’ ‘ Alarm List Event List History List statistics List

Systom

D Index Tywe Community Oescrption

Fi

System Information
Canfiguration Management
Dual Configuiation

SNMP

RMON

LLOP Settings

+Qos

+ EEE

Owmar Delsts

First Frovious [1] Mext Las] 1Page

Figure 7-37 Change ROMN type is Event.

RMON

| oo comurs

+ Port Management Configure Type: Oxlarm  OEvent  ®History

Select a port 1o coafigure
+ VLAN

78 M 1315 7 18 2123 %
SRR S i i 3 iy
] )

I IS ININ TN TN NN -
7 % 5 8 W 214 ds 8 B4 BA

+ Fault Safety

§30mt0nal port R Ficed port P Selected port [T]AQaredasonpont Sedect il Select all others. Cancel

Index: 165535 Intarval 1-3800)

Buckets: -50) Owner: 10-31 characters
Alarm List Event List History List Statistics List
ShMP
Index port Buckets nterval
RMON
LLDP Sattings 1 3 ! 1

Administration
Log Samvar
Static Route

+ QoS

+ EEE

Figure 7-38: Change ROMN type is History.

When the parameters configure is ok, click the Statistics List e can choose the port to view the

information.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain)
Phone: +34935839543 - info@ek.plus - www.ek.plus

119


mailto:info@ek.plus
http://www.ek.plus/
http://192.168.100.28/htm/SNMP/javascript:void(0)

=) "@ EKSELANS BY ITS USER MANUAL SWG 24 L2

System Home

RMON

Quick Configuration | rovon conniurs

+ Port Management Configure Type: O tlarm  OFvent  ®History
Select a port 1o configurs.

+ VLAN
TN MW BT WD BB A
+ Fault/ Safety e wiwiwiwiw i wi e wers sy i) |
SOOI DS L]
7 4 & W % % 1 34 B ®

B 10 12 14

3 Optiona port 88 Fixed port g Selected port 5T Agpregaton port Selectall Select allothers. Cancel

Index: 25 45535 intervat: 52
rmveare Upgrads
Firmware Upgrad Buckets:[§ -50) umar:y
System Infarmation =
& tion Management
Dual Configurat Alarm List Event List History List Stabistics List
SNMP
RMON Potl1 ¥
LLDP Setings Received Octets 1067807 Cotlisions 0
Adminisatan
Recerved Packsts seut Drop Events 0
Log
e ot Broascast Packets e Frames of 64 Octets m
Wulticast Packets see Frames of 65 10 127 Octets 208
+ QoS
Undersize Packets 0 Frames of 12810 255 Octets m
+EEE
Oversize Packets 0 Frames of 256 10 511 Octets.
CRC Align Ertors 0 Frames of 51210 1023 Detets 0
Jabers 0 Frammes of 1024 10 1518 Octets s
Fragments 0

Figure 7-39: View the port configure information.

Delete the configured rule.

Select the entry you want to delete and click Fork to delete the unwanted configuration

Alarm List Event List History List Statistics List
Index Interval Port Variable Sample Type Type Rising Threshold Rising Event Index Falling Threshold Falling Event Index Owner Delete.
BroadcasiFkis absalute Faling 1 1 ] 1 1 x

First Previous [1] Next Lasfi 1Page
Figure 7-40: Delete the Alarm list rule.
m Event List History List Statistics List
Index Type Community Description Owner Delete
1 Log 1 1 x
First Previous [1] Next Lastl 1 1Page
Figure 7-41. Delete the Event list rule.
Alarm List Event List History List Statistics List
Index Port Buckets Interval Owner Delete
1 3 1 1 1 ®
First Previous [1] Nex! Lastl 1 1Paga

Figure 7-42: Delete the History list rule.
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LLDP Settings.

LLDP settings.
Click on the "System Management” °"LLDP Settings’, "LLDP Settings" can view the lldp settings
information. The default mode is Global settings, and this feature is turned off by default.

—

System Home LLDP Global Set LLDP Port Sat Neighbor Info MED St MED Port Set
Quick Canfiguration
Quick Configuratio RT—
+ Port Management

+ VLAN Management

+ Fault/ Safety

RMON
LLOP Satiings

Adminiztration

Lag Semver

Static Route
+ QoS

+ EEE

Figure 7-43: view LLDP settings information.

ENABLE LLDP SETTINGS.

Click the drop-down menu to select enable and configuration parameters. Finally click "Apply" button.

——

System Home LLOP Global Set LLDP Port Set Heighbor info MED set MED Port set

Quick Canfiguration | wop Gtut st
+ Port Management
+ VLAN Management o 30 532787%) Sending Delay: 2 181915
2109 Initsization Dstay: 2 1108
+ Fault| Safety

RMON
LLDP Seftings

Figure 7-44: Enable LLDP settings.
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NEIGHBOR INFO.

When the LLDP function is enabled, the neighbour information is recorded when a neighbour device is
found.

LLDP Global Set LLDP Port Set Neighbor info MED Set MED Port Set

| weiahwor into

# Port Management Local Port Systom Name Neighbor Port Capabilities
+ VLAN Management

+ Fault/ Safety

RMON
LLOP Setings

Administras

Figure 7-45. Neighbour Info.

Administration.

TELNET.

System Home:

Administration

Quick Configuration
Moilce: 5SHakes o ong time o open far e st ime. Piease ke pallent
+ Port Management I Adminisiration Settings

+ VLAN Management

Telnst:

+ Fault/ Safety

SAlL
RMON
LLDP Sattings

Administration

Figure 7-3: telnet.
After you turn on telnet

, you can telnet the device to manage the device.
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Current Useradmin

System Home Administration

Quick Configuration

Wotice: SSH takes alang time fo open for e st ime. Pleass be pabint
+ Port Management | Aaministration settings
+ VLAN Management Temer: QD
+ Fault/ Safety wrtes: (TN
. ent ss: ()

Figure 7-4. enable telnet.
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Static Route.
Click on the "System Management” "Static Route’

Step1, Turn off switch management VLAN.

Y exssansin

Current User:admin

USER MANUAL SWG 24 L2

System Home
GQuick Configuration

+ Port Management
+ VLAN Management

+ Fault/ Safety

System Setlings.
DHER Senver
Firmuare Upgrads

System Infarmation

Configuration Management

Dusl Configuration

Intertaces VLAN

Note: 1. Interfaces VLAN paramelers: IP. MAC, gateway and the user's contact details

System Restan

User Management

system Log

+* danotes required feld

Basic System Settings

Management VLAN:

Interfaces VLAN: [1

DHCP:

P: i=2 168 2 10

Subnet Mask:

Detault Gateway:

ex ves 288 0

[CATER

Log Export

ARP Table MAC Management

MAC: [Z021. 06110009

1PV DHCP:
Link Local Address:
1PVE Address:

1PV Gateway Address:

Mocation

[Ewa0: 2221 6EE Ea1 18/64

Devica Nams: [5G

SNMP

Login Timeoutis): (14460

Cantact Name: Device Location:

Contact Information:

] metoce v e

Log Server

Static Route

Figure 7-46: Static Route.

Step 2, Modify the IP address of interface vlanito 10.11.1/24.

System Home Intertaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management
Quick Configuration
2 » AC. gateway and e user's o * danotes raqured feld
+ Port Management oz
+ VLAN Management | 4 W
5 0. tha management VLAN cannot ba disabied
+ Fault/ Safety 6. Daleting the gateway
= Sys e | Basic system settings
System Seftings
Management VLAN: (S
DHCP Server
Intertaces VLAN: 1 MAC: (221 6é11. 0066
OHCP: 1Pv6 OHCP: [ Staic Abocaton v
LT Link Locat Address: ({40 2221 6EE:£411 B/64
Subet Mask: 255 265 255 0 1Pv8 Address:
196 Gateway Address:

Defauit Gateway: [i1.1 1.2

Login Timeout(s}: (144c0 Device Name: 5w

Contact Name: Device Location

Contact information

Figure 7-47. Static Route.
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Step 3 Modify the IP address of interface vlani0 to 192.168.100.160/25.

System Home Interfaces VLAN System Restart User Management system Log Log Export ARP Table MAC Management

Quick Configuration
+ Port Management

+ VLAN Management

+ Fault] Safety

— System Management | | s sy soioes
System Settings. “ - .
DHCP Server et LA R
R . ac: g8 L
Ovcr: s dcaton+ e Duce: s
o e Loca Aaonaa: [0 5 6 G 7
St s 55 55 5 0 Y-
Otat Gateway: [ 16 10 0 T ——
Login Tmeoutef: o e ame: 0
Contcthams P——

Contact Information

Log
| it vian Tt

Statc Routs
_ VLAN w Mask Detoul Gateway Status Pvd Exclui
Priority Scherule 192189210 2952552950 92,1802 1 statc &
+ EEE First Provious 14] Nest Laskl 1P
Figure 7-48: Static Route.
Step 4, The gateway with static route 192.168.100.0/25 added is 192.168.100.129.
Static Route
Note: 1.Static routes can be configured for use when the Management VLAN is closed
2 Deleting the default static route means deleting the gateway
I Static Route
Destination IP Mask Gateway m Delete All
| static Routing List
Destination IP Mask Gateway Edit
| 192.168.100.0 255.255.255128 192 168.100.129 x
0000 0.0.0.0 1112 x
First Previous [1] Next Lasi1 1Pa

Figure 7-49Q: Static Route.
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QOS.

Priority Schedule.
View the priority schedule.

Click on the "QOS’ "priority schedule’, can view the device priority schedule:

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Valles - Barcelona (Spain)

EKSELANS
Current User:admin

System Home Priority Schedule

Quick Configuration
: Hote 1By delau ihe 802 1p s chasen Ta enable DSCP mode. please selectihe DSCP mode and press fa ga 1o DSCP Frodly Sefings page

see moee detal QoS stalus Please go fo CLI mamiss and chec the deta

+ Part Management 2Hyoew
Scheduling mark Wi e
+ VLAN Management o

Scheduling algorithm Stnc Priorty v
+ Fault/ Safety Select a part 1o configure:
T3 5 7 5 N BB 7 WA 3 5o
+ Systom Management . . g L
il ) ) ] |
- Qos [BISIBESEEEN S SR ) |
T s 8 8 W i T8 BB
Priaity Schedue
§3 Optionai port 8 Fixed port @ Selected port [T Aggregation port Select all Select ol others Cancel
+ EEE
cos:[0
| posus
port Scheduiing algorithm cos
B 0
2 P 0
) P 0
4 e 0
s e 0
P 0
P 0
8 e ’

Figure 8-1: priority schedule.
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THE CONFIGURATION GLOBAL SETTINGS OF 802.1P SP.

USER MANUAL SWG 24 L2

Click on "QOS" "priority schedule’ "global settings”, in scheduling mark, choose 802.1p, in the Scheduling

algorithm, choose strict priority.

Quick Configuration

te and press (o go fo DSCF Prierty Setiings page

+ Port

+ VLAN Management |

+ Fault/ Safety

+ System Management

Priarity Schedule

Selectall Select all others
+ EEE

Port Scheduling algorithm

£l

=5

Figure 8-2: global settings in 802.1p and SP.
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THE CONFIGURATION GLOBAL SETTINGS OF 802.1P SP ADD WRR.

Click on "QOS" "priority schedule’ "global settings”, in scheduling mark, choose 802.1p, in the Scheduling
algorithm,choose WRR.

Priority Scheduls

Port Management
VLAN Management
Fault/ Safety

System Management

Priority Schedule

EEE

Figure 8-3: global settings in 802.1p and WRR.
Priority schedule steps are as follows:

Step1: in scheduling mark , choose 802.1p;stepzin the Scheduling algorithm, choose WRR ,step3:in
queuel text box, enter the weight value ,such as 1;step4:in queue2 text box, enter the weight value ,such
as 20;stepsin queues text box, enter the weight value ,such as 40;Step6iin queue4 text box, enter the
weight value ,such as 1.
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THE CONFIGURATION GLOBAL SETTINGS OF 802.1P AND HYBRID.

Click on "QOS" "priority schedule’ "global settings”, in scheduling mark, choose 802.1p, in the Scheduling
algorithm, choose hybrid.

VLAN Management

Fault / Safety

System Management

Prioriy Sehedule

+ EEE

Figure 8-4: global settings in 802.1p and hybrid.
Priority schedule steps are as follows:

Step1: in scheduling mark, choose 802.1p; stepzin the Scheduling algorithm, choose hybrid, step3in
strict priority text box, choose the queue3,4;step4in WRR text box, choose the queue 1,2 ;stepsin
queuel text box, enter the weight value ,such as 1,Step6:in queue2 text box, enter the weight value ,such
as 20.
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THE CONFIGURATION GLOBAL SETTINGS OF DSCP AND SP.

Click on "QOS" "priority schedule’ "global settings’, in scheduling mark, choose DSCP, in the Scheduling
algorithm, choose strict priority.

e Priority Schedule
Quick Configuratior

+ Port Management

+ VLAN Management ‘Scheduling akgorithm ‘Strict Prionty v

+ Fault/ Safety m

+ System Management

| - cos | roais
Priority Schedule From DSCP valuse: 6 . To DSCP value: 7 - Prionty:[7 B m

+ EEE DSCP value Priarity Edit

T T |
1 1

Figure 8-5: global settings in DSCP and SP.

Priority schedule steps are as follows:

e Stepl in scheduling mark, choose DSCP; stepzin the Scheduling algorithm, choose strict
priority.

e Stepzin from DSCP value text box, choose 0 and in to DSCP value text box, choose 1 and in
priority text box, choose 1.

o Step4in from DSCP value text box, choose 2 and in to DSCP value text box, choose 3 and in
priority text box, choose 3.

o Stepsin from DSCP value text box, choose 4 and in to DSCP value text box, choose 5 and in
priority text box, choose 6.

o Step6in from DSCP value text box, choose 6 and in to DSCP value text box, choose 8 and in
priority text box, choose 7.
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THE CONFIGURATION GLOBAL SETTINGS OF DSCP AND WRR.

Click on "QOS" "priority schedule’ "global settings ", in scheduling mark , choose DSCP, in the Scheduling
algorithm, choose strict priority.

+ Port Management
Scheduling mark 05GP v
+ VLAN Management

+ Fault/ Safety

+ System Management

Prioriy Scheduls m
*EEE | poruist

v

Figure 8-6: global settings in DSCP and WRR.

Priority schedule steps are as follows:

Step1: in scheduling mark, choose DSCP; stepzin the Scheduling algorithm, choose WRR ,step3:in
queuel text box, enter the weight value ,such as 10;step4in queue2 text box, enter the weight value
,such as 20;stepsin queues text box, enter the weight value ,such as 30;Step6:in queue4 text box, enter

the weight value ,such as 40.
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THE CONFIGURATION GLOBAL SETTINGS OF DSCP AND HYBRID.

Click on "QOS" "priority schedule” "global settings”, in scheduling mark , choose DSCP, in the
Scheduling algorithm, choose hybrid.

Priority Schedule

Port Management

VLAN Management

Fault | Safety

System Management

uuuuuuuuu

Figure 8-7: global settings in DSCP and HYBRID:
Priority schedule steps are as follows:
Step1: in scheduling mark, choose DSCP.
Stepzin the Scheduling algorithm, choose hybrid.
Step3:in strict priority text box, choose the queue3.4.
Step4:in WRR text box, choose the queue 1,2,
Stepsin queuel text box, enter the weight value, such as 10.

Step6in queue2 text box, enter the weight value, such as 20.
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Editing the DSCP values.

Click on the * “ "icon to modify DSCP values:

192.168.2.10 says

Settings saved!
EKSELANS Y ¥
Curront User:admin

Quick Configuratior

+ Port Management
+ VLAN Management

+ Fault/ Safety

+ System Management
e
psaese (0D
+eee | ports
FomDscRvwe(s %] Tooscovaue(7 ¥ | preoni(s . = I

Figure 8-8: Add the port to the VLAN.

Modify DSCP values follow these steps:

Step1: select DSCP values and Click " " "icon.
Step 2: In the priority text box, choose medium.
Step3: Click on the Apply.

Step 4: click OK.
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EEE.

EEE.

802.3AZ EEE SETTINGS.
Click on the "EEE" "EEE" "802.3az EEE settings’, you can view the EEE information:

802.3az EEE settings

System Home
Quick Configuration Notice: The interface will link down and then up, when enable/disable EEE.
+ Port Management | 80230 5 setungs

+ VLAN Management P o )

+ Fault/ Safety Apply.

+ System Management

Priscity Schedule

EEE

Figure 9-1: view the 802.3az EEE settings.

ACTIVE THE EEE.

Click ON the "EEE " "EEE" "802.3az EEE settings’, choose the 802.3az EEE, click ON the "OFF" to "ON"

click Apply:

802.322 EEE settings

System Home

Quick Configuration Notica: The intartace wil i

TR
+ PortManagement | | gusss e senes

+ VLAN Management soz3az ExE: QEEID

“+ Fault/ Safety m

+ System Management

Figure 9-2: active the 802.3az EEE settings.
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