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Installation

The internet user unit by coaxial, model IPC-S2 allows you to perform in combination with the main
headend unit, model IPC-M2 and M3, a fast and secure internet installation through the coaxial cable.

In this chapter you will find the following information:

e  Packaging and accessories of the IPC-S2.
e Hardware features of the IPC- S2.

¢ Installing the IPC-S2.

e  Connect the IPC-S2.

Packaging and accessories

In the IPC packaging, in addition to the manual, the following components are included:

User unit Ethernet cable Power supply unit
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Hardware features

Rear panel

RF IN “CABLE" Radio frequency signal input.

RF OUT "TV": Radio frequency signal output.

LAN1y LAN2: Ethernet LAN ports to connect a PC. Can work in router and bridge mode
STB1 STB2: Ethernet ports to connect a PC. The user's IP address can be obtained through a
top-level device. Used for IP TV.

DC 12V: Power supply connector.

ON/OFF: On/off button.

Reset: Reset button.

Front panel

The device has the following status LEDs:

PWR  LOOP  LINK LANZ  LANY sTe2 sTH wir

POWER: In green, it will indicate that the equipment is connected to the current.

LOOP: On, it will indicate that there is some loop, in the network.

LINK: In green with slight flickering, itis working properly. Off, the IPC-S2 is turned off or there
is N0 communication with the headphone.

LAN1-2: In green, the LAN port has established an Ethernet connection to another device (for
example, a PC). With flickering in green, it's in the process of transmitting or receiving data.
Power off, the IPC-S2 is turned off or there is no Ethernet connection to another device.
STB1-2: In green, the LAN port has established an Ethernet connection to another device (for
example, a PC). With flickering in green, it's in the process of transmitting or receiving data.
Power off, the IPC-S2 is turned off or there is no Ethernet connection to another device.
WIFI: In green it is working correctly. Off, the computer is turned off or there is no WiFi
connection set.
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IPC-S2 Installation

The user unit enables accessing the internet, either through a Wi-Fi connection or via connection to a
PC to one of the LAN or STB ports of the equipment.

Itis important to bear in mind that the range of the Wi-Fi network will depend on the location of this user
unit. For best results, a series of recommendations is specified below in this regard:

1. Locate the IPC in the area/room where computers, tablets are located. The connection will
improve if it is in the line of sight of this IPC user unit.

2. Attempt to locate the equipment far away from possible sources of interference, such as
fans, Wireless security systems, microwaves, 2.4 GHz transmitters or cordless telephone
base stations.

3. Likewise it is recommended to keep the equipment away from metal surfaces.

IPC-S2 connection

To connect this user unit, follow the steps below:

1. Connect the LAN port to a device (for example, a PC).

2. Connect the RF IN connector to the coaxial cable from the distribution network, which will

be connected to the IPC-M head-end device.

Run power to the device through the supplied power supply.

4.  Press the On/Off button on the rear panel to put into operation the IPC. The LED will flash
green/red.

w
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Operating the IPC-S2

Accessing the IPC-S2 slave device

This chapter explains how to access and configure the IPC-S2 slave after completing the wiring as
explained in the previous chapter.

This chapter contains the following sections:

e Preparation for IPC-S2 web management
e  Enter Web Management

Prepare IPC-S2 for web management

Prior to accessing the IPC it is important to verify that the connection between the equipment and PC is
correct. Itis recommended to follow the steps below:

1. Configuration of the IP address of the PC to 192.168.10.X(2-254), subnet mask 255.255.255.0. In
order to become easy the configuration EK have the application Ek NET Adapter, you will be
able to configure the network adapter easily. You can download from
https:https.//ekplus/software/ you will find a new section "EK NET ADAPTER".

Propiedades: Protocolo de Internet version 4 (TCP/IPvd) >
General

Puede hacer que la configuracion IP se asigne automaticamente si la
red es compatible con esta fundeonalidad. De lo contrario, debera
consultar con el administrador de red cudl es la configuracion IP
apropiada.

() Obtener una direccién IP automaticamente
(®) Usar |a siguiente direccidn IP:

Direccién IP: 192 . 168 . 10 . 200
Mascara de subred: 255,255,255, 0

Puerta de enlace predeterminada: l:l

Obtener la direcddn del servidor DNS automaticamente

(®) Usar las siguientes direcciones de servidor DNS:

[ ]
[ ]

Servidor DNS preferido:

Servidor DNS alternativo:

[Jvalidar configuracién al salir Opdones avanzadas...

Cancelar
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1. Perform a "ping" to the IPC's IP address ( by default 192.168.10.1). If the PC receives a correct
response to the ping command, this will mean that the connection between the PC and the
IPC is correct.

B Simbolo del sisterna

Web Management Access

1. Open an internet browser and enter the following IP address: http.//192.168.10.1. By clicking
‘Enter” will appear the login screen.

EKSELANS BY ITS

Username
Password

Login Reset Register

2. The credentials to access as an administrator are: Username: admin. Password: admin.
3. Having done so, press Enter to access the device management.

Note: it is possible to change the password from the web management interface.
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Web management interface

USER MANUAL IPC-S2

The web management interface will allow for a quick configuration of different functions of the IPCs.

Introduction

Setup Status

Device Information

Device Model

CPE-WiFi-R

Uptime

Oday:3h:26m:11s

Local Time

2018-06-12 22:40:17

Hardware Version

v2.0

Firmware Version

V2.0.3-X111

Serial Number

EKLS-1807001054

The interface consists of three areas as shown in the previous image:

1. Main menu area
2. Sub menu area.
3. Areato show the results.

Main menu

e Status: Device information, Network Side Information, User Side Information, Remote

Management Status.

e Network Broadband Setup, LAN Setup, WLAN Setup, Move Device, Remote Management,
User Number Limit, Time Setup.

e  Security: Denial of Service, URL Filtering, IP Filtering, MAC Filtering.

e Application: ALG Setting. Dynamic DNS. UPnP. DMZ Setting. Port Forward. IGMP Setting.

e  Service: Port Forwarding, DDNS, UPNP Setup, Advance NAT, Telnet Server, IGMP, Policy

Route, Policy DNS.

e System: System Log, Save/Upgrade Setup, Reboot, Admin Account Management,
Diagnosis, Manual Inform, Language.
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Status

The "Status” section includes submenus which displays different WAN and LAN connection values.

Device information

Click on the "Device information” section in order to access the following screen:

Setu P Status
Device Information
Device Model CPE-WiFi-R
Uptime Oday:3h:50m:27s
Local Time 2018-06-12 23:04:54
Hardware Version v2.0
Firmware Version V2.0.3-X111
Serial Number EKLS-1807001054

The model, functionality of the model in question, hardware version and software version will be
displayed.

Network Side Information

The menu will display the following network-related information:

Setu p Status

Network Side Information
Network Side Status
| Network Name |f' ion Status | 1P Addi | Subnet Mask I
[1_INTERNET_R_VID_ [connected [172165.139 |255.255.255.0 |
| Network Name | Default Gateway | DNS1 | DNS2 |
[1_INTERNET_R_VID_ [172.1655 [172.16.55 | |
Link status
‘Coaxial Link Status LinkUp
Link i 0.00
Upstream Rate(Mbps) 442
Do R 462
Upstream SNR{dB) 23.64
Downstream SNR{dB) 23.64
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The page will display the status of the WAN connection. Displays the name of the current WAN
connection, connection type, connection status, default gateway, IP address obtained, subnet mask,
preferred DNS1 and DNS2.

It will likewise display the connection values with the head-end, such as: attenuation, entry/exit, and
noise levels.

User Side Information.

It will display different information such as Wi-Fi status, errors and packets sent and received from same,
as well as the SSID status and encryption.

It will likewise display information as regards the LAN, the MAC of the slave or in the event of having a
device connected to its IP and the errors in the packets sent and received.

[service Status

[unfinished

Setup Status
User Side Information
Wireless Status
|wireless Status [Enable |
|Char|l|el Number IAuto |
Receives Transmits

Bytes I Packets I Errors | Drops Bytes I Packets | Errors I Drops
30020116 [134099 lo |0 1715316 4483 lo lo
| 55ID Index | S5ID Name | Auth Mode | _Encryption |
[ssiD1 [Exi-saasE |pisabled |pisabled |
[Mac Address [r412:e0e1:30:82 |
|IP Address [192.168.10.1 |
[ CPE Type | PAddress | MAC Address | Status |
|computer |192.165.10 157 |50-87-c3-8e-a9 1a | pynamic |

Receives Transmits

Bytes I Packets I Ermrors | Drops Bytes I Packets | Errors I Drops

1243773 |12911 lo |0 13390176 | 11387 lo lo
Remote Management Status
Displays the remote management status.
Setup Status
Remote Management Status
[Active Notification Inform [unfinished |
[Receive TCMS Requests Status__[Unfinished |
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Network

The operating parameters of both the WAN, LAN or WLAN (Wi-Fi) can be configured and managed
from this menu.

Broadband Setup

The Network is configured by default. A new network can be changed, deleted or added. Different
WAN connections can be configured to offer various services to users.

Setup Network
Broadband Setup
Network Setup
| Network Name | Port i | operation |
[1INTERNET_R_VID_ [1an1 tanz wian1 [[modiy [ deiete | |

In the event of changing or creating a new network, the following options are specified below:

Setup Network

Broadband Sefup

Network Setup
VLAN Enable:

VLAN ID: 0 (1-4093)
802.1p: (©-7)
Metwork Name:

Service Mode:

WAN Access Type:

MTU: (1400-1500 bytes)
DHCP Option Enable:

DHCP Option60:

Bind Port

s EHianz
Awant Owianz Clwianz Owians

Through this option, the WAN network settings are made. The WAN connection can function under
‘route” mode or "bridge” mode. A LAN or Wi-Fi port can be connected in the WAN connection in the
Bind Port component.
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e VLAN Enable:
o Enable: Enable VLAN.
o Disable; Disable VLAN.
e VLANID: The VLAN assigned.
e 8021p: A priority to the VLAN, with 1 being the lowest and 7 highest is assigned.
e  Network Name:

o TR069: The connection which is used for TRO69Q.

o INTERNET: The connection is used for INTERNET, and does not withstand TR069.

o TROB9_INTERNET: The connection is used for INTERNET and TR069.

o Other: For other options.

e  Service mode:

o Route: When the connection is established in Router mode, the WAN IP can be obtained
in three ways: DHCP, static or PPPoE. It is the default mode.

o Bridge: It does not manage the IP, operates in a transparent manner by acquiring the
DHCP from another router. By acting transparently, everything will remain within the
network of the router which provides the service. If this operating mode is selected, the
PC or any other device will obtain the IP address of a higher layer device after
connection.

e  WAN Access Type:

o DHCP: Acquires dynamic IP. And if you choose DHCP, the router will automatically get
the IP address from a higher layer device.

o Static IP: We assigned an IP manually.

WANMN Access Type: @l

Ip Address: [172.1.1.1 |
Subnet Mask: |255.255.255.0 |
Default Gateway:  [172.1.1254 |

o PPPoOE: Acquiring an IP via PPP protocol, a username and password will be assigned.

WANM Access Type: PPPoE I3

PPPoEUser Name: | |

PPPoEPassword: | | &
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o  MTU: Packet size.

e  DHCP Option Enable:; Enables an optional DHCP.

e  DHCP Option60:; By default 600831STB.

e Blind Port: Assignment of a port with the WAN service. The default WAN connection for all
ports is in Router mode. If a new WAN connection is chosen in Bridge mode, a Router mode
port can be assigned/unassigned. Different WAN connections can be configured to offer
several services to users.

Note: all ports are defined by default in Router mode. If a connection is established in Bridge mode, the
chosen port will be disconnected from the WAN. The WAN connection will be shared with all ports
specified in router mode except those defined in Bridge mode.

It is necessary to select a connection type in the WAN connection configuration. And as mentioned
earlier, one of three modes can be selected: static, DHCP and PPPoE depending on the application.

LAN Setup

This menu enables the configuration of the IP services of the LAN network, such as the DHCP.

The IPCs are preconfigured in router mode, to use private IP addresses in the section of the LAN, and
to act as a DHCP server. The default configuration of the LAN router is:

e |PLAN:192.168.10.1
e  Subnet Mask: 255.255.255.0

These addresses are part of the range of private addresses for use in private networks and are available
for most applications. If the network on which the IPC will be installed requires a different IP address
system, it can be changed in the "LAN Settings” menu as shown in the following image.

Setup Network
LAN Setup

IP Address: 192.168.10.1
Subnet Mask: 2552552550

DHCP Server:
Network Type Start IP End IP Lease Time{minutes)
STB 192.168.10.20 192.168.10.30 720
Phone 192.168.10.30 192.168.10.40 720
Camera 192.168.10.50 192.168.10.60 720
Computer 192.168.10.100 192.168.10.200 720
Set DNS Manually:
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Note 1. In the event of changing the LAN IP addresses on the router while it is connected through a
browser, the router will be disconnected. It will then be necessary to open a new connection using the
new IP address and to enter once again.

By default the IPC acts as a DHCP server. It assigns an IP, DNS server and the default Gateway to all PCs
connected to the LAN network. The default IP address (192.168.10.1) is also the Gateway address. The
IPC will assign the IP addresses to all connected PCs, selecting these addresses from a range of
addresses specified in the “LAN Settings” screen.

DNS: Server which enables access to websites via their names. If the internet provider requires specific
information on these servers, select this option and enter the IP addresses of the DNS servers,

Note 2: DHCP is the abbreviation for Dynamic Host Configuration Protocol, which automatically assigns
IP addresses, subnet mask and default gateway to LAN users.

DHCP Server:

Network Type Start IP End IP Lease Time(minutes)
5TB l192.168.1020 | | [192.168.1030 | | [720 |
Phone [192.168.1030 | | [192.188.10.40 | | [720 |
Camera [192.168.1050 | | [192.168.1060 | | [720 |
computer | [192.168.10.100 | | [192.168.10.200 | | [720 |

Set DNS Manually:
DN 51: |s.5.8.8 |
DN 52: [8.5.4.4 |

e  DHCP Server: Enable/disable the DHCP function.

e  StartIP. The IP address from which the DHCP server will commence providing IP addresses
to network users.

e EndIP: End address of the range of IPs supplied by the DHCP server.

e Lease Time: The time that a user is permitted to be connected through the IP address
provided automatically. This enables the reassignment of IP addresses which are no longer
in use.
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WLAN Setup

In this section it is possible to activate / deactivate the WiFl network, define the wireless channels, type
of operation.

Setup Network
Wian Setup
able Wireless Setuy
Enable Wireless
Wireless Settings
Band: 802.11b/g/n Mixed

Channel Width: 20MHz

Control Sideband Upper

Channel Number.

Data Rate
Protection: CEnabled @ Disabled
Short GI @ Enabled O Disabled
RF Output Power: 100% ~
Security Setup
SSID Index ssID1
SSID EK1-J345F
SSID Hidden O
Security Setup
SSID Index ssID2

e Enable Wireless: Enable / disable WLAN.

e  Band: Wi-Fi protocol with which it is broadcasted.

e  Channel Width: Channel bandwidth.

e  Control Sideband: It cannot be configured.

e  Channel Number: Set the working channel manually (selection of the proposed list), or set to
automatic mode.

e Data Rate: Wi-Fi connection speed, automatic default.

e  Protecction: Wifi protection, by default disabled.

e  Short Gl: By default, enabled this option improves wifi network performance.

e RF Output Power: Wi-Fi power output.

e  SSID: Identifies the “set” of services with a specific Wi-Fi network.

e Hide SSID: Tick this option to hide the SSID.

e  Encryption method: Select the encryption type: None, WEP, WPA- PSK, WPA2 -PSK and
Mixed WPA2/WPA -PSK. In the event of selecting an encryption method, it will be necessary
to configure the identification method and password.
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Remote Management

The protocol used by operators to remotely configure ADSL routers or cable modems can be
enabled/disabled.

Setup Netwark

User Number Limit

Set a maximum user limit.

Setup Network
‘User Number Limit
User Number Limit
Mode: [Disable 2

Timer Setup

The time can be configured in several ways. It is possible to do it manually. By default the NTP (Network
Time Protocol) is not enabled in order to obtain the time automatically.

Setup Network
Time Setup
Time Zone Select : (GMT+01:00)Barcelona, Madrid ]
O Automatically Adjust Daylight Saving
Enable NTP client update
ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
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Security

From this section the several types of security on the equipment can be configured.

Denial Service

The different types of protection can be selected By default: Dos Prevention, TCP/UDP PortScan, ICMP
Smuft, Ping of Death,

Also, we can select packages per Second and degree of protection (Low/High).

Setup Security
Denial of Service
Denial of Service
[ Enable DoS Prevention
[] Whole System Flood: SYN Packets/Second
TCP/UDP PortScan Sensitivity
ICMP Smurf [fan |
PingOfDeath
SelectALL | [ Clear ALL

URL Filtering

Option which permits adding a filtering table for URLs. Click the "Add" button to add the rules to be
established, then "Apply".

Setup Security

Black And White List

Enable URL Filtering

URL Filter Table

Current Filter Table:

[ Select
Delete Selected | [ Delete Al
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IP Filtering

The IP filtering can be enabled/disabled. Click the "Add" button to add the desired rules, then "Apply”.

Setup Security
IP Filtering

Enable IP Filtering

Ip Filter Table

Current Filter Table:

| Protocal | Comment |  Select |
Delete Selected | | Delete Al

MAC Filtering

The MAC filtering can be enabled/disabled. Click the *‘Add" button to add the desired rules, then "Apply".

Setup

MAC Filtering
MAC Filter Table

Enable MAC Filtering

Current Filter Table:

| Comment | Select |
Delete Selected | | Delete All
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Service

USER MANUAL IPC-S2

In the "service” section ports can be redirected or different parameters configured such as DDNS, UPNP

Setup, among others.

Port Forwarding

The destination source address and origin source ports to redirect ports can be added.

Setup

Port Forwarding Table

DDNS

A Dynamic Domain Name System can be established if registered on the websites of the different
providers and following the necessary steps.

Setup

Port Forwarding

T [ ==

finner
e e Broea] s [ o |

Name:
1P Address:
Inner Port:

Ip Protocol:
Remote Ip:

Outer Port:
Enable:

[J Enable DONS

Service Provider:  DynDNS

Deite Salcied || Doets Al
| —

i

Domain Name : host.dyndns.org

User Name:

Password:
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UPNP Setup

It allows us to activate the UPnP protocol. Universal Plug and Play (UPnP) is a network protocol that
allows compliant devices to automatically set port forwarding rules for themselves. Whatever device
that communicate with each other and share data over your network.

Setup Senvice
UPNP Setup
UPNP Setup
Enable UPnP
imrtace

Advance NAT

Enables and disables different protocols.

Setup Service

Enable Web Server Access an WAN

Enable Ping Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection
Enable H.323

Enable FTP

Enable SIP

DMZ Setup
[ Enable DMz
DMZ Host IP Address:
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Telnet Server

Enables Telnet access to the device.

Setup Service
Telnet Server
Enable Telnet Server
Apply
IGMP

Enables to activate as IGMP proxy and IGMP Snooping for multicast package management.

Setup Service
IGMP
Enable IGMP Proxy
[] Enable IGMP Snooping
Apply
ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
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Policy Route
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These are team policy-based routing rules. If necessary, we can add to manually configure or modify

existing ones.

Setup

Palicy Route Table

IP Address Subnet Mask Service Mode Select
10.43.0.0 255.255.0.0 VoD O
10.32.0.0 255.255.00 TROG9 ]

[ Add | [ Delete Selected | [ Delete all | [ Apply | [ Resat |

Policy DNS

These are policy-based DNS rules for the computer. We can add if necessary to manually configure or

modify existing ones.

Policy DNS Table

Domain Name Service Mode Select
sxgdtcms.com TRO69 ]
homedev.com TRO59 O

hitv.com VoD ]

sxgdvod.cn VoD O

sxgdicms.cn VoD ]

sxbctv.com VoD O
ott.suning.com VoD ]

[ Delete Selected | [ Delete Al | [ Apply | [Reset |
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System

System maintenance menu that includes the options: System Log, Save/Upgrade Setup, Reboot,
Admin Account Management, Diagnosis, Manual Inform, Language.

System Log

The "Enable Log" option can be selected to enable / disable the device's action log, including
emergency indications, alerts, critical points, errors, warnings. In total 8 categories can be selected
depending on the operation of the device.

Setu p System
System Log
System Log

[ Enable Log
system all wireless DoS
Enable Remote Log Log Server IP Address:

Apply

Refiesh | | Clear
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Save/Upgrade Setup

USER MANUAL IPC-S2

From this tab a backup and reload (Backup file/Restore file), perform a default reset “Reset router to
defaults:” or update the "Firmware image” system can be carried out.

Also, this menu will show us the current version installed now, in our case the V2.0.5-X111.

To upgrade we follow the next steps:

1. Click

| =

Leave the
configuration
Select File Examinar...
2. Select the file
Organizar = Mueva carpeta
& Marmbre

7 Accesoripide

] IPCS2,205,190513.bi
[ Escritario - |71 "

3. Click Upload

Leave the
configuration
Select File C\Uzers\Lab\Desktop\Toni\E|

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
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Then It will appear that the system is loading, we just have to wait for the process to finish. Be careful
not to disconnect the device or leave it without supply voltage.

Automatic Upgrade

Manual upgrade

Reboot

Save Settings to
File:

Load Settings
from File: System upgrade
Reset Settings 0
to Default: Lo

‘Waiting for router 107 Seconds

Current Version:
One Key Upgrade:

Leave the %)
configuration

Select File Examinar... | | Upload

This option enables a device reset. To that end click the "Reboot” button which will appear by selecting

this option.

Setup

Reboot Device

Reboot

System
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Admin Account Management

Team management can be done with two different levels of access and therefore two different users.
Choose the user in question and assign/modify the access keys for each of them. Also, is possible to
add new users.

With administrator level we will have all privileges meanwhile as a user does not.

Setup System
Admin Account Management
User Management
Confirm
User User New .
1D name permissions Password Password panew i Operation
1 ladmin [Administrator ~| | | | | | | Modify I Deleta | &
2 |useradmin|[administrator | || [ | [ | iy [ Deiete] =
- | |[2dministrator -] |+ | | | |Taaa &
Diagnosis

A web address can be pinged in order to verify that the internet is available on the equipment. Select a
Google page given that the webpage which appears by default does not function for web security..

55(!tll[) System
- .

Diagnose Network
Diagnose Mode
Interface 1_INTERNET_R_VID_
Destination IP address or
Destinatio =]
Apply

Diagnose Result

54 bytes from 172.217.16.227: seg=8 ttl=53 time=12.008 ms  °
54 bytes from 172.217.16.227: seg=1 tt1=53 time=22.009 ms
54 bytes from 172.217.16.227: seq=2 tt1=53 time=22.008 ms
54 bytes from 172.217.16.227: seqg=3 ttl=53 time-=18.008 ms
54 bytes from 172.217.16.227: seg=4 tt1=53 time=28.008 ms

--- wew.google.es ping statistics ---
S packets transmitted, 5 packets received, o packet loss ~
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Language

Two languages can be selected, that is, English or Chinese.

Setu p System
Language
Language: Englizh
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Installation Examples

Instalacién 1: Modo Router

USER MANUAL IPC-S2

192168.01

=

Router principal

(N
192168101

Red independiente

(WML Redindependiente
192168101

‘Los equipos IPC no ven que hay en la red principal 192.168.0.1. Tampoco entre ellos

Instalacion 2: Modo Bridge

19216801

Router principal

C NN

IIHT]

* Los equipos estn en la red principal. viendo si hay otros dispositivos. Pueden utilizar la impresora.
Nota: Entre ellos no pueden ver que hay conectado

Instalacion 3: Modo Bridge con camaras

19216801
GRABADOR
Router principal
|
[0
Nota: Para iento, el grabador. tar en el router principal. La comunicacion entre equipos de

esclavo-esclavo no es posible
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Features
Property Description
Consumption <8W
Power supply 12V/1A
Dimensions 160x120x32 mm
\Working temperature 0°C~50°C
Storage temperature -40°C~85°C

Moisture

10%~Q0% non-condensing

Storage humidity

10%~Q0% non-condensing
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