USER MANUAL

CAP1

Controller for access point

Vo3
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Hardware

e L e [

e  RESET: Reset button. Press for 15 seconds for the device to restore to factory settings.
o WAN: WAN port. Connect to the internet provider's router.

e LAN:LAN port.

o DC: DC power supply.

Example of installation diagram
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Access to CAP 1

To access the CAP 1 follow the next steps:

1

3.

4.

Connect to CAP 1 with a network cable or wireless configuration (with an AP), you always
must be connected to its LAN port. Configure your PC's network adapter with a static IP. In
order to make the configuration easy EK have the application Ek NET Adapter, you will be
able to configure the network adapter easily. You can download from
https.//ek.plus/software/ you will find a new section "EK NET ADAPTER".

| Protocolo de Intemet version 4 (TCP/IPv) Properties X
General
You can get IP settings assigned automaticaly if your network supports

this capabilty. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an 1P address automaticaly

(@ Use the folowing IP address:

 addess: [is2.360. 30 . w0 ]
Subnet mask: 255.255.255. 0

Default gateway: . .

(@ Use the folowing DIVS server addresses:
Preferred DNS server:

Alternative DNS server:

] vaidate settings upon exit S

o] el

Open a web browser and go to the URL: http.//192.168.10.1

Username “

Passwaord

Enter the user and password: admin / admin
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CAP 1 web interface

Once the password is entered, the following window will appear.

INTELLIGENT WIRELESS AP MANAGEMENT PLATFORM

Then, it shows to us the next areas:

1

B w

SEBO XN OO

Language selection. Spanish/Italian by default is configured for these two languages. The
English version is available on the website ek plus.

Displays the RAM and CPU occupancy information for CAP 1.

Search for a particular AP.

Displays the list of access points connected to CAP 1. This block changes depending on the
function of the controller to which we are connected. The image represents the "Teams List™.
Relevant information as quantity and status of APs.

Access to the "List of Computers' section”.

Access to section " Device Group”.

Access to the "Zero Configuration™.

Access to the "Team Group” section”.

Access to the section "Server address”.

Access to the "Gateway”.

It shows the options available depending on the section in which we are.
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Team list

This section shows all APs connected to CAP 1.

1. Displays information regarding APs:

e SN: ID assigned to the AP by the CAP 1.

e Location: AP location identified by the client.

e Name: AP Name.

e [P device: IP assigned to the AP by CAP 1. If we connect to the NETWORK with the
RANGE indicated on this IP, we will be able to access the WEB interface of the AP
directly.

e User: User number connected to the AP. Clicking will open a new window giving
information about connected clients:

Client MAC Connect Time Signal
F8:A2:D6:BF 67-A% 0:01:37 -36dBm

e  Channel: Channel on which the AP is transmitting the SSID of the AP (2.4Ghz / 58Ghz
depending on model).

e Online Time: Shows how long the AP takes on.

e  Group: Displays the name of the group to which the AP is assigned.
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After pressing the CONFIG button on the desired AP, open a new window to configure the AP in
question:

Configuracion WLAN AP

Modelo AP1200
Estado dispositive
Tiempo en linea 1:12:41
Estado red MAC dispositivo 78:D3:8D:FT:E9.BA
IP dispositivo 192.168.200.39
Inalambrico Software AP1200-v2.0-Build20170309180629
Canal V2.0
Avanzado
ACIP 192.168.200.1
ssiD Ek_2.4G /Ek_58G
BSSID 76.D3.8D:F7-E9.8B/76:D3:8D.F7-E9.8C
_ Canal 9/40
Aplicar
Seguridad Inalambrica  WPA/WPA2-PSK/WPAWPAZ-PSK
RF Output Power 100%/100%
Beacon Interval 1001100

Coverage Threshold -90/-90

Optimizacién automatica  Deshabilitar

“Device Status' shows us relevant information about the AP:

e  Model: Product name,

e  Online Time: Shows how long the AP takes on.

e  MAC Device: Displays MAC.

e |P device: IP assigned to the AP by CAP 1. If we connect to the NETWORK with the
RANGE indicated on this IP, we will be able to access the WEB interface of the AP
directly.

e Software: Displays the software version that the AP is currently using.

e ACIP:CAPIP.

e  SSID: SSID names.

e  BSSID: Displays the MACs assigned to the different SSIDs.

e Channel: Channel on which the AP is transmitting the SSID of the 2.4Ghz / 5.8Ghz AP.

e Wireless Security: Displays selected security for SSIDs.

e RF Output Power: Shows the emission power of the AP.

e  Beacon Interval: Displays the selected "beacon interval' value.

e  Coverage Threshold: Shows us the selected "threshold”.
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Configuracién WLAN AP

EStado dispositive Co it

Direccién 1P 165 R0 |
Mascara de subred o5 Woss Wosa Mo |

Estado red

Inatdmbrico

Avanzado

Aplicar

Cerrar

“Network Status' allows you to configure how the AP obtains IP:

e  DHCP: Gets the DHCP IP automatically from CAP 1.
e  Static IP: Allows you to manually assign the desired IP to the AP.

Configuracién WLAN AP
Lista dispositivos
Configuracion AP{78:D3:8D:F7:E9:86]
Estado Emitir SSID
sSID Ex 246 Vianid T (0-4094)

Sequriaa NPA2.PS: 5 =
Inalimbrico Inalambnca WPAMWPAZ PSK-TKIPAES Conng
uration1[00:00:00:00:00:00]
[Pr—— stado Deshabilitado v Emitir SSID [Habiitado v |
T (1054

Config

Estado dispositivo

Estado red

AP ConfigurationZ[00-00:00:00:00:00]
Estado Enmitir SSID
sSID I Vianld I (0-4054)
Seguridad ——

Sequridad Aberto Config
AP Configuration3{00:00:00:00:00:00]

Estado Habitao v
5 — o) (0 9

Aplicar

Cerrar

The "Wireless' menu allows you to configure the basic options:

e Device list; If the AP has only a 2.4 or 5.8 broadcast band, it will correspond to WLAN 1,
if on the contrary the AP has 2.4 and 5.8 the WLAN 1 will correspond to 2.4 GHz and
WLAN 2 to 5.8 GHz.

e AP configuration: APs allow you to configure up to 4 SSIDs.

o  Status: Enabled - Enables SSID, Disabled - Disables SSID.

e Issue SSID: Enabled - Emits SSID, Disabled - Hidden SSID,

e  SSID: SSID Name,
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o Wireless Security: Displays the assigned security. To see more details and configure it,
click on the "Config" button. A new window will open to set up wireless security.

Config

Autenticacion
Longitud
Formato Clave
Encriptacion

10356759

— La clave debe de estar entre 8-63 months o 64
. caracteres ASCIl o 16 numeros hex

Aplicar

e VLAN: Allows you to assign a VLAN to the SSID.

Configuracién WLAN AP

Estado dispositvo Lista aispasfives. \ian1 v

Modo 502 11B/G/N 20MHz ¥
Estado red

Canal 8 [2.452 GHz] v
Inalimbrico Clent isclation Desnaniliado ¥

Fragment Threshokd
Avanzado

RTS okl

Beacon Inferval

Aggregation

Aplicar

ShonGl

Cerrar Rev Option
Coverage Threshokd foo
WMax Usuanos TE © s i

The "Advanced’ menu shows more options for the most technical-level AP

e MODE: Select the standard for wireless N/AC.

e  Channel: Channel on which the AP is transmitting the SSID of the 2.4Ghz/ 5.8Ghz AP.

e Client Isolation: Enabled: Users are isolated and cannot be seen among themselves,

e RTS Threshold: Reduce this value if there are electromagnetic problems or traffic
saturation in the network.
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Beacon interval: Interval for "beacon’. The 'beacon’ is a packet that is sent to the client
computer to notify if it is connected. If the time is reduced, more packets will be sent
making the network slower. And if the value is too high, this will cause the equipment to
disconnect more frequently.

Aggregation: Allows for higher flow.

Short Gl: Improves flow rate. Use only for N mode and deactivate if mixed mode is used.
Coverage Threshold: Indicates the maximum allowed power that the client can have to
stay connected to the AP. Beyond this power the AP will disconnect the client.

MAX User: Maximum number of clients that can be connected.

2. Group: Selecting one or more APs and clicking on the Group function will open a new
window. This feature allows one or more APs to configure a number of equal options:

®N OO AW

Channels and Powers.

Time when APs reboot (watch dog).
Maximum users allowed when connecting.
Password.

Grupo
Sclecconar ncon TSN

Wian 1RF Output Power O 100% @ 75% ® 50% @ 25% @ 125%

Wian 2RF Output Power © 100% @ 75% @ 50% @ 25% @ 125%

Wian 1.Canal(2.4G)
Wian 1.Canal(5.8G)
Wian 2 Canal(2 4G)
Wian 2 Canal(5.8G)

Refresh: Reapply the group configuration to the selected AP.

Delete: Remove ap from CAP 1.

Restart: Restart the selected AP.

Clean up: Empty the list.

Reset: Returns the selected AP to factory settings.

Update: Updates the firmware of the selected AP. Clicking opens a new window to select

the firmware.

ITS Partner O.BS S.L

Firmware

fivea

Actualizas el software puede producir una inlemrupcion del sislema

En el proceso de actuazar el fimmware, no apague el equipo. puede dafir el sisiemal

Chogse File | No flle chosen
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Device group

This section lists all groups created in CAP 1. A group contains multiple APs that are set to the same
setting.

1. New: Opens the window so that you can configure the group settings. The form is the same
as in section 2 of "TeamsList". Note: Select a specific time of day when APs are restarted.

2. Delete: Deletes the group, but the configuration on the APs is still maintained.

3. Show APs; Indicates the number of APs connected to the group. By clicking on the + button
a window appears with all the APs, allowing you to select the ones you want to add to the
group.

4. Config: By clicking on the edit button in the corresponding group, we will be able to carry out
the configuration for the APs.

Aiadir dispositivo al grupo
Sel SN Lugar Name  IPdispositivo MACdispositvo  Grupo
192.168.200.39 18,0380 FTEIBA NA

Adiadic AP, A AP
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Zero Configuration

This feature allows, before connecting any APs to CAP 1, to create a default configuration. Only one Zero
configuration can exist and once all the APs connecting to CAP 1 are created, they will pick up this
default configuration.

1. New: Opens the window to create the settings that the default APs will use. The form is the
same as in point 2 of the Teams List section.
Note: Select a specific time of day when you want APs to restart.

2. Remove: It removes the default settings, but the configuration on the APs is still maintained.
Edit: You can create the default settings by clicking on the edit button.
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Team group

This section shows the log of activity events for access points.

¥ [ Grupo equipos Funcién @

tmplar

Date, team ID and MAC are displayed for each event that happens:

e On/Off
o Deployment and configuration of APs.
e FErrors

The "Clean Up® button empties the list of records.
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Server address

USER MANUAL CAP 1

This section configures the DHCP that will assign IPs to the different APs that connect to CAP 1.

£ SRS

¥ K Direccion servior

@ 3%

Uso CPU: ?

IP Servidor 162 168

Cantidad direcciones IP 200 (1-300)

Tiempo efectivo 86400 Rango:(300-864000s.

Ndmero AP asignado 1

0
CPU: Dl 880MM:

192.168.200.39 78364170900

TR0 de arTencanTiento

00230731

Grupo dispositivos  Grupo equipos

O e

Tiermnpo online ODay 1:6:23

Version Software CAP1-v2.0-820170724092531

1. Server. Displays the initial IP for DHCP as well as the IP that will link between the APs and
CAP 1(IP Server is a second IP for CAP 1in the range that the APs will be). Number of IPs that

you can assign.

2. AP Address Information List: Displays the AP model, its assigned IP address, and its
corresponding MAC. The time remaining for the IP to be updated is also shown.

w

Refresh: Refresh the page.

4. Apply: Apply changes.
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Gateway

B oo ot

= Gestion AP
Ayuda
Diteccion P 152

Mascara de subred 2855

Estado

Servidor DHCP & Habilitar Deshabilitar
Cloud

DHCP Lease Time 83400 Rango:{300-364000)s Aenticadon

Lista IP-MAC assignadas Elrming Lista 1P-MAC Local Auth

DHCPMxi= nimero de direcciones MAC: 32

1. Menu: The different sections for the gateway are shown: Status, Network, Firewall and
Management.

2. Panel: Depending on the option you select the panel is loaded with the relevant options.

3. Sub Menu: This section will show the different sub-menus of the selected menu.
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State

Basic CAP 1 information is displayed.

B oo

4= Gestion AP
Ayuda
Veesion Software CAP1-v2.0-820170724092531

Version Hardware V1.1

Estado

Tiempo online 00ay 5:33:22

WAN
v}

Corta fuegos

LAN

Information on the LAN of CAP 1 is displayed.

Esporcl

4= Gestion AP e
A 2 Info Bisica
LAN P 192.156.10.1
Fatado DHCP Mabitar
Estado

Clieate DHCP 192.168.10.1-192.168.10.101

Mascara subred 255.255.252.0

n MAC 74:10AL0L0TAE

Corta haegos

1P Asignada 3

LECGIEREY Clonie DHCP

Gestion
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WAN

Information about the WAN of CAP 1 is displayed.

= Gostion AP Funcion ©

G E Info Bésica
Estado WAN DHCP- Conectado

Tipo conexion DHCP

Estado

WANIP 192.168.0.55

Mascara subted  255.255.0.0

Puerto subeed 19216805

DNS 192.168.0.10 192.1680.5

MAC 741 AEOL0 A
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NETWORK

LAN

1. LAN IP Configuration: Allows you to configure the IP and subnet mask of CAP 1.
DHCP Server Configuration: Allows you to enable or disable DHCP. Configure the initial DHCP
IP and the final IP.
3. Assigned IP-MAC List: Allows you to assign fixed IPs to a MAC. This way the MAC will always
have the same IP, which is an ideal option to apply the QoS feature.
Introduce IP with the MAC you want in the first file.
Activate the box.
Press the Add button.
The IP will be moved to the left column being assigned.
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WAN

4 Gestion AP
Ayuda oot AN

- Estado ol w3 1 M

Cloud
Red

Autenticacon

ONS Secundars 4 . 4 4
B % acién avanza Local Auth
Lot dTY 1500 (1000-1500

1. WAN configuration: CAP 1 allows you to configure the WAN port in different ways: static IP,
DHCP, PPPoE.

2. Static IP: This section will change depending on the WAN configuration defined. PPPoE will
request the data relevant to your configuration. Static IP will request the necessary data: IP,
Subnet Mask

3. Advanced configuration:

MAC Clone

Enable UPNP: Enables uPNP functionality for uPNP-enabled devices and facilitates
network configuration.

Enable Ping Access on WAN: Enables ping response to the WAN IP of the CAP1
Enable Web Server Access on WAN Port: Access the CAP 1 interface from the WAN IP.
Enable Ipsec pass through on VPN connection: Allows other devices to make an Ipsec
VPN connection.

Enable PPTP pass through on VPN connection: Allows other devices to make a PPTP
VPN connection.

Enable L2TP pass through on VPN connection: Allows other devices to make an L2TP
VPN connection.
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Authentication

This section activates the simple captive portal that allows CAP 1.

W Autenticacién Funcién @

Detauit500 Range{1-500]

Add domain

To activate the portal, authentication must be set to "local authentication”,

e Maximum users: Maximum number of authentications allowed by the portal.

e External domain White list: Whitelisting of domains that can be accessed without
authentication.

e  MAC White list: MACs of devices that do not need to be identified in the portal.
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Local Auth

In this section you can configure the portal page.

B e

4= Gostion AP M Local Auth
8 Local Auth
Ayuda

Advertising PIctures | oioad frst pictures. ¥ | | Ghoose File | No file chosen

Firgt pictures button name  Exselans

Estado

First pictures redirect url - www google.es

Second pictures button
name

Second pictures redirect url

0o
Red

Conta fuegos

Third pictures button name Autenticacién

Third pictuces redirect url

u Local Auth

The portal consists of a "slide show" with 3 images and 3 buttons:

e  Advertising pictures: Select the position of the image you want to change, select the file and
press "Update Pictures’”.

e  First pictures button name: Name for the first button.

e  First pictures redirect url: After pressing the button, the device will be directed to the
specified URL.

The "Preview" button will show us a preview of the portal that we have set up.
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Firewall

IP Filter/Port

Allow to us add up to 200 rules

4= Gestion AP I Filtro IP/Puerto Funcién  ©

Ayuda Filtro IP/Puerto
Filtrado 1P/Poct | Cemar

RangolP 192 . 168 . 10
Filtro MAC
Estado

Protocolo [ TCP+UDP
gyt (Rango 1-65535) —

Mark

Mark

e |Pfiltering: Determines whether to accept or deny packets from that port.
e [P Range: Range of IPs to which the filter will be applied.

e  Protocol: TCP / UDP, TCP, UDP.

e  Port Range:; Determines the port we want to filter.

e  Mark: Name for the rule.

Once you have entered all the data, press "Add" to save it.
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MAC filtering

The MAC Filter allows you to authorize or deny devices identified by the MAC.

= Gestion AP W Filtro MAC Funcion ©

Ayuda = = iltro 1P/Puerto

Estado Filtro MAC

= OO e i v | i B o

Abyir Puertos

URL filtering

The URL Filter allows you to deny all those URLs added.

€= Gestion AP B Filtro URL Funcién  ©

Ayuda Filtro 1P/Puerto
Filtrado URL| Caer

URL
Estado filtro MAC

Filtro URL

Abrir Puertos
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DMZ

The DMZ allows you to redirect all port requests to a given IP.

B oo

4= Gestion AP Funcién ©

B Configuracién DMZ
Ayuda Filtro IP/Puerto
Configuracién DMZ DM2Z

NP 182 | 10 S © 1 P el oraenador conectado (1921680.77)
filtro MAC
Estado

Filtro URL

Abyir Puertos
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Open ports

In this section it is possible to open certain ports to the IPs of the desired devices. This allows certain
services on the assigned devices to be viewed from the CAP 1 WAN.

4= Gestion AP W Abrir Puertos ot °

Ayuda Filtro IP/Puerto
v

iombre regla
Filtro MAC

Estado

Filtro URL

Abrir Puertos

DMZ

¢  Rule name: Name to identify the rule.

e Lan|IP:IP address of the device that you want to open the port.
e  External port: Port through which the petition entered.

e Internal port: Port of the device where the request entered.

e  Protocol: TCP / UDP.

Once you have entered all the data, press "Add" to save the settings.
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Management

System

USER MANUAL CAP 1

In this section it is possible to export the configuration of the CAP 1 as well as restore it. You can also set

the computer to factory defaults.

ot e

= Gestion AP

Ayuda

Estado

User

Allows you to configure the user and password to access CAP 1.

4= Gostion AP
Ayuda

w
a Estado

v}

Gestion
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QoS Bandwidth Configuration

4= Gestion AP Funcién ©

Ayuda Sistema
Estado @ Mabsitar Deshabilitar

Subiga 50000

Estado

Bajada 50000

o

Red Corta
ANONCO0 ® Rango direccién 1P 192 . 168 . 10 -~ 192 . 168 . 10

Direccion MAC o Buscar MAC

a Modo * Compartico Registros

Biciusivo

Usuario

e Subids 0

Ancho de banda maxmo,
Firmware

Marca

Zona Horania

Horrar | Modicar | Cancela

Subida Bajada

192.168.10.2-192.163.10.100 1 20000 Kbps 20000 Kbps

1. QoS configuration: CAP 1 allows you to limit the bandwidth available to connected clients.
The image has been indicated 50MB, so customers will have a maximum of 50MB.
2. QoS rules: Create and allocate bandwidths to customers:
e  Shared: It is possible to assign a bandwidth to a certain group of IPs.
Example: 102.168.10.50-192.168.10.100 50MB.
e Exclusive: It is possible to assign a group of IPs so that each IP has a certain maximum
traffic.
Example: 192.168.10.50-192.168.10.100, each IP has a maximum of 1IMB.
e  You can also assign bandwidth per MAC to a particular computer.
3. List of rules: View the list of QoS rules created.
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Records

USER MANUAL CAP 1

Displays all CAP 1 events and events. It is possible to log events to an external server by entering the

IP and clicking "Apply".

4= Gestion AP

Ayuda

M Registros

Estado ® Habiltar ) Deshabilitar

Registro Remoto|

Estado

Firmware

Corta fuegos

33173823238285338 -

4P1 syslog.info syslogd stacted: Busybox vi.22.1
94(437): vancpe (v1.22.1) Started
%00 15 100 big, setting to 101
108 num ipseior
1 /var/udhcpd. lesses
1) storted
5 t00 big, setting to 201

: Received SIGTERN
681]: udhcpd (v1.22.1) started
0d[601]: max_lessess500 15 too biy, setting to 101
a5esw101 nus_ipseiel

Funcion ©

Sisterna

Usuario

Registros

Firmware

Zona Horaria

Select the file with which to update the firmware of the CAP 1 and click *Update”.

4= Gestion AP

Ayuda

W Firmware

Versién Software CAPY-42.0-B20170724092531

izar el firmware

Phone: +34935839543 - info@ek.plus -

Estado

Conta fuegos

ninar] y seleccionar ef software pars actusizar
il

Actuallzar el software puede producir una Interrupcion del sistema

£ ¢l proceso de Sctuakzar el firmware, 10 3pague ¢l eauio, puede danar el sistema:
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Time zone

Allows you to manage the time zone of CAP 1. It also allows you to assign a daily reset time to CAP 1.

m EXSELANS BY 115

= Gestion AP B Zona Horarla

istemas

Tiempo Sistemas 2016-02-13 17:40.02

Estado ® Habilitar Deshabilitar

Ayuda

Estado

NTP Server | time.windows com ¥

Servidor NTP

u Zona Horarla | (GMT+01.00)8arcekona, Madnd
Corta fuegos

Hora de reinicioc 0.00 v | Reinicio automatico Usuario

Registros

Firmware
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